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Abstract

In thispaper, a fault-tolerantroutingin 3-D mesheswith
dynamicfaultsis provided. It is basedon anearlywork on
fault-tolerantrouting in dynamic2-D mesheswherefaults
occur during a routing process. Unlike many traditional
modelsthat assumeall the nodesknow global fault infor-
mation, our approachis basedon the conceptof limited
global fault information. First, a fault modelcalledfaulty
block is usedin which all faulty nodesin the systemare
containedin a setof disjoint faulty blocks.Then,theinfor-
mationof faulty block needsto be distributedto a limited
numberof nodesat the boundariesof the faulty block to
avoid a messageenteringa detourarea. Whennew faults
occur, faultyblocksneedto bereconstructedandtheir fault
informationneedsto be redistributed. We study the lim-
iteddistributionof faultinformationin 3-D mesheswith dy-
namicfaults.Ourstudyshowsthatfault informationcanbe
distributedquickly duringtheroutingprocess.In addition,
the performanceof routing processdegradesgracefully in
suchadynamicsystem.

1 Intr oduction

The mesh-connectedtopology is one of the most thor-
oughly investigatednetwork topologiesfor multicomput-
ers.Like2-dimensional(2-D) meshes,3-D meshesarelow-
dimensionalmeshesthat have beencommonlydiscussed
dueto structuralregularity for easyconstructionandhigh
potentialof legibility of variousalgorithms. The current
IBM Blue Geneprojectusesa 3-D meshto build a super-
computer[1].

As thenumberof nodesin a mesh-connectedmulticom-
puter increases,the chanceof failure also increases.The
complex natureof networks also makes them vulnerable
to disturbanceswhich canbe eitherdeliberateor acciden-
tal. Therefore,theability to toleratefailureis becomingin-
creasinglyimportant,especiallyin thecommunicationsub-
�
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system.Severalstudieshavebeenconductedwhichachieve
fault toleranceby adding(or deleting)extra componentsof
thesystem[5]. However, addinganddeletingnodesand/or
links requiresmodification of network topologieswhich
may be expensive anddifficult. We focushereon achiev-
ing fault toleranceusingtheinherentredundancy presentin
the mesh-connectedmulticomputer, without addingspare
nodesand/orlinks.

Recently, a routing switching technique known as
pipelined circuit switching (PCS) was developed by
Gaughanand Yalamanichili [2]. Unlike wormhole rout-
ing, PCSallows backtrackingduring thepathsetupphase.
Backtrackingis a key elementin providing fault tolerance
in a systemwith dynamicfaults. However, without fault
information,the routingprocessmayentera region where
all minimal pathsto the destinationareblocked by faulty
nodes.Thus,PCSroutingneedseitherto detouror to back-
trackandcausesroutingdifficulty whichwill increaserout-
ing delayandcausetraffic congestion.Theroutingprocess
hererefersto thepathsetupphase.In PCS,theactualmes-
sagesendingoccursaftera routingpathis setup. Dynamic
faultsreferto onesappearingin theset-upphaseonly.

Most routing techniquesare not suitablefor networks
with dynamicfaults. In addition,a goodanalyticalmodel
is lackingwhile we resortmostlyto simulations.A routing
in 2-D meshesbasedon faulty block information,which is
a specialform of limited distribution of fault information,
is presentedin [4]. The informationmodelexhibits desir-
ablepropertiesof self-stabilizing,self-optimizing,andself-
healingin 2-D mesheswith dynamicfaults.In addition,the
performanceof routingprocessbasedon thefault informa-
tion degradesgracefully. Comparedwith otherfault infor-
mationsuchasa routing tableassociatedwith eachnode,
the updateof faulty block informationconvergesquickly,
andit alsoreducesoscillationupdatecausedby unstablein-
formation(alsocalledinconsistentinformation).Compared
with therouting-table-basedrouting,our approachreduces
the memoryrequirementto storefault information in the
wholenetwork. Whena disturbanceoccurs,only thoseaf-
fectednodesneedto updatefault information.



This paperis our first attemptto studytheeffect of dy-
namicfaultson routing in 3-D meshes.We extendthe re-
sultsin 2-D meshesto 3-D meshes.First, a setof disjoint
3-dimensionalfaulty blocksareusedto containall faulty
nodesin a 3-D mesh.Thefault informationwill bepropa-
gatedalongtheboundariesof a faultyblock in ourdistribu-
tion processto helproutingavoid routingdifficulties.When
dynamicfaultsoccur, faultyblocksneedto bereconstructed
andtheir fault informationneedsto beredistributed.During
theconvergingperiod,the routingprocessmayexperience
more detourswith inconsistentinformation. For a given
pair of sourceanddestinationin 3-D mesheswith dynamic
faults,our fault-information-basedPCSrouting keepscer-
tain levelsof fault toleranceandadaptivity. Moreover, our
resultsin 3-D meshescanbeextendedto � -D mesheseas-
ily. Throughoutthe paper, proofsto theoremsareomitted
andcanbefoundin [3].

2 Preliminaries

3-D meshes. Eachnode � in a 3-D meshis labeledas�����
	����	������
or simply

����	��
	����
. Two nodes

������	����	������
and�����
	����	������

areconnectedif their addressesdiffer in one
andonly one dimension. Basically, nodesalongeachdi-
mensionareconnectedasa linear array. The distancebe-
tweentwo nodes� and � , � � � 	 � � , is equalto � � ��� � � �� � � ��� � � � � � � � � � � �"! Assumenode� is thecurrent
node,# is thedestinationnode,and � is a neighborof node� . � is calleda preferred neighborif � � � 	 # ��$ � � � 	 # � ;
otherwise,it is calleda spare neighbor. Respectively, the
correspondingconnectingdirectionsarecalledpreferreddi-
rectionandsparedirection.
Faulty block and its block information. Thefault model
in 3-D meshesusesasimilardefinitionof faultyblockasin
2-D meshes.In [6], Wu presentsa modelthatactivatesthe
mostnon-faulty nodesfrom faulty block andusestheleast
stepsto build faultyblock in � -D mesh.It canbeappliedin
3-D meshesas:
Definition 1: In a 3-D mesh,a non-faultynodeis either
marked enabledor disabled. Initially, all nonfaultynodes
are markedenabled.A nonfaultynodeis markeddisabled
if there are two or more disabledor faulty neighborsalong
differentdimensions.Connecteddisabledandfaulty nodes
forma faultyblock, simplyblock.

From Definition 1, we have the following definition of
the six surfacesthat are adjacentto the six surfacesof a
faultyblock.
Definition 2: The six adjacentsurfacesof a faulty block
are definedasoneunit distanceawayfromthesurfacesof
the faulty block in each direction. Surfaces%�& and %�' are
parallel to plane (*),+ with %�& on the westsideof %�' ;
surfaces%.- and %0/ are parallel to plane 12),+ with %.-
on the southside of %0/ ; surfaces%�3 and %54 are parallel
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Figure 1. (a) Faulty block (Definition 1) and (b)
its adjacent surfaces.
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Figure 2. Boundaries of a block. (a) Boundar y
for %0/ star ts from the edges of %�3 . (b) Bound-
ary of a block from the view of one edge. (c)
Boundar y of a block from the view of one cor -
ner. (d) Boundar y of block A inter secting with
block B.

to plane :;)<+ with % 3 on the back sideof % 4 . Theline
connectingtwo adjacentsurfacesis called an edge of the
block. There are 12 differentedgesfor a block. Thenode
connectedthreeedgesof the block is called a corner, and
thereare8 corners for a block (seein Figure1 (b)).

As aresult,asetof cube-typeof faultyblocksis formed.
For example(Figure1 (a)), by four faults(3,5,4), (4,5,4),
(5,5,3),and(3,6,3)in a 3-D mesh,thecorrespondingfaulty
block containsnodeswhich form a faulty block [3:5, 5:6,
3:4]. In general,[
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For any two oppositeadjacentsurfaces,%.- and %0/ in Fig-

ure1 (b), if theroutingmessageentersthearearight below% - andits destinationis right over % / , thereis no minimal
pathbecausethefaulty block disconnectsall shortestpaths
betweenthecurrentnodeandthedestination.Theboundary
surface,simply boundary, is usedto enclosesuchan area.
With theblock informationat eachnodeon this boundary,
the routingdecisionwill avoid selectinga preferreddirec-
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Figure 3. Recovery of a faulty node .

tion that leadsthe routing messageto enterthe dangerous
area.Thatpreferreddirectionis calledpreferredbut detour
direction,andsucha routingis calledcritical routing.Oth-
erwise,the selectionof any preferreddirection in routing
decisionwill notaffect theminimalrouting,andtherouting
is callednon-critical routingrespectively.

As shown in Figure2 (a),theboundaryfor % / startsfrom
theedgesof % - (exceptfor thecorner).Theblock informa-
tion will propagatealongthisboundaryin negativeY direc-
tion. Withoutany otherblocks,thepropagationof boundary
information is forwardednodeby nodein onedimension
until it meetsthe edgeof the meshes.Figure2 (b) shows
boundariesof ablockontheview of oneedge,andFigure2
(c) shows boundariesof a block on the view of a corner
in 3-D meshes.If theboundarypropagationfor surface % >
startingfrom theedgesof its oppositesurface %NM >AO '�P =?Q�RTS
intersectswith anotherblock,fromthefirst adjacentnodeof
thesecondblock it reaches,thepropagationwill mergeinto
thesurface % > of thesecondblock. Suchpropagationwill
continuealongthe otherfour adjacentsurfacesof the sec-
ondblock. And it will mergeinto theboundaryfor % > of the
secondblock,whichstartsfromtheedgesof %NM >HO '�P =?Q�RTS of
thesecondblock (seein Figure2 (d)).

3 Fault Inf ormation Constructions

In 3-D meshes,theshapeof a faulty block maychange
duringa routingprocesswith theoccurrenceof new faults
or by the recovery from faulty statusto healthyones. An
extendedenabled/disabledlabelingschemeis introducedto
quickly identify thosenon-faultynodesin afaultyblockthat
maycauseroutingdifficulty.
Definition 3: In a 3-D mesh,if anynew fault occurs, Def-
inition 1 is applied. If any nodeis recovered from faulty
status,it is labeledclean.A disablednodeis labeledclean
if it hasa cleanneighborandhasnot two faultsin different
dimensions.Onceall its neighborsknowits cleanstatusin
thecleanprocess,thecleannodeis labeledenabled.Each
enablednodeappliesDefinition 1 until there is no status
change.

BasedonDefinition3, therearethreetypesof nodesafter
theprocedureis stabilized:faultynodes,enablednodes,and

disablednodes.After a new fault occurs,anenablednode
maychangeto disabledbasedonDefinition1 andaffect the
statusof its enabledneighbors.This propagationwill incur
theconstructionof anew faultyblock. Specifically, arecov-
erednodeis setto clean. This cleanstatuswill propagate
to any disablednon-faulty neighborandcontribute further
changes.

In Figure 3 (a), node(5,5,3) is recoveredfrom faulty
status. First, (5,5,3) is labeledclean and it triggers the
changeof statusin its disabledneighbors(4,5,3), (5,6,3),
and (5,5,4) to clean. The procedurecontinuesuntil there
is no morestatuschange.Thestabilizedfaulty blocksare
shown in Figure3 (b). Notethatwhen(3,5,3)knowsthesta-
tuschangeof (4,5,3),it doesnot changeits statusto clean
sinceit hastwo faulty neighborsin differentdimensions.
(4,5,3)changesto enabledonceall its neighborsknow its
cleanstatus. In the next round,it hasonefaulty neighbor
(4,5,4)andonedisabledneighbor(3,5,3). Then,this new
enablednodewill changeto disabledwhenDefinition 1 is
applied.

This enabled/disabledlabeling schemein 3-D meshes
canquickly identify thosenon-faultynodesthatmaycause
routing difficulty by labeling them disabled. Eachactive
nodecollectsitsneighbors’statusandupdatesitsstatus.For
eachoccurrenceof anew faultor anew recoverednode,the
new nodestatuscanbe easilydeterminedthroughrounds
of statusexchangesamongneighbors.Only thoseaffected
nodesupdatetheir status.Sucha procedureis calledblock
construction.

After block constructionis incurred by new faults, a
faulty block in 3-D meshesmayenlarge its size,or a new
faultyblockmayappearin thenetwork. On theotherhand,
after block constructionis incurredby somenodesrecov-
eredfrom faulty status,a faulty block in 3-D meshesmay
shrinkits sizeor bedividedinto severalsmallfaultyblocks.
The deletionprocessstartsand will propagatealong old
boundarieswhena cornerof the old faulty block finds its
existing conditioncannotbe satisfied. Also, to identify a
new faultyblock, theidentificationprocessstartswhenever
anew corneris formed.

From an initialization corner, an identification pro-
cess has three phases. In phaseone, two identifica-
tion messagesare initiated at that corner, for example,U

(
�
=?DFEV	��=?>A@W	��L=?DFE

) in Figure4 (a). They carry the po-
sition information of node

U
, the partial block informa-

tion, andwill besentalongtheX andY dimensionson the
edgesof the block (

� ) � =G>H@YX � ) � =?DFE
along the X

dimensionand
� ) � =?DFEZX � ) � =GDJE alongtheY dimen-

sion). In phasetwo,ateachnodeontheedges,for example,
E(
��[L	\� =G>H@ 	�� =?DFE

) onedge
� ) � =G>H@]X � ) � =?DFE , two iden-

tification messagesareinitiated andcarry the samepartial
blockinformation.They will besentto thosetwo neighbors
adjacentto thesectionof this faultyblockonplane

� ) � [ ,
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Figure 4. Information collection in the identi-
fication process.

��� [ 	\�=?>H@ �`B 	���=?DFEa�
and

��� [ 	��=?>A@W	��L=?DFE � B �
. Suchprop-

agationwill continueuntil themessagetraversesall theen-
ablednodesadjacentto the sectionof the faulty block on
plane

� ) ��[ . Thesetwo messagesfrom E(
��[L	�� =?>A@ 	�� =?DFE

)
will reachthenodeE’(

�
[�	\� =?DFE 	�� =?>A@
) ontheoppositeedge� ) � =?DFEbX � ) � =?>A@

. With the position informa-
tion of E and E’, the sectionof block on plane

� ) ��[c � =?>H@ �dBCe � =?DFE � B 	�� =?>A@ �fBge � =?DFE � BFh
is identi-

fied (seein Figure4 (b)). In a similar way, for eachnode
E(
�
=?DFE"	\� [ 	���=?DFE

) onedge
� ) �
=GDJE X � ) ��=?DFE , thesec-

tion of blockonplane
� ) � [ : c ��=?>H@ �iBje �
=?DFE � B 	���=?>H@ �Bke ��=?DFE � BJh

is identifiedat nodeE’(
��=?>H@W	\� [ 	��L=?>H@

). In
phasethree,theidentifiedinformationis collectedby ames-
sagefrom theedgeneighborof corner(

�
=?DFEV	��=?DFEV	��L=?>H@
)

along the X dimension(seein Figure 4 (b)) and a mes-
sagefrom the edgeneighborof corner(

�
=G>H@W	\��=G>H@0	��L=?>H@
)

alongtheY dimension.Thesetwo messageswill arrive at
the oppositecorner

Uml
(
� =?>H@ 	\� =?DFE 	�� =?>A@

). With the posi-
tion informationof two corners

U
(
� =?DFE 	\� =?>H@ 	�� =?DFE

) andUml
(
� =?>A@ 	�� =?DFE 	�� =?>H@

), theblock is identifiedandblock in-
formation

c � =?>H@ ��Bje � =?DFE � B 	\� =?>H@ �nBje � =?DFE � B 	�� =?>H@ �BZe � =?DFE � BFh
is formed.

Algorithm 1: Block constructionandinformationdistribution

1. Block constructionby applyingDefinition3.

2. Identificationof adjacentnodesandcorners.

3. Identificationprocessfrom anew corner:

(a) Two identificationmessages(onealongX dimension
andonealongY dimension)aresentalongtheedges
from thatinitializationcorner, until they reachtheend
of eachedge.

(b) As eachnodeE(o"pFqsrLptqvuFp ) on theedgealongtheX/Y
dimensionreceived the above message,two identifi-
cationmessagesaresentalongtheenablednodesad-
jacentto thenew block on theplane oYwxo p / rywIr p ,
until they reachthenodeE’ ontheoppositeedge.Each

YZ planeor XZ planesectionof thenew blockis iden-
tified with thepositioninformationof its E andE’.

(c) The identifiedpartial block informationat eachE’ is
collectedandtransferredalongtheedgesto formfaulty
blockinformationat theoppositecornerof thatinitial-
izationcorner.

4. The faulty block informationis propagatedto all the nodes
on theadjacentsurfacesof theblockby theabove procedure
from theoppositecornerbackto theinitializationcorner. A
boundaryconstructionis activatedat eachnodeon theedge
of thenew block that receivesconsistentfaulty block infor-
mation.

After that,by usingtheaboveprocedurefrom thecornerUml
back to the corner

U
, the identifiedblock informationc �
=?>A@ �zBbe �
=GDJE � B 	��=?>A@ �zBbe �=?DFE � B 	��L=?>H@ �{Bke��=GDJE � BJh

is propagatedto all thenodesontheadjacentsur-
facesof this block. To guidetheroutingprocess,thefaulty
block informationis transferredalongthe boundaryof the
new faulty block from the nodeson the edgeswhen they
gettheidentifiedinformation.In our reactivemodel,if any
nodealreadyhasthenew faulty block information,thereis
no needto startnew boundarypropagation.This propaga-
tion mayalsoincuradeletionof outof dateboundariesand
updatetheboundariesof otherfaultyblocks.Sucha proce-
dureis calledboundaryconstruction. All theseprocedures
areshown in Algorithm 1 andcaneasilybeextendedto � -D
meshes.

Note that eachidentificationmessageof the identifica-
tion processis expectedto go straightuntil the endof the
edge. If thereis a faulty or disabledneighborin the for-
wardingdirection,thenew blockis notstable.At eachnode
in phase3 of the identificationprocess,thereis a checkof
identifiedsections.If thereis a differentsection,theblock
is alsonotstable.In bothcases,themessageis discardedat
thecurrentnodeto avoid generatingincorrectfaulty block
information. If any messageis discardedduring the iden-
tification process,the oppositecornercannotreceive two
messagesat thesametime. Thatis, theshapeof blockmay
not be the exact oneindicatedby the positionsof the ini-
tialization cornerand its oppositecorner. TTL is associ-
atedwith eachmessagein our 3-D meshes,andthecorre-
spondingmessagewill bediscardedoncethe time expires.
After two messagesmeetat the oppositecornerandform
theblock information,theprocedureis reusedto propagate
identifiedinformation. But this time, the stableblock en-
suresthattheprocedurewill endat theinitializationcorner
successfully.

4 Faulty-block-information-basedRouting

Algorithm 2: Fault-information-basedPCSrouting
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| sourcenode }�~ |����v|�����|\��
destinationnode }�~ � ��� � ��� � �� thecurrentnode }�~ �����s����������
numberof faultsin a given �n�]�n�]� meshand

�Z�G��� ���� �����
fault occurrencewhere

�����v� ���v�s� � � � �"������ �
occurrencetimeof

� ��s�
theinterval betweentwo consecutive fault occurrences

���
and���A�"�

, i.e.,
�s��� � �A�"�
� � ��

starttimeof a routingprocess� numberof fault changesbeforetheroutingstarts 
distancefrom source| to destination

� ��
distancefrom thecurrentnode � to thedestination

�
at time
� �¡ � total stepsthestabilizingblockconstructionfor

� �
converges¡ � ¡ ~ ¢�£�¤ � ¡ � �¥ � ¡ ~ maximumlengthof edgesof faulty blocks¦ �

total roundsfor thestabilizingidentificationprocess§ � total roundsfor thestabilizingboundarypropagation¨
roundsof fault informationcollectionandpropagationperstep

Table 1. List of notations used.

1. If thecurrentnode© is disabled,backtrack;otherwise,

2. pick anunusedoutgoingdirectionwith thehighestpriority.
Theaddressof © andthedirectionselectedis recordedin the
messageheader.

3. If thereis nounusedoutgoingdirection,backtrack.

4. If themessageis backtrackedto thesource,thedestinationis
unreachable.

Faulty-block-information-basedrouting in 2-D meshes
(seein [4]) canbe easilyextendedto 3-D meshes.Algo-
rithm 2 shows the routingprocessin 3-D meshes.For the
currentnode � (

����	\���	����
) ( ª)«# ) with the incomingdirec-

tion andfive possibleoutgoingdirections,the routing se-
lectsoneof thedirectionsastheforwardingdirectionin the
priority orderof preferred,spare(alongwith block), pre-
ferredbut detour, andincomingdirections.It is alsonoted
thateachforwardingdirectionat a participantnodecannot
beusedagain. Thus,like our routing in 2-D meshes,each
routingheaderhereincludesadestinationaddressanda list
of used-directionsfor eachforwardingnodealongthepath.
This is becausethe systemis dynamicandthe priority of
directionsmayalsochange.Theorem1 ensuresthe effec-
tivenessof our fault informationmodelwhenfaultsarere-
coveredin thenetworks.

Theorem 1: Theconstructionsof thefault recoverydo not
affecttheoptimalrouting.

5 Dynamic Fault Model

We adoptthe samemodelof a 2-D meshfor activities
in a nodeof a 3-D mesh.Themodelusedrepresentsa re-
active approachwhereinformationupdatesaredoneonly
whenthereis achangeof statusof at leastoneneighbor. At
eachstep,every nodein an ¬®K¬®¯¬ meshstartswith
fault detectionof adjacentlinks and nodes,and thencol-
lectsanddistributesthreekindsof fault information:block
information,identificationinformation,andboundaryinfor-
mation through ° roundsof exchangesandupdates.The

block information exchanges and 
updates ( identified, propagated)

rounds 
1 2 ...

time

routing decision

boudary construction

identification process

block construction

fault detection message sendingmessage
reception

Figure 5. Actions within a step.

disabled/enabledstatuspropagation,any messageheaderof
identification information propagation,block information
propagationand cancelingpropagationadvanceone hop
furtherateachround.Beforetheendof eachstep,basedon
the fault information,a routingdecisionselectsa forward-
ing nodeto forwardtheroutingmessage.Therefore,every
routing messageadvancesone hop along with its routing
pathat eachstep. The actionswithin a stepareshown in
Figure5.

To simplify the discussion,it is assumedthat any adja-
cent faults, links, and nodesare detectedat the fault de-
tectionphase(any faultsoccurringafter the fault detection
phasewill bedetectedatthenext step).Duringtheupdateof
fault information,eachnodecanalsoreceiveoneincoming
message(if any). It is alsoassumedthat the action“mes-
sagereceive” occursright beforethe“routing decision”,as
shown in Figure5.

We assumethere are at most ± faulty nodesin a 3-
D meshnetwork, including dynamicallygeneratedfaults.
Faults ²- , ²�3 , ..., ²a³ occur at time ´µ- 	 ´s3 	 !H!A! 	 ´v³ ; respec-
tively, where ´ >AO - � ´ > ){# > (

B·¶x¸ $ ± ). To simplify our
discussion,it is assumedthat fault informationupdatingin
the meshis alreadystabilizedbeforethe next fault occur-
rence,andthereis no fault that occursat the outmostsur-
facesof a 3-D mesh.Basedon thepropertiesdiscussedin
[6], thereis no disconnectedareain sucha mesh.It means
that thereis always a path from an enabledsourceto an
enableddestination.Beforea routing messageis initiated
at time ´ , it is assumedthat the first ¹ faultshave already
occurred;that is, ¹{)»ºn¼a½�¾a¿\� ´ÁÀ ¶ ´µÂ . � representsthe
distancefrom sourceÃ to destination# . � > representsthe
distancefrom thecurrentnode� to thedestination# at time´ > whenthe

¸�Ä�Å
fault occurrence(

BÆ¶Ç¸j¶ ± ) occurs.Be-
forethestarttime ´ , theroutingmessageis at its sourceand� > )È�*)y� �
É � �
R � � � ��É � �R � � � ��É � �LR �
(
¸Ê¶ ¬ ). For the

¸ÁÄ�Å
fault change,the block construc-

tion will bestabilizedin Ë D �ÌGÍ steps,the identificationpro-
cesswill bestabilizedin ËJÎ �Ì�Í steps,andtheboundarycon-
structionwill be stabilizedin ËJÏ �Ì Í steps. We assumethat
# >ÑÐ ºn¼�½V¾ D � O Î � O Ï �Ì Â . Therefore,beforethe next occur-
renceof fault ( ´ >HO - ), theboundariesfor thefaultyblocksat´ > arealreadystabilized.To simplify thediscussion,Table1
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summarizesthenotationsusedhere.
Thediscussionbelow will show thata routingmessage

hasno moredetoursthananupperboundwith theguideof
fault information.

6 Detour Analysis

In [6], Wu definessafenodein � -D meshes,andit can
beappliedin 3-D meshesasfollows:

Theorem 2: Assumethat node(0,0,0) is the source and
node(

�
R	��R�	���R
) is the destination. If there is no faulty

block that intersectswith the sectionof
c + e �
R h along X-

axis,thesectionof
c + e �R h alongY-axis,andthesectionofc + 	�� R h alongZ-axis,thesourcenodeis safe(to therouting);

otherwise, it is unsafe.
If thesourceis safe,a minimal pathis guaranteedto the

destinationaslongasnonew faultoccursduringtherouting
process.Whena new fault occurs,beforethenew fault in-
formationis stabilizedin all threeconstructionprocedures,
aroutingmessagemayuseinconsistentinformationanden-
ter a detourarea.If thesizeof a faulty block is limited byÒ =?DFE , the numberof detoursthe routing needsis limited.
Enlarging the interval will increasethe numberof optimal
stepsin eachinterval. Sincethedistancefrom Ã to # is lim-
itedin a3-Dmesh,themaximumnumberof intervalsbefore
theroutingmessagereachesits destinationcanbe reduced
by this way; in otherwords,thenumberof total detoursis
reduced.

Theorem 3: For any fault-information-basedrouting from
a safesource Ã to anenableddestination# (notin anyfaulty
block), if � � ¸ � Ð + : (a) � � ¸ � )Ó� wheņ

G¶ ¹ , (b) � � ¸ � ¶� � � # >�Ô - � ´ � ´�Õ � �ÊÖ � ��×">�Ô - � Ò =?DFE�� wheņ )Ø¹ �CB ,
and(c) � � ¸ � ¶ � � ¸ � B � � # >�Ô - �ÙÖ � ��×">�Ô - � Ò =GDJE� when¹ �IB $ ¸Ú¶ ± .

Assumethat ¬ �ÜÛ � B is thelargestindex for thefault
suchthat � � ¬ �kÛ � B � Ð + . Thatis, the ² =?O5ÝFÔ - is thelast
fault changethatcould affect the routingprocess.

Û
is the

maximumnumberof intervalsin whichtheroutingmessage
detoursat leastonce. Basedon Theorem3, we have

Û )ºn¼�½V¾a¿\� � � ´ � ´�Õ �¯Þ Õ
O À Ô 3>Hß Õ � # > � Ö � ×"> � Ö � Ò =?DFE� Ð +�Â

Let us considerseveral casesfor a routingwith a minimal
pathbeforeit starts:(a)Theroutingmessagewill getcloser
to the destinationbetweentwo occurrencesof consecutive
faultsaslongasthesetwo faultsareseparatedby morethanÖ ��×"=?DFE � Ò =GDJE� time steps. (b) When # > ’s areuniform,
i.e., # > ){à , Û )zºn¼a½�¾a¿\� � ¿ � B �F� # > � Ö  ��× > � Ò =GDJE �µ�m$� � ´ � ´ Õ ¶ � � à
Â . Then

Ûy¶âá ã O.ääLÔ 3�å M D � ¡ ~ O [ � ¡ ~ P�æ . (c)
Maximumdetourfor amessagewith aminimalpathbefore
it startsis

��×"=GDJE � Ò =?DFE�  á ã O.ää�Ô 3�å M D � ¡ ~ O [ � ¡ ~ P æ .
Theorem 4: For a routing message from a safesource Ã
to an enableddestination# in an ¬®¯¬2¯¬ 3-D mesh,

theroutingprocesswill endin thefollowing à intervalsandà ¶ ºn¼�½�¾�¿�� � � ´ � ´�Õ � Þ Õ
O À Ô 3>Aß Õ � # > � Ö � ×�> � Ö � Ò =?DFEa� Ð +"Â�!

Thenumberof maximumdetours is à � � Ò =GDJE � × =?DFE � and
theprobability of maximumdetourin a routing is no more
than ç Õ

O.äLÔ ->Hß Õ � -= � � !
Theorem3 shows themaximumdetoursin eachinterval

for aroutingmessagefrom asafesource.A routingfrom an
unsafesourceto its destinationmayneedmoredetours.The
discussionbelow extendsthe above result for any routing
message,includingthatfrom anunsafesource.

Theorem 5: Givena routing algorithm, if there is a path
with length è froman enabledsource Ã to an enableddes-
tination # in a ¬éb¬êk¬ 3-D mesh,theroutingprocess
will endin the following à intervalsand à ¶ ºn¼�½�¾�¿\� è �
´ � ´�Õ �ëÞ Õ

O À Ô 3>Aß Õ � # > � Ö � ×�> � Ö � Ò =?DFE� Ð +�Â"!
7 Conclusions

In this paper, we studiedan upperboundof maximum
detoursin 3-D mesheswith dynamic faults using fault-
tolerantroutingalgorithm,basedon our limited global in-
formation. The faulty block information associatedwith
eachnodeon theboundarieshasbeenusedto presentlim-
ited global information.Our studyshows thatsuchlimited
globalinformationcanbecollectedanddistributedquickly
to helptheroutingprocess.Applying thisapproachto other
faultmodelsareinterestingproblemsfor futureresearch.
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