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Motivations
o Internet of Things (IoT) have strong practical 

applications in many domains, e.g., 
� Structural health monitoring (SHM) for industrial 

machine, aerospace, and vehicles
� Chemical explosion, military surveillance, intrusion 

tracking. 

� In these applications, high quality event detection using 
wireless sensing in IoT is essential. 
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Motivations
o Wireless sensors in IoT produce a huge volume of 

dynamic data when deployed in these applications. 
� It is vital to develop methodologies to mine the big data

� To detect event of interest in the applications
� With low cost and high-quality
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Existing	Work
o Traditional data mining schemes used to 

mine data in IoT
� Frequent pattern

� Association rules 
� Sequential pattern

� Clustering
� Classification

o Sensors in IoT may face difficulties in 
providing event information
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Existing	Work
o Performance comparison: when using event 

indicator
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Problem	Definition
o Network model

� A wireless sensor network
� A set of energy-constrained sensors

� Organized into CHs connecting a BS

� A minimum communication range,  sensors are allowed to share their 
mined information with their neighbors

� A computation and communication cost models are given

o Target application: SHM, smart city applications
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Problem	Definition
o Find:

� A pattern of sensors (that may report an event information) 
� By mining all the acquired data of sensors in a cluster in a distributed and 

parallel manner such that a CH can finally decide whether an event has 
occurred in the area and report to the BS. 

o Objectives: 
� To reduce the communication cost of the wireless sensor 

and to provide high-quality event detection.
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Our	Scheme
o DPminer 

� A sensor data mining scheme for event detection
� Supports IoT applications

� Function in a distributed and parallel manner
� Data in a partitioned database processed in a distributed and parallel 

manner by one or more sensor processors 
� Finding differential information between sensor databases and extracting a 

pattern of sensors having event information
� DSP: Differential event-sensitive sensor pattern
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Our	Scheme
o DSP: Differential Pattern Mining

14

Parallel 

Distributed 



Department of Computer and Information Science

Event Detection through Differential Pattern Mining in Internet of Things

Outline
o Motivation
o Existing Work
o Proposed Scheme 
o Data Preparation
o Mining through DP-Tree Development
o Performance Evaluations
o Conclusions and Future Works

15



Department of Computer and Information Science

Event Detection through Differential Pattern Mining in Internet of Things

Data	Preparation:	The	1st Stage	Mining
o Proportion test

� Acquired raw data
� Unstructured, noisy, incomplete, out of range

� Maintain two databases
� Control database

� Containing a simplified dataset– a set of ranges and a set of tuples with different 
frequencies and values that can be defined by the healthy data (when there is no 
event in an application). 

� Case database
� Stored data collected at a specific period

� Proportion test is used to check: whether the data in the 
case is within a given range or not through a comparison 
between the Control and the Case
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Data	Preparation:	The	1st Stage	Mining
o Proportion test

o Hin : π Case = π Control vs Hout : π Case ≠ π Control
� Hin and Hout denote the frequencies and values that are ‘in’ 

the range and ‘out’ of the range, respectively in between 
Cases and Controls dataset. 

o Under the null hypothesis of no difference in 
values, the square of the statistic z2 follows the 
Pearson’s chi-squared test

17



Department of Computer and Information Science

Event Detection through Differential Pattern Mining in Internet of Things

Data	Preparation:	The	1st Stage	Mining
o Data Summarization

� Values, frequencies
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Mining	through	DP-Tree	Development:	
The	2nd	Stage	Mining

o Data Pattern Table
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o DSP Computation
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An DSP  è

Mining	through	DP-Tree	Development:	
The	1st Stage	Mining
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Performance	Evaluations
o For the DSP generation,

� Two sets of big dataset
� SHM data set: real data of 800 sensors collected from GNTVT 
� 54 sensors’ dataset offered by Intel Berkeley Research Lab

� Each DB of a sensor is distributed among the processor of 
sensor nodes and the processors in the node has complete 
access to its portion of the database

� Observation
� Computation cost, communication cost, and meaningful damage event 

detection information extraction 

� A portion of data at some sensors are modified in order to 
provide a presence of event
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Results
o Event detection and communication  energy cost
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Conclusions
o DPminer

� A comprehensive data mining schemes for sensors in IoT
� It works in a distributed and parallel manner and is able to 

extract a pattern of sensors having event information. 
� Feature: provide important values as outputs (rather than 

“0/1” binary decision). 

o Future Work
� Applying the differential sensor mining technique with a 

machine-learning approach 
� Multimedia application, biomedical application
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