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Previ ork

Systems Limitations
Energy depletion attack e
o806 B * The whole network does not
Attackers send a lot of packets to a target node ® o ® ® @ © suffer.
to exhaust its battery. ¢ © 08
@ ® ©

C. Pu, “Energy Depletion Attack Against Routing Protocol in the Internet of Things,” in 2019 16th IEEE Annual Consumer
Communications & Networking Conference, Jan 2019.

Hatchetman attack

All attackers send packets with
wrong routing information to their neighbors.

C. Puand T. Song, “Hatchetman attack: A denial of service attack against routing in low power and lossy networks,” in 5th
IEEE International Conference on Cyber Security and Cloud Computing, Jun 2018.

* No coordination among
attackers.

* Does not select the target
neighbors optimally.
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Attacker’s capacity = 2

After pruning

Flow graph




Target neighbor set = {B, C, I}

Attacker’s capacity = 2
Attack strength = 3

Max flow

Flow graph

Eii Assignment: E->B, H->C, H->|
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AY8 ...about the neighborhood results in a more powerful attack.
Allison Yu, 9/17/2019
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