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Abstract—The e-healthcare cloud system has shown its potential to improve the quality of healthcare and individuals’ quality of life.
Unfortunately, security and privacy impede its widespread deployment and application. There are several research works focusing on
preserving the privacy of the electronic healthcare record (EHR) data. However, these works have two main limitations. First, they only
support the ‘black or white’ access control policy. Second, they suffer from the inference attack. In this paper, for the first time, we
design an inference attack-resistant e-healthcare cloud system with fine-grained access control. We first propose a two-layer
encryption scheme. To ensure an efficient and fine-grained access control over the EHR data, we design the first-layer encryption,
where we devise a specialized access policy for each data attribute in the EHR, and encrypt them individually with high efficiency. To
preserve the privacy of role attributes and access policies used in the first-layer encryption, we systematically construct the second-
layer encryption. To take full advantage of the cloud server, we propose to let the cloud execute computationally intensive works on
behalf of the data user without knowing any sensitive information. To preserve the access pattern of data attributes in the EHR, we
further construct a blind data retrieving protocol. We also demonstrate that our scheme can be easily extended to support search
functionality. Finally, we conduct extensive security analyses and performance evaluations, which confirm the efficacy and efficiency of

our schemes.

Index Terms—E-healthcare cloud, electronic healthcare record (EHR), inference attack, fine-grained access control, two-layer encryption

1 INTRODUCTION

1.1 Motivation
HE electronic healthcare, providing timely, accurate, and
low-cost healthcare services, has shown its potential to
improve the quality of healthcare and individuals’ lives.
Many companies all over the world have developed their
healthcare services, e.g., Google Fit [1], Apple HealthKit [2],
etc. Meanwhile, with the increasing maturity and benefits
brought by cloud computing, the e-healthcare cloud system
has attracted many interests from both the academic and the
industry. The IBM company has already established its e-
healthcare cloud center, i.e., IBM Watson Health Cloud [3]).
Unfortunately, security and privacy will impede the wide-
spread deployment and application of the e-healthcare cloud
system. The fundamental reason is that, once the sensitive
EHR data are outsourced to the cloud, data owners would
lose their control [4], [5], [6], [7]. Although the cloud service
providers promise they will preserve these data by installing
anti-virus softwares, firewalls, and intrusion detection and
prevention systems [8], they cannot stop their employees
from accessing these data. For example, an employee in the
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department of veterans affairs once takes away 26.5 million
sensitive data without authorization, which includes the
social security numbers and sensitive health data [9]. When
these sensitive data are abused, more serious problems will
occur. For example, insurance companies would refuse to pro-
vide insurance to those who have serious health problems.
Therefore, it is vital to preserve the security and privacy of
EHR data stored in the e-healthcare cloud system.

1.2 Limitations of Prior Art

To preserve the security and privacy of the EHR data, some
research works have been done in [10], [11], [12], [13]. How-
ever, they suffer from three main limitations.

First, they only support the ‘black or white” access control
policy. Specifically, once a data user is authorized, he can
access all the data attributes in the EHR. For example, if a
dentist is authorized to access a patient’s EHR, then he can
even access the patient’s social security number, or health
data regarding that patient’s liver or kidneys. We argue
that, if this problem is not solved, serious privacy leakage
will occur.

Second, they suffer from the inference attack. The infer-
ence attack includes the frequency analysis attack, sorting
attack, and cumulative attack. Among them, the most well
known attack is the frequency analysis attack, which breaks
the classical encryption algorithms [14]. In the EHR sce-
nario, the inference attack is rooted in two aspects. 1) By
observing the access frequency of the EHRs, the cloud can
deduce the content of the EHRs with some background
information even if they are encrypted. 2) Existing schemes
adopt the conventional ciphertext policy attribute-based
encryption to encrypt the EHR, which inevitably expose the
access policy to the cloud. Therefore, the cloud can deduce
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Fig. 1. Example of data attributes and role attributes contained in the
EHR.

sensitive data from the EHR with some background infor-
mation. For example, if the cloud observes that a patient’s
EHR can be accessed by the doctors from the department of
radiologist and chemotherapy, then the cloud can deduce
that patient to have cancer with high probability.

Third, they have to spend a large amount of time on
secret generation for the repeated items. As shown in Fig. 1,
the EHR has four data attributes, i.e., Dy, Do, D3, D,. Each
data attribute has its own role attributes. As we can see,
there are a lot of repeated role attributes in the EHR. In con-
ventional schemes, instead of generating ciphertext for the 5
distinct role attributes, they have to generate secrets for all
the 14 role attributes, which means that the efficiency can be
improved for nearly three times in this example. Since the
data attributes in the EHR often have a lot of repeated role
attributes, we need to propose schemes to save the compu-
tation cost spent on the repeated role attributes.

1.3 Technical Challenges
To design an efficient and inference attack-resistant e-
healthcare cloud system with fine-grained access control,
there are three key challenges.

(1) To achieve the fine-grained access control, we need
to define a specialized access policy for each data
attribute in the EHR. Since different data attributes
in the EHR usually share many role attributes in
their access policies, for security concerns, we need
to conceal the frequency of role attributes occurring
in the EHR. Therefore, how to ensure an efficient
and correct encryption on the data attributes while
preserving the statistical data of the role attributes is
a challenging problem.

(2) To improve the efficiency of the whole system, the
cloud is expected to execute computationally intensive
works on behalf of the data users. Thus, how to pre-
vent the cloud from deducing sensitive data, while
achieving the above functionality is very important.

(3) Since the cloud possesses all the EHR data and is
responsible for returning accessed data, how to ensure
the cloud correctly and efficiently returns the data
attributes without knowing which data attributes are
actually returned is also a challenging problem.

1.4 Our Approach and Key Contributions

In this paper, for the first time, we design an inference attack-
resistant e-healthcare cloud system with fine-grained access
control. We first propose a two-layer encryption scheme. In
the first-layer encryption, we propose to define a specialized
access policy for each data attribute in the EHR, generate a

secret share for every distinct role attribute, and reconstruct
the secret to encrypt each data attribute, which ensures a fine-
grained access control, saves much encryption time, and con-
ceals the frequency of role attributes occurring in the EHR. In
the second-layer encryption, we propose to preserve the pri-
vacy of role attributes and access policies used in the first-
layer encryption. Specifically, we merge the first-layer access
policies, add noise to the merged access policy, and encrypt
the first-layer access policies under the noisy and merged
access policy. Additionally, to take full advantage of the cloud
server, we propose to let the cloud execute computationally
intensive works on behalf of the data user without knowing
any sensitive information. To preserve the access pattern
(access frequency) of the data attributes in the EHR, we con-
struct a blind data retrieving protocol. Furthermore, we show
that our scheme can be easily extended to support search
functionality. Finally, we conduct extensive security analyses
and performance evaluations, which confirm the efficacy and
efficiency of our schemes.
Our main contributions are summarized as follows:

e To the best of our knowledge, this is the first attempt
to address the inference attack problem in the e-
healthcare cloud system with fine-grained access
control. Compared with the existing solutions, our
scheme not only ensures novel functionalities, but
also achieves higher efficiency on encryption,
decryption, and role attribute revocation.

e We systematically construct a two-layer encryption
scheme. The first-layer encryption ensures the fine-
grained access control, saves much encryption time,
and conceals the frequency of role attributes occurring
in the EHR. The second-layer encryption enables the
cloud to execute computationally intensive works on
behalf of the data user, while preserving the privacy of
access policies used in the first-layer encryption.

e We design a blind data retrieving protocol, which
preserves the access pattern of data attributes in the
EHR, and achieves high efficiency.

e We provide rigorous security analyses and conduct
extensive experiments to confirm the efficacy and
efficiency of our proposed schemes.

The rest of this paper is organized as follows. Section 2
presents the preliminaries. Section 3 formulates the prob-
lem. Section 4 demonstrates the secure constructions.
Section 5 presents the security and privacy analysis.
Section 6 demonstrates the efficiency of our proposed
scheme. Section 7 reviews the related works. In Section 8,
we conclude the paper.

2 PRELIMINARIES

In this section, we briefly introduce the preliminaries, which
will be used in this paper.

2.1 Data Attributes and Role Attributes

The data attributes refer to the data in the EHR data that
require to be encrypted. The role attributes refer to the roles
that the users should have in order to access and decrypt
the encrypted data attributes. For example, if the EHR
data contains the social security number, the liver health
data, and the dental health data, then there are three data
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Fig. 2. Architecture of the e-healthcare cloud system.

attributes in the EHR data, i.e., the social security number,
the liver health data, and the dental health data. Before we
encrypt these data attributes, we need to specify the role
attributes that the accessors should have. For example, if
we specify the social security number can be accessed by
the hospital financial staff, the dental health data can be
accessed by the dentist or the radiologist, and the liver
health data can only be accessed by the internist, then there
are four role attributes here, i.e., the hospital financial staff,
the dentist, the radiologist, and the internist.

2.2 Access Policy
The access policy is defined over role attributes. For example,
to ensure fine-grained access control over data D, the data
owner would encrypt D with the following access policy—
the accessors should have at least three role attributes from
(a,b,c,d), where (a,b,c,d) denotes four distinct role attri-
bute. Therefore, the accessors with less than three role attrib-
utes from (a, b, ¢, d) cannot decrypt the cipher-text of D.

Linear Secret Sharing Scheme Matrix. The Linear Secret
Sharing Scheme matrix (LSSS) [15] is commonly used to
implement the access policy. Specifically, the LSSS defines its
access policy with (1, p), where M is the secret share gener-
ating matrix, p is a function, and p(¢) maps the row M; to an
authorized role attribute. Assume A/ has m rows and n col-
umns, to distribute a secret s among m role attributes, the
LSSS randomly chooses a column vector v = (s,79,...,7,),
and generates the secret share \; = (Mv), for each role attri-
bute. Meanwhile, the LSSS has the linear reconstruction
property. Specifically, for any authorized role attribute set y
that satisfies the access policy (M, p), there exists a constant
vector w, where E y Wi M = (1,0,---0). We can recon-
struct the secret s Wlth s =3 p(i)ey Wi - A

The LSSS matrix is appropriate to implement the access
policy when encrypting data. However, it is not intuitive to
use. To bridge the gap between the usability and implemen-
tation techniques of the access policy, an alternative way is
to denote the access policy with some intuitive methods
(e.g., access tree, threshold-tree-string) and then transfer the
method to the LSSS matrix when encrypting data.

Threshold-Gate Access Tree. We denote 7 as an access tree
with root r, and 7, as 7’s subtree rooted at node z. There-
fore, 7 can be also denoted with 7,. If a set of role attributes
y satisfy the access tree 7 ,, then we define 7 ,(y) = 1. The
T, is computed recursively as follows, if = is not a leaf
node, evaluate all ’s child node z/, and set 7 ,(y) = 1 if and

only if at least ¢, children of x return 1, where ¢, is the
threshold value for node z. If = is a leaf node, then
T,(y)=1lifand onlyifz € y.

Threshold-Tree-String. The threshold-gate access tree can
represent the access policy expressively. However, if not
appropriately designed, the access tree will require abun-
dant storage cost. To meet this challenge, the threshold-tree-
string [16], which denotes the threshold-gate access tree
with a single string, is proposed.

The threshold-tree-string is composed of many sub-
strings, each sub-string is composed of some role attributes
and a number, where the number means the threshold num-
ber of role attributes an authenticated accessor should have.
Each sub-string corresponds to a sub-tree in the threshold-
gate access tree.

For example, once the access policy is represented with
the threshold-tree-string L = (a,b,¢,d,e,4), it means that
the accessors should have at least 4 role attributes out of the
5-element role attribute set (a,b,c,d,e). Additionally, the
threshold-tree-string I can also be easily transformed to
the LSSS matrix (14, p) [16]. For easy description, we will
use these two conceptions alternatively when regarding to
the access policies.

2.3 Bilinear Map

Let G and G, denote two cyclic groups with a prime order p.
Let g be the generator of GG, and e be the bilinear map
e: G x G — G;. The bilinear map e will have the followm§
three properties: 1) Bilinear: Va,b € Z;, e(g", &) =elg,9)

2) Non-degenerate: e(g, g) # 1. 3) Computable: bilinear map
e: G x G — G can be efficiently computed.

2.4 Paillier Encryption

Paillier encryption [17] is a public key cryptosystem with
additive homomorphic properties. Let E(a) denote the
ciphertext after the Paillier encryption on a, and D(E(a))
denote the Paillier decryption on E(a). Va,b € Z,, we have
the following properties:

(1)  D(E(a) - E(b) modn?) = a + bmod n.
2 D(E(a)’ modn?) = a-bmodn.

3 PROBLEM FORMULATION
3.1 System Model

In our system model, four entities are involved, as shown in
Fig. 2: they are the trusted authority, the data owners, the
users, and the cloud. The trusted authority is responsible
for user registration and revocation. The data owners are
those who will outsource their EHR data to the cloud. To
guarantee a fine-grained access control while preserving
data privacy, the data owners encrypt their EHR data before
outsourcing. To access this encrypted EHR data, the data
user submits his role attributes to the cloud. Upon receiving
the role attributes, the cloud retrieves the encrypted data
and returns them to the data user. The data user further
decrypts the ciphertexts, and obtains the authorized data
attributes in the EHR with his role attributes.

3.2 Threat Model

We assume that the trusted authority and data owners are
trusted. However, the cloud is not trusted, we treat it as

Authorized licensed use limited to: Temple University. Downloaded on August 03,2021 at 15:53:22 UTC from IEEE Xplore. Restrictions apply.



170 IEEE TRANSACTIONS ON SERVICES COMPUTING, VOL. 14, NO. 1, JANUARY/FEBRUARY 2021

)

. o

E-Healthcare User
Cloud

Owner

First Layer
Encryption

Second Layer
Encryption

Submit role attributes

Outsource the encrypted EHR data, to the cloud

the encrypted first—layer access
policy, and the second-layer
access policy to the cloud

Return the encrypted first—
layer access policy

Second Layer
Decryption
First Layer
Decryption

‘curious but honest’ [18], [19], [20], [21], [22]. Specifically,
the cloud will follow our protocol, but it is very curious to
deduce sensitive data from the EHR stored on it. Particu-
larly, the cloud will try to collect the frequency of role attrib-
utes contained in the EHR, and the access frequency of data
attributes in the EHR data. The cloud will also try to collect
other useful background information to launch the infer-
ence attack, so that, he can deduce useful private data from
the EHR data attributes even if they are encrypted. In this
paper, we aim to defend the cloud from launching such
inference attacks. Additionally, the data user can only
access his authorized data attributes in the EHR, i.e., the
data user’s role attributes should satisfy the access policies
of the accessed data attributes.

Retrieve EHR data secretly

Blindly return EHR data

¥ v

Fig. 3. A brief overview of the secure constructions.

3.3 Design Goals

Fine-Gained Access Control. Data owners should specify the
access policy for each data attribute in the EHR, so that the
data user can only access and decrypt his authorized data
attribute.

Efficiency. The data attributes encryption, decryption, and
role attributes revocation should be executed efficiently.

Security. The encryption scheme should be secure under
the security model formulated as follows:

Setup. The challenger generates the public keys and pri-
vate keys, and sends the public keys to the adversary.

Phase 1. The adversary A queries the private keys for sets
of role attributes S, .S, ..., Sq.

Challenge. A submits two equal length EHR data D, and
D; to the challenger. Additionally, A submits a challenge
access policy A*, such that the queried 51, 55, ..., Su do not
satisfy A*. The challenger flips a coin y, encrypts D, under
A*, and returns the ciphertext CT™ to the adversary A.

Phase 2. Phase 1 is repeated. The only restriction is the
queried sets of attributes S;1, ..., S, do not satisfy A*.

Guess. A outputs a guess )’ for y.

Definition 1. Our scheme is secure if all probabilistic polyno-
mial time adversaries have at most a negligible advantage
Prly = y'] — 1/2 in the above game.

Privacy. Our proposed scheme should control the privacy
protection to a specific level. We measure the privacy

disclosure of our scheme by the attacker’s confidence in the
success of an attack [23], [24].

1) e-access-policy-privacy: Given there are n role attrib-
utes contained in the access policy of the EHR data, and we
add n’ noisy role attributes to the access policy, then the
attacker’s confidence in the success of an attack translates
into the probability of finding out the true positive.

Definition 2. Our scheme achieves e-access-policy-privacy, if
and only if for any EHR data D; with pre-defined privacy degree

¢j, the following inequality holds: P(n|(n;+n}),A) > ¢,
where A denotes the attacker’s auxiliary information.

2) €-access-pattern-privacy: Given the data user wants to
retrieve n data attributes from the cloud, and he requests n’
additional data attributes from the cloud, then the attacker’s
confidence in the success of an attack translates into the
probability of finding out the true positive.

Definition 3. Our scheme achieves ¢'-access-pattern-privacy, if
and only if for any jth request, issued by the data user with pre-
defined privacy degree ¢, the following inequality holds:
P(nf|(n; +n}), A') > €, where A’ denotes the attacker’s auxil-
iary information.

4 SECURE CONSTRUCTIONS

In this section, we elaborate on how to achieve the efficient
and inference attack-resistant e-healthcare cloud system
with fine-grained access control. Fig. 3 demonstrates a brief
overview of the secure constructions. As we can see, at the
beginning, the data owner conducts the first-layer encryp-
tion on each data attribute in the EHR with the attribute
based encryption algorithms. Then, to prevent the attacker
from knowing the access policies used in the first-layer
encryption, the data owner conceals these access policy,
and conducts the second-layer encryption. After that, the
data owner outsources the encrypted EHR data, the
encrypted first-layer access policy, and the second-layer
access policy to the cloud. Once the data user wants to
retrieve data stored on the cloud, he submits his role attrib-
utes to the cloud, and the cloud will return the encrypted
first-layer access policy. Upon receiving the ciphertext of
the first-layer access policy, the data user performs the sec-
ond-layer decryption, and retrieves his authorized data
attributes from the cloud. With our design, the data retriev-
ing process preserves the access pattern privacy. Finally,
the data user conducts the first-layer decryption and obtains
the authorized data attributes in the EHR with his role
attributes. In what follows, we will demonstrate the secure
constructions step by step.

For easy description hereafter, we introduce the follow-
ing definition.

Definition 4. We define the role attribute set of the EHR data D
as A=A UAy...UAy T as the threshold of the access
policy (threshold-tree-string) 1L;, and Ty, as the threshold
of the kth sub-access policy of L;, i.e., Ly, where Tj =1 +
ZijeLj (Tj, — 1). If f data attributes’ access policy contains
the role attribute x, then we define f as the frequency of x. We
further define the minimum threshold of the access policies
involving x as the minimum threshold of x, and the correspond-
ing access policy as =’s minimum access policy.
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Fig. 4. Example of generating the secret share.

As shown in Fig. 4, the EHR data has four data attributes,
ie., (Dy,Ds,Ds,Dy), the corresponding access policies of
these data attributes are {L; = (a,b,¢,d,e,4), Ly = (a, f,9,2),
Ls = (a,b,9,3),Ly = (a,b,¢, f,3)}. The tree shown above is
the threshold-gate access tree, and the following string (e.g.,
L, = (a,b,c,d,e,4)) is the equivalent threshold-tree-string.
Both the threshold-gate access tree and threshold-tree-string
denotes the access policies of the data attributes. For example,
for the data attribute D;’s access policy L, = (a,b,¢,d, e, 4),
the accessors should have at least 4 role attributes out of the 5-
element role attribute set (a, b, ¢, d, €).

Obviously, the role attribute sets corresponding to (D,
D27 D37 D4) are Al = (a7 b7 ) da 6)7 AQ = (aa fa g)a A3 = (a7 b7 g)7
Ay = (a,b,c, f), respectively. Since the role attribute a occurs
in (L;,Ls, L3, Ly), we call a’s frequency is 4. Additionally,
the thresholds of (Li,L, L3, Ly) are (T; = 4,17, =2, T3 = 3,
T, = 3), respectively. Therefore, the minimum threshold for
ais 2, and 75 is a’s minimum access policy.

4.1 Distributing Keys and Parameters

In our system, the trusted authority (TA) is responsible for dis-
tributing keys and parameters. Initially, TA randomly gener-
ates the primary key mk = («, 8 € Z,). Then he sets the public
key as pk = (¢*, e(g, g)“ﬁ ). Meanwhile, TA is also responsible
for distributing public parameters for the system. Assume
that the size of the whole role attribute set A is n, TA randomly
chooses n distinct group members: (hq1,ha2, - .., han € G),
and sets them as public parameters. Once a user U; registers
with TA, TA will authorize a role attribute set A; to U;, and
generate the secret key C;; = ¢*"ig*#, and public parameters
{éj? =g {H, =R }y,c Ai} for U;, where r; is randomly cho-
sen from Z,,.

4.2 First-Layer Encryption

To achieve the fine-grained access control over the EHR data
D, before outsoursing D to the cloud, the data owner first
specifies a specialized role attribute set A;, and a correspond-
ing access policy L; for each data attribute D; in D, where
J € [1,d]. Then he encrypts D with our first-layer encryption,
which is formulated in the following three steps.

1. Generate a secret share )\, for each role attribute x in A.
Note that, though the attribute 2 would occur in the access
policies of many data attributes, we only generate one secret
share for =, which not only conceals the frequency of z, but
also saves much computation cost. The secret share genera-
tion is achieved as follows:

(1) The data owner adjusts the access policies of data
attributes with the following principle. For any L;
and Lj, either T; or T, is greater than |A;N Ay,
where [A; N Ay| denotes the size of A; N Aj.

(2)  Rankrole attributes in descending order based on their
frequencies, and mark their minimum thresholds.

(3) Iteratively generate or compute the secret share for
each role attribute. The principle is described as fol-
lows, for the role attribute x, if the number of role
attributes that have set a secret share in #’s minimum
access policy is less than z’s minimum threshold,
then choose a random value as «’s secret share. Oth-
erwise, with the role attributes value in in z’s mini-
mum access policy, use Lagrange interpolation
theorem to deduce the secret sharing formula, and
compute the secret share for x and other role attrib-
utes in ’s minimum access policy with that formula.

For the example demonstrated in Fig. 4, the process of gen-
erating the secret share is illustrated as follows. 1) we check
these access policies with step 1, and find that no access pol-
icy needs to be adjusted. 2) we rank these role attributes
according to their frequencies: (a,4;b,3;¢,2; f,2;9,2:d,;e,1),
and mark their minimum threshold: (a, 2;b, 3; ¢, 4; f, 2; ¢, 2; d,
4;e,4). 3) we set the value of a,b, c,d by choosing random
numbers, and use Lagrange interpolation theorem to
deduce the secret sharing formula for D;, D,, D3, Dy, and
compute the value of f,g,e with that formula. Therefore,
the sequence of generating the secret share is (¢ — b —
c— f—g—d—e).

2. For all the distinct role attribute « in the role attribute
set A, generate a random r, for =, and compute the cipher-
text C! = g*dpls O = g'.

3. Transform L; to (M;, p;) [16], compute the ciphertext
for each data attribute D; with the following three steps.

(1) Compute a weight vector w, such that:

> wp- My =(1,0,...0).

1<k<|M|

(2)  Compute the secret s; for each data attribute D;:

8.7' = Z wy, - )\/Oj(k)'

pj(k)EA;
(3)  Generate the ciphertext for D;:
Cio = D; - elg,9)™,Cjn = .

Therefore, the ciphertexts of D after the first-layer
encryption are C = {{C",,C", }yie4: {Cjo, Ci }].E[Ld]}.

4.3 Second-Layer Encryption

With the first-layer encryption, we can achieve the efficient
and fine-grained access control. However, the cloud can still
launch the inference attack. Specifically, with some
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Fig. 5. Example of merging on a threshold-gate access tree and its equivalent threshold-tree-strings. (a) Access policies for { Dy, Dy, D3, D,}; (b)

Merged access policy for D; (c) Noisy access policy for D.

background knowledge, the cloud can deduce the content of
the EHR by observing the role attributes, access policies,
and the access frequency of data attributes in the EHR. To
defend the cloud against knowing the actual role attributes
and access policies, we propose to merge all the role attrib-
utes and access policies of data attributes in the EHR, add
noise to the merged attributes and access policy, and
encrypt the access policies used in the first-layer encryption
under the noisy and merged access policy.

4.3.1 Merging Access Policies

To prevent the cloud from knowing the access policy of
each data attribute, we propose loosely merging all these
access policies, so that, if a set of role attributes satisfy any
of the access policies used in the first-layer encryption, then
these attributes also satisfy the merged access policy.

Given the role attribute set A, and the access policies
(denoted by threshold-tree-strings, the LSSS access policy
can be easily transformed to threshold-tree-string, and vise
verse [16]) of all data attributes, i.e., {L;} . 4, the merging
process is achieved in two phases. In the first phase, we ini-
tialize the threshold-tree-string set L, by adding all these
threshold-tree-strings, i.e., L = {L;,Lo,...,Ly}. In the sec-
ond phase, we merge all these threshold-tree-strings. The
key idea of merging is illustrated as follows: if two thresh-
old-tree-strings have common attributes, then we merge
their role attributes, and set their minimum threshold as the
threshold of the merged threshold-tree-string. The merge
process ends when all the role attributes in L are distinct.

Fig. 5 shows an example of merging. For the data attrib-
utes {Dy, Dy, D3, D,}, their corresponding access policies
{L;,L,,Ls, Ly} are illustrated in Fig. 5a. The merged access
policy L is shown in Fig. 5b. As we can see, the EHR data D
is composed of 4 data attributes, each attribute has its own
access policy, if they are exposed to the cloud separately,
the cloud would easily deduce their context from the role
attributes of the accessors. By merging them together, the
cloud does not know the relationship between the role
attributes and the data attributes.

4.3.2 Adding Noise to the Merged Access Policy

By merging the role attributes and access policies of all data
attributes in an EHR, the cloud does not know the accurate
role attributes or access policy of a specific data attribute, but
he can deduce that these role attributes are involved in the
access policy of the EHR, therefore, the cloud can still deduce
sensitive information about the data attributes in the EHR. To
solve this problem, we propose adding noise to the merged
role attributes and access policy. In this way, the cloud does

not know whether a specific role attribute is actually involved
in the access policy of the EHR, or just a noisy attribute.

We can add two types of noise here. The first type of
noise can be any attributes that do not occur in the attri-
bute set A, therefore we can choose any noise attributes
according to the system requirement, and randomly dis-
tribute them among the threshold-tree-strings. The sec-
ond noise can be any threshold-tree-strings, where role
attributes in the threshold-tree-strings should have no
intersection with those in A. Denote L as the threshold-
tree-strings with noisy role attributes, and (M,p) is
transformed from L with the method proposed in [16],
we should ensure that, the number of columns in M is
greater than the number of role attributes in the original
role attribute set A.

Fig. 5¢ shows an example of adding noise to the merged
access policy.

Note that, to achieve the pre-defined e-access-policy-pri-
vacy, for any EHR data D; with pre-defined privacy degree
¢j, let n; be the distinct role attributes used in the first-layer
encryption, then the data owner chooses n’; noisy role attrib-
utes that satisfies n’;/n; > €.

4.3.3 Encryption

The key idea of the second-layer encryption is to encrypt the
access policies used in the first-layer encryption under the
noisy and merged access policy, so that only the authorized
data users can decrypt them. Here, since the threshold-tree-
string L is more expressive and saves storage cost, instead
of encrypting (MM, p), we choose to encrypt L. Given the
first-layer access policies: {L;},.; 4 of D, the second-layer
encryption is formulated with the following four steps.

(1) Va € A, where A denotes the noisy attribute set, gen-
erate a secret share )\, for the attribute z, choose a
random r,, and compute C!, = g} p’s " = g'=.

(2)  Compute w: 32 iy W - My, = (1,0,...0).

(3) Compute the secret 5§ = Zb(k) CAUA WE * Ap(k)-

(4) Concatenate all the first-layer access policies: £ =
L [|Ly|| - - - ||Lg, and encrypt L as £ = L - e(g, g)**".

After the two-layer encryption, the ciphertexts outsourced to
the cloud are: {{C";,C" .}, c 404> {1C0, Cin }je[m1 ,C, L}, where
C = ¢°. Note that, during the whole process described
above, we do not need to regenerate ciphertext for the
attributes in the original role attribute set A. Instead, we
only need to generate the ciphertext for the attributes in the
noisy role attribute set A, which also saves much computa-
tion overhead.
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4.4 Returning Encrypted Access Policies

Upon receiving a data user’s access request, instead of
returning all the data stored on the cloud and letting the
data user decrypt a huge amount of EHR data, the cloud
needs to filter out the EHR data that do not match the user’s
role attributes, and only return the encrypted access policies
L that match the user’s role attributes. Assume the user
U; submits his role attributes A; and parameters
{9, {H; = R} }y,ei, } to the cloud. If Uys role attributes sat-
isfy an EHR’s second-layer access policy, the cloud will
return the encrypted access policy £ of that EHR to U;. Oth-
erwise, U; is regarded as an unauthorized user to all the
data attributes in that EHR, and therefore, the cloud will
refuse to return that EHR data to U;. Note that, to save com-
putation cost for U;, we let the cloud compute e(g, g)*"* on
behalf of U; with the following equation:

Wy,
11 ( (C' 51, Cia) Je(C <k>))
Z)(k)EAi
_ H (e(go&\ﬁ(k) h;i(’%) 7 gm)/e(grp(k) R h;i(k)))Wk
T ctmgre
p(k) €A
(9:9)"°

Therefore, if U; is an authorized user for the EHR, he will
receive £, C, and e(g, g)*'** from the cloud.

4.5 Second-Layer Decryption
When the user U; receives £, C, and e(g, U; computes
the decryption key for £ with the following equation

)Oﬂ ‘S

e(C,C)/e(g,9)""*
=e(yg’, g‘”la‘lﬂ)/e(g,g)"‘”‘§ 2)
= (9,9

Then U; decrypts and obtains £ = LL;||Ly||- - - ||L4. Accord-
ing to £, U; easily knows the data attributes that he is autho-
rized to access.

4.6 Retrieving Data with Access Pattern Privacy
Preserved

To preserve the access frequency of a specific data attribute,

we propose to design a blind data retrieving protocol.
Assume the data user U; has the authorization to ¢’ data

attributes of an EHR, we denote them as D' = {Dy, Ds, ...,

Dy }. The blind retrieving method is achieved in the follow-

ing three steps.

First, U; chooses a random public key pk;, and prepares i

ciphertexts, where ¢’ ciphertexts are E(pk;, 1), and the other
(t — ') ciphertexts are E(pk;, 0). Here E(-) denotes the homo-
morphic Paillier encryption. Due to the its randomness, the
encryption of 1 and 0 would be different each time. Note
that, to achieve the pre-defined €'-access-pattern-privacy, for
any jth data retrieving, the data user requests ti — t; addi-
tional data attributes, that satisfies (f; — ¢/ DIt t; > €

Second, assume the ciphertext of D; after the first-layer
encryption is C; = Cj0||C]1, Ui specrfres the cloud to com-
pute E} = (pk,, 1)% for the data attributes in D', and

compute E = E(pk;,0) for (f — ') data attributes not in
D.U; would also specify the cloud to compute £’ - E7.

Third, the cloud executes the above method and returns
the results.

Since U; also knows which role attributes are required for
the first-layer decryption after obtaining the access policies
L, U; would also use the above method to access the corre-
sponding role attributes data, i.e., {C’, C"} c 4 -

Now, we give an example to illustrate the above process.
Assume U; has the privilege of decrypting D;. He first pre-
pares three ciphertexts E(pk;, 1), E(pk;,0), E(pk;,0). Then U;
specifies the cloud to compute E, = E(pk;, 1) = E(pk;, C,),
EY = E(pk;,0)°* = E(pk;,0), EY = E(pk;,0)”* = E(pk;,0). Addi-
tionally, U; specifies the cloud to multiply the three computa-
tion results together, ie., E(pk;,C1)- E(pk;,0) - E(pk;,0) =
E(pk;,C,). After decryption, U; obtains C. As we can see,
during the whole process, the cloud only conducts computa-
tion on random ciphertexts, and therefore, he does not know
which data attributes are actually returned. Assume D,
needs {C‘;-l, C’;’l, C;Q, C;/Q} for decryption, U; will use the simi-
lar method to obtain {C";, C", (', C'3 }.

4.7 First-Layer Decryption

After obtaining the ciphertext Cjo, Cj1,{C"s,C"; }yue A the
user U; first converts £; to (Mj, p;), then U; uses his secret
key Cj and parameters {C, {H bveea,} to decrypt the
returned data attributes in the EHR. The process is formu-
lated with the following two steps

First, U; computes

T (€.
pi(k)eh;

- H < (9" Ao hpl(k7g )/e(g ik ’h;;(k)))“’k

N wy,
Ci2) e(C" 1 1))

pi(k)€A; (&)
= I elg gy tocom

pi(k)Eh;
— e(g7 g)aT,SJ

Second, U; decrypts and obtains D; with the following
equation.

Con/ (€(Con, C) el9,9)"™)

= D; - e(g,9)"1 Je(g, 9)*").(e(g, 9) TP fe(g, g)*"i*)

=D;.
(4)
4.8 Revoking Role Attributes

In conventional schemes, when a data owner wants to
revoke several role attributes, say A’, the data owner needs
to update the secret for role attributes in A’, and re-generate
secret shares and ciphertexts for all the role attributes
involved in the affected data attributes. Different from these
schemes, we only need to update very few secret shares in
the distinct role attribute set A — A’. Specifically, we need to
update the ciphertext {C’,C"} for the affected role attrib-
utes, {s;, Cjo, Cj1 } for the affected data attributes in the first-
layer encryption, and £ in the second-layer encryption.

We observe that, when the data attributes share very few
repeated role attributes in an EHR data, then we only need
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to update secret shares for very few role attributes. When
the data attributes share many repeated role attributes in an
EHR data, though we need to update the secret shares for
some role attributes, we can still outperform the conven-
tional schemes. The fundamental reason is that, even if only
one role attribute needs to be updated, conventional
schemes have to update the secret share for all the role
attributes of all the affected data attributes.

4.9 Extension and Discussion
4.9.1  Achieving Search Functionality

To ensure the search functionality on the EHR data, we can
modify our scheme as follows, assume the data owner pro-
vides the keyword w for an EHR data D, he encrypts w as
Cys = ¢*®. Once a user wants to search @, he generates the
trapdoor 1 = ¢"1®, then the cloud can determine whether
D contains the searched keyword by checking the equality
of the following equation:

e(Cy, Co) = e(g.9)™™" = e(Ty, ).
4.9.2

Impact of the Frequency of Repeated Role
Attributes

Conventional attribute-based encryption schemes would
randomly choose a secret for each data attribute, and gener-
ate the secret share for the role attributes in each data attri-
bute. Different from these schemes, we reverse this process.
Specifically, we first generate the secret share for each dis-
tinct role attribute, and then reconstruct the secret for each
data attribute. This design will benefit our scheme from two
aspects. First, for security concerns, since we conceal the fre-
quency of these role attributes in the access policies of data
attributes in the EHR, we can defend the cloud from doing
the inference attack. Second, for efficiency concerns, since
different data attributes will share many role attributes in
their access policies (the frequency of repeated role attrib-
utes is high), we can save much computation cost for the
expensive exponential operation. Note that, the higher fre-
quency of the role attributes occur in the EHR, the more
computation cost can be saved. Additionally, we observe
that, these frequently repeated role attributes would con-
tribute to the reconstruction of secrets for many data attrib-
utes, to enhance the security of our system, we propose to
select a relatively longer secret key for the more frequently
repeated role attributes.

5 SECURITY AND PRIVACY ANALYSIS

In this section, we analyze the security and privacy of our
proposed scheme, and show that the security and privacy
goals have been achieved. We first prove that the two-layer
encryption scheme is secure. For brief presentation, we
reduce our security to the previous work [25]. Then we ana-
lyze the privacy of our proposed scheme.

5.1 Security Analysis

Theorem 1. If the expressive ciphertext-policy attribute-based
encryption is secure in the security game of [25], then our two-
layer encryption scheme is secure in the security game defined
in Section 3.

Proof. Assume a probabilistic polynomial-time adversary A
has a non-negligible advantage ¢ against our scheme in
the security game defined in Section 3. Then we can build
a simulator B that plays the security game in [25] with
advantage €/2. The goal of B is to win the game by inter-
acting with A.

Setup. The challenger C sends the public key
PK :{g,e(g,9)", 9% h1,...,hy} to the simulator B, where
U is the size of the whole role attribute set in the system.
Then B transfers the public key PK to the adversary A.

Phase 1. A queries the private keys for sets of role
attributes S, B transfers S to C. C returns {K = ¢°¢", L =
¢ {K, = hl},,cq} to B. B transfers them to A. Note that,
for easy description, we use h, to denote hjy,), where
id(z) denotes the ID of z in the whole role attribute set.

Challenge. A submits two equal length EHR data D,
and D;, and an access policy A* to B. The restriction here
is that all the previously queried S do not satisfy A*.
Then B transfers these data to the challenger C. C flips a
coin p, encrypts D, as: CT; = {C* = D,e(g,9)*",C** =
¢ {C: = g™ h,"" D = g }y,e-}, and sends CT); to B.
Upon receiving CT”, B also flips a coin y, computes CT),
based on CT}, ie, CT,= {C,=C*" L, =L,C"/D,,
{Cpo = Dy(C71D,). Cypt = (C)} 1y g {C = €2 C =
1/D%}ypeax }» where r; is randomly generated, and sends
CT), to A.

Phase 2. Phase 1 is repeated. The only restriction is that
the queried sets of attributes S do not satisfy A*.

Guess. A outputs a guess o’ for y. If ' =y, B outputs
w =y, otherwise, Boutputs ' =16 y'.

In the case that u # y, the adversary 4 obtains no
information about D,, thus, Pr{u' = pu|u # y] = 3.

In the case that u =y, A sees an encryption of D,,
since the adversary advantage is ¢, therefore, Prju’ =
mlp=yl=5+e

Therefore, the advantage of B in the security game of
[25]is 3 Prp’ = plu # y] +5Pr[’ = plp = y] =5 O

5.2 Privacy Analysis
Access Policy Privacy. In our scheme, with the first-layer
encryption, we conceal the data attributes in the EHR, while
with the second-layer encryption, we conceal the role attrib-
utes and access policies used in the first-layer encryption.
Therefore, what exposed to the attack is the n+n’ role
attributes used in the second-layer encryption. Recall that,
for any EHR data D; with pre-defined privacy degree ¢;, let
n; be the distinct role attributes used in the first-layer
encryption, the data owner chooses 7 noisy role attributes
that satisfies n’/(n; +n)) > ¢;. Therefore, for any EHR data
D; with pre-defined privacy degree ¢;, the attacker cannot
have a confidence in the success of attack higher than e;.
Therefore, our scheme achieves the e-access-policy-privacy.
Access Pattern Privacy. In our scheme, to preserve the
access pattern (access frequency) of data attributes, the data
user adds n’ additional data attributes in his request. Addi-
tionally, we adopt the Paillier encryption scheme to encrypt
the retrieved data. Due to the homomorphic property of
Paillier encryption, during the whole process of data
retrieval, the cloud only conducts homomorphic computa-
tion on random Paillier ciphertexts. Because the Paillier
encryption scheme is semantically secure, the cloud cannot
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Fig. 6. Time cost of encryption and decryption.

know anything from the ciphertext of the data attributes
during the retrieving process. Therefore, what exposed to
the attack is the n + n/ data attributes. Recall that, to achieve
the pre-defined ¢-access-pattern-privacy, for any jth data
retrieving, let ¢; denote the number of total requested data
attributes, the data user requesfs f]- ft;- additional data
attributes, that satisfies (¢; — 1‘;) Jt; > e;-. Therefore, for any
Jjth request, issued by the data user with pre-defined pri-
vacy degree ¢, the attacker cannot have a confidence in the
success of attack higher than €. Therefore, our scheme
achieves the ¢’-access-pattern-privacy.

6 PERFORMANCE EVALUATION

6.1 Evaluation Settings

The experiment programs are coded using Python program-
ming language on a PC with 3.0 GHZ Pentium Dual Core
CPU and 2 GB memory. We adopt the cryptographic frame-
work and settings proposed in [26], and implement all nec-
essary routines. We also make a thorough comparison with
the state-of-the-art TR-MABE [13].

6.2 Evaluation Results

Fig. 6 shows the time cost of encrypting and decrypting data
attributes in the EHR. We use ENC and DEC, to denote the
encryption and decryption scheme in our scheme, TRENC
and TRDEC, to denote the encryption and decryption scheme
in [13], respectively. In Fig. 6a, we set the EHR involves 60 dis-
tinct role attributes, and we add 10 noisy role attributes in the
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second-layer encryption. We observe that, with the number of
data attributes increasing, TRENC increases linearly, while
ENC remains constant. Additionally, the more role attributes
per data attribute, the more time is required by TRENC. The
fundamental reason is that, TRENC has to conduct the expo-
nential operation for all role attributes of all data attributes,
while in ENC, we only need to conduct the exponential opera-
tion for every distinct role attribute. In Fig. 6b, we set the EHR
involves 100 distinct role attributes, each data attribute is
accompanied with 10 role attributes. We observe that, as the
frequency of repeated role attributes increases, TRENC
increases linearly, while ENC also remains constant. There-
fore, the higher frequency of the repeated role attributes, the
more time is saved by our scheme. In Fig. 6¢c, we set the EHR
contains 20 data attributes, and each data attribute is accom-
panied with 10 role attributes. The figure illustrates that, as
the number of noisy role attributes increases, ENC increases
slowly, while TRENC remains the same. Meanwhile, the
larger the total number of role attributes in the EHR, the more
time is required by ENC. The reason is that, ENC is mainly
affected by the number of noisy attributes and the number of
distinct role attributes in the EHR, while TRENC is mainly
affected by the number of role attributes of each data attribute,
and the number of data attributes in the EHR. Fig. 6d illus-
trates the time cost of decryption. As we can see, as the num-
ber of data attributes increases, both schemes spend more
time on decryption. Additionally, the more role attributes are
involved in the access policy of a data attribute, the more time
is required for decryption.
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Fig. 7a describes the time cost of user registration. As we
can see, the more role attributes and more users are involved,
the more time is required for registration. Fig. 7b shows the
time cost of constructing the secret buffer, which is used to
preserve the access pattern of data attributes and role attrib-
utes of the EHR. We observe that, the more data attributes
and role attributes we submit to the cloud, the more time is
spent. Fig. 7c illustrates the time cost of operation on the
secret buffers. As we can see, the more data are provided, the
more time is required by the cloud. Fig. 7d shows the time
cost of the cloud spent on computing the secret data for data
users. We observe that, as the number of role attributes
increases, the time increases linearly. When 3,000 users con-
currently submit requests, and each user submits 10 role
attributes, 93.721s are needed. This relatively long time fur-
ther confirms that, instead of computing these data on the
user-side, they should be executed on the cloud.

Fig. 8 illustrates the time cost for role attributes revoking.
For a better comparison, we use Revoke and TRrevoke to
denote the revoke operation in our scheme and in [13],
respectively. In Fig. 8a, we set 10 data attributes contain
the revoked role attributes, each data attribute has 10 role
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attributes, and the EHR involves 200 role attributes. Fig. 8a
illustrates that, as the number of revoked role attributes
increases, the time cost of revoking remains nearly constant
for both schemes. The reason is that, Revoke mainly
depends on the number of distinct role attributes in the
whole role attribute set. When we set that constant, the time
cost would change very slowly. TRrevoke only depends on
the number of affected data attributes, and the number of
role attributes of the affected data attributes. This is also
confirmed in Figs. 8b and 8c. As we can see, with the num-
ber of the affected data attribute, and the number of role
attributes of the affected data attributes increase, TRrevoke
increases linearly, while Revoke increases very slowly.

7 RELATED WORK

7.1 Privacy Preserving Electronic Healthcare
Systems

The security and privacy problems in e-healthcare systems

have attracted much interest. Benaloh et al. [10] proposed an

efficient system that enables data owners to perform

searches over their EHR data, and share partial access rights
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with other users. To achieve a data owner-centric access con-
trol over EHR in the multi-owner cloud system, Li et al. [11]
proposed to adopt the multi-authority attribute-based
encryption to encrypt each owner’s EHR. In [12], Sun et al.
designed a secure electronic health record system based on
anonymous credentials, a pseudorandom number generator,
and the proof of knowledge. Based on the noninteractive
proof system, Guo et al. proposed a privacy preserving attri-
bute-based authentication system in mobile health networks
[27], and a verifiable and privacy-preserving monitoring
scheme for the e-healthcare cloud system [28]. Zhou et al.
[13] further proposed a white-box traceable and revocable
multi-authority attribute-based encryption (TR-MABE) to
achieve a multilevel privacy preservation for EHR data.
These works suffer from two main limitations. First, they
only support the ‘black or white’ access control policy.
Second, they suffer from the inference attack. Different from
these works, we seek to design an inference attack-resistant
e-healthcare cloud system with fine-grained access control.

7.2 Attribute-Based Encryption

The Attribute-based Encryption (ABE) was first introduced
by Sahai and Waters [29]. In the ABE, a user is authorized to
decrypt a cipher-text only if his role attributes satisfy the cor-
responding access policy. Goyal et al. [30] first designed the
Key-Policy Attribute-Based Encryption (KP-ABE), where a
ciphertext is labeled with a set of role attributes, and the cor-
responding private key is associated with an access policy.
Later, Bethencourt et al. [31] introduced the Ciphertext-Pol-
icy Attribute-Based Encryption (CP-ABE), where the private
key is associated with role attributes and the cipher-text is
associated with an access policy. In [25], Waters presented
the efficient, expressive, and secure CP-ABE systems, where
they embed a LSSS matrix into the public parameters.

Since the conventional ABE-based schemes will inevita-
bly expose the role attributes and access policies to the pub-
lic, they suffer from the inference attack. We aim to
systematically construct a secure and privacy preserving e-
health cloud system, so that it is immune to the inference
attack and runs efficiently.

7.3 Inference Attack

The recent papers [14], [32] focus on the inference attack
against encrypted databases. They demonstrate that by
adopting techniques including frequency analysis and sort-
ing attack, the inference attack can break most of existing
encrypted databases. In these two papers, the data is
assumed to be numerical, and encrypted with the property-
preserving encryption schemes(the order preserving
encryption, the deterministic encryption, etc.).

Different from these researches, we aim to protect the E-
Healthcare data with fine-grained access control, the data
can be either numerical or string value. To achieve this, we
devise our own two-layer encryption scheme, the ciphertext
is neither order-preserving nor deterministic, since we
embed randomness there. Additionally, the inference attack
described in our paper is launched by observing the role
attributes, access policy, and access pattern (access fre-
quency). With our constructions, we can prevent the attack-
ers from achieving the inference attacks.

8 CONCLUSION

In this paper, for the first time, we design an inference attack
resistant e-healthcare cloud system with fine-grained access
control. We first propose a two-layer encryption scheme. In
the first-layer encryption, we propose to define a specialized
access policy for each data attribute in the EHR, generate a
secret share for every distinct role attribute, and reconstruct
the secret to encrypt each data attribute, which ensures a fine-
grained access control, saves much encryption time, and con-
ceals the frequency of role attributes occurring in the EHR. In
the second-layer encryption, we propose to preserve the pri-
vacy of role attributes and access policies used in the first-
layer encryption. Additionally, to take full advantage of the
cloud server, we propose to let the cloud execute computa-
tionally intensive works on behalf of the data user without
knowing any sensitive information. To preserve the access
pattern of the data attributes in the EHR, we construct a blind
data retrieving protocol based on the Paillier encryption. Fur-
thermore, we show that our scheme can be easily extended to
support search functionality. Finally, we conduct extensive
security analyses and performance evaluations, which con-
firm the efficacy and efficiency of our schemes.

ACKNOWLEDGMENTS

This work is partly supported by the National Natural Sci-
ence Foundation of China under Grant No. 61472125, the
Research Foundation of Chinese Ministry of Education and
China Mobile Communications Corporation under Grant
No. MCM20122061, and the scholarship from China Schol-
arship Council.

REFERENCES

[11  Google fit. (2015). [Online]. Available: https://developers.google.
com/fit

[2] Healthkit. (2015). [Online]. Available: https://developer.apple.
com/healthkit

[3] Ibm watson health cloud. (2015). [Online]. Available: http://
www.ibm.com/smarterplanet/us/en/ibmwatson/health

[4] Y. Zhu, G.-J. Ahn, H. Hu, S. S. Yau, H. G. An, and C.-]. Hu,
“Dynamic audit services for outsourced storages in clouds,” IEEE
Trans. Serv. Comput., vol. 6, no. 2, pp. 227-238, Apr.—Jun. 2013.

[5] H. Tian, et al., “Dynamic-hash-table based public auditing for
secure cloud storage,” IEEE Trans. Serv. Comput., vol. 10, no. 5,
pp. 701-714, 2015.

[6] W.Zhang, Y. Lin,S. Xiao, Q. Liu, and T. Zhou, “Secure distributed
keyword search in multiple clouds,” in Proc. IEEE/ACM 21st Int.
Symp. Quality Service, May 2014, pp. 370-379.

[7]1 W. Zhang, S. Xiao, Y. Lin, T. Zhou, and S. Zhou, “Secure ranked
multi-keyword search for multiple data owners in cloud
computing,” in Proc. 44th Annu. IEEE/IFIP Int. Conf. Dependable
Syst. Netw., Jun. 2014, pp. 276-286.

[8] D. Nascimento and M. Correia, “Shuttle: Intrusion recovery for
paas,” in Proc. IEEE Int. Conf. Distrib. Comput. Syst., Jun. 2015,
pp- 10-20.

[9]1 Atrisk of exposure in the push for electronic medical records, con-

cern is growing about how well privacy can be safeguarded.

(2006). [Online]. Available: http:/ /articles.latimes.com /2006 /

jun/26/health/he-privacy26

J. Benaloh, M. Chase, E. Horvitz, and K. Lauter, “Patient controlled

encryption: Ensuring privacy of electronic medical records,” in

Proc. ACM Workshop Cloud Comput. Security, 2009, pp. 103-114.

M. Li, S. Yu, K. Ren, and W. Lou, “Securing personal health records

in cloud computing: Patient-centric and fine-grained data access

control in multi-owner settings,” in Security and Privacy in Commu-

nication Networks. Berlin, Germany: Springer, 2010, pp. 89-106.

J.Sun, X. Zhu, C. Zhang, and Y. Fang, “HCPP: Cryptography based

secure EHR system for patient privacy and emergency healthcare,”

in Proc. 31st Int. Conf. Distrib. Comput. Syst., 2011, pp. 373-382.

[10]

[11]

[12]

Authorized licensed use limited to: Temple University. Downloaded on August 03,2021 at 15:53:22 UTC from IEEE Xplore. Restrictions apply.


https://developers.google.com/fit
https://developers.google.com/fit
https://developer.apple.com/healthkit
https://developer.apple.com/healthkit
http://www.ibm.com/smarterplanet/us/en/ibmwatson/health
http://www.ibm.com/smarterplanet/us/en/ibmwatson/health
http://articles.latimes.com/2006/jun/26/health/he-privacy26
http://articles.latimes.com/2006/jun/26/health/he-privacy26

178

[13]

[14]

[15]

[16]

(171

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[271

[28]

[29]

[30]

[31]

[32]

IEEE TRANSACTIONS ON SERVICES COMPUTING, VOL. 14, NO. 1, JANUARY/FEBRUARY 2021

J. Zhou, Z. Cao, X. Dong, and X. Lin, “TR-MABE: White-box trace-
able and revocable multi-authority attribute-based encryption
and its applications to multi-level privacy-preserving e-healthcare
cloud computing systems,” in Proc. IEEE Conf. Inf. Comput. Com-
mun., 2015, pp. 2398-2406.

M. Naveed, S. Kamara, and C. V. Wright, “Inference attacks on
property-preserving encrypted databases,” in Proc. 22nd ACM
SIGSAC Conf. Comput. Commun. Security, 2015, pp. 644—655.

A. Beimel, “Secure schemes for secret sharing and key distribu-
tion,” PhD dissertation, Faculty of Comput. Sci., Technion-Israel
Institute of Technol., Haifa, Israel, 1996.

Z. Liu, Z. Cao, and D. S. Wong, “Efficient generation of linear
secret sharing scheme matrices from threshold access trees,”
IACR Cryptology ePrint Archive, 2010. [Online]. Available: http://
eprint.iacr.org/2010/374

P. Paillier, “Public-key cryptosystems based on composite degree
residuosity classes,” in Proc. Int. Conf. Theory Appl. Cryptographic
Tech., 1999, pp. 223-238.

B. Wang, W. Song, W. Lou, and Y. T. Hou, “Inverted index based
multi-keyword public-key searchable encryption with strong pri-
vacy guarantee,” in Proc. IEEE Conf. Inf. Comput. Commun., 2015,
pp- 2092-2110.

W. Zhang, Y. Lin, S. Xiao, ]. Wu, and S. Zhou, “Privacy preserving
ranked multi-keyword search for multiple data owners in cloud
computing,” IEEE Trans. Comput., vol. 65, no. 5, pp. 15661577,
2015.

L. Zhang, T. Jung, C. Liu, X. Ding, X. Y. Li, and Y. Liu, “Pop:
Privacy-preserving outsourced photo sharing and searching for
mobile devices,” in Proc. IEEE Distrib. Comput. Syst., Jun. 2015,
pp- 10-20.

Z. Qin, H. Xiong, S. Wu, and J. Batamuliza, “A survey of proxy
re-encryption for secure data sharing in cloud computing,”
IEEE Trans. Serv. Comput., vol. 13, no. 9, pp. 1-18, 2016.

W. Zhang, S. Zhou, A. Srinivasan, J. Wu, and Y. Lin, “Detecting
attacks smartly in vehicle cloud computing,” in Proc. Ubiquitous
Intell. Comput. Adv. Trusted Comput. Scalable Comput. Commun.
Cloud Big Data Comput. Internet People Smart World Congr., 2017,
pp. 245-252.

Y. Tang and L. Liu, “Privacy-preserving multi-keyword search in
information networks,” IEEE Trans. Knowl. Data Eng., vol. 27, no.
9, pp- 2424-2437, Sep. 2015.

Y. Tang, L. Liu, A. Iyengar, K. Lee, and Q. Zhang, “e-PPI: Locator
service in information networks with personalized privacy preser-
vation,” in Proc. IEEE 34th Int. Conf. Distrib. Comput. Syst., 2014,
pp. 186-197.

B. Waters, “Ciphertext-policy attribute-based encryption: An
expressive, efficient, and provably secure realization,” in Int.
Workshop Public Key Cryptography, 2011, pp. 53-70.

J. A. Akinyele, et al., “Charm: A framework for rapidly prototyp-
ing cryptosystems,” |. Cryptographic Eng., vol. 3, no. 2, pp. 111-
128, 2013.

L. Guo, C. Zhang, J.Sun, and Y. Fang, “A privacy-preserving attri-
bute-based authentication system for mobile health networks,”
IEEE Trans. Mobile Comput., vol. 13, no. 9, pp. 1927-1941, 2014.

L. Guo, Y. Fang, M. Li, and P. Li, “Verifiable privacy-preserving
monitoring for cloud-assisted mhealth systems,” in Proc. IEEE
Conf. Inf. Comput. Commun., 2015, pp. 1026-1034.

A. Sahai and B. Waters, “Fuzzy identity-based encryption,” in
Proc. Annu. Int. Conf. Theory Appl. Cryptographic Tech., 2005,
pp. 457-473.

V. Goyal, O. Pandey, A. Sahai, and B. Waters, “Attribute-based
encryption for fine-grained access control of encrypted data,” in
Proc. 13th ACM Conf. Comput. Commun. Security, 2006, pp. 89-98.

J. Bethencourt, A. Sahai, and B. Waters, “Ciphertext-policy attri-
bute-based encryption,” in Proc. IEEE Symp. Security Privacy, 2007,
pp- 321-334.

M. S. Islam, M. Kuzu, and M. Kantarcioglu, “Inference attack
against encrypted range queries on outsourced databases,” in
Proc. 4th ACM Conf. Data Appl. Security Privacy, 2014, pp. 235-246.

Wei Zhang received the BS degree in computer
science from Hunan University, China, in 2011.
Since 2011, he has been working toward the PhD
degree in the College of Computer Science and
Electronic Engineering, Hunan University. Since
2014, he has been a visiting student in the
Department of Computer and Information Scien-
ces, Temple University. His research interests
include cloud computing, network security, and
data mining.

Yaping Lin received the BS degree from Hunan
University, the MS degree from National Univer-
sity of Defense Technology, in 1982 and 1985,
respectively, and the PhD degree from Hunan
University, in 2000. He has been a professor and
PhD supervisor in Hunan University since 1996.
During 2004-2005, he worked as a visiting
researcher with the University of Texas at Arling-
ton. His research interests include cloud comput-
ing, network security and machine learning. He is
a member of the IEEE.

Jie Wu is the chair and a Laura H. Carnell profes-
sor in the Department of Computer and Informa-
tion Sciences, Temple University, Philadelphia,
PA. Prior to joining Temple University, he was a
program director with the National Science Foun-
dation and a distinguished professor with Florida
Atlantic University, Boca Raton, FL. He regularly
publishes in scholarly journals, conference pro-
ceedings, and books. His research interests
include mobile computing and wireless networks,
routing protocols, cloud and green computing,
network trust and security, and social network applications. He serves
on several editorial boards, including the /IEEE Transactions on Com-
puters, the IEEE Transactions on Service Computing, and the Journal of
Parallel and Distributed Computing. He was general cochair/chair of the
IEEE MASS 2006, IEEE IPDPS 2008, and IEEE ICDCS 2013, as well
as program cochair off the IEEE INFOCOM 2011 and CCF CNCC 2013.
he served as a general chair of the ACM MobiHoc 2014. He was
an |IEEE Computer Society distinguished visitor, ACM distinguished
speaker, and chair for the IEEE Technical Committee on Distributed
Processing (TCDP). He is a CCF distinguished speaker and a fellow of
the IEEE. He is the recipient of the 2011 China Computer Federation
(CCF) Overseas Outstanding Achievement Award.

Ting Zhou received the BS degree from Uni-
versity of South China, in 2011. Since 2011, she
has been working toward the MS degree in the
College of Computer Science and Electronic Engi-
neering, Hunan University. Her research interests
include cloud computing, Internet of Things.

Authorized licensed use limited to: Temple University. Downloaded on August 03,2021 at 15:53:22 UTC from IEEE Xplore. Restrictions apply.


http://eprint.iacr.org/2010/374
http://eprint.iacr.org/2010/374


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


