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Introduction 



Introduction 

/WG Q K U HCU FGRNQ OGP CPF UECNCDKNK ENQWF EQORW KPI JCU DGEQOG C

UKIPKHKECP GEJPQNQI TGPF :TICPK C KQPU K J NKOK GF DWFIG U ECP CEJKGXG ITGC

HNG KDKNK C C NQ RTKEG D QW UQWTEKPI JGKT FC C CPF SWGT UGTXKEGU Q JG

ENQWF KPEG JG ENQWF KU QW UKFG JG QTICPK C KQP'U TWU GF FQOCKP G KU KPI

TGUGCTEJ UWIIGU U GPET R KPI FC C DGHQTG QW UQWTEKPI Q RTGUGTXG WUGT RTKXCE

Q OCKP RTQDNGOU JC JG ENQWF WUGT HCEGU JKNG UGCTEJKPI QXGT GPET R GF FC C CTG

A - - 1 2 - - - D- CPF A 11 -

- JG G KU KPI C TKDW G DCUGF MG QTF UGCTEJ ,-  UEJGOG

CFFTGUUGU JG HKTU RTQDNGO JKEJ CNNQ U C FC C Q PGT Q EQP TQN JG UGCTEJ QH JG

QW UQWTEGF GPET R GF FC C CEEQTFKPI Q CP CEEGUU RQNKE However, the TGUGCTEJ on how 
to GHHKEKGP N WRFC G JG UGCTEJ RGTOKUUKQP is relatively little. 



Scheme description: 

•  The C TKDW G DCUGF MG QTF UGCTEJ (ABKS) scheme utilized attribute-based encryption (ABE) 
to achieve fine-grained search authorization for public-key settings.  

•  In ABKS, each keyword wi is associated with an access policy AP, and each search token is associated 
with a keyword wj and a set of attributes S. The data user can search the file only when her attributes 
satisfy the access policy, denoted as S    AP, and wj = wi . 

Drawback of ABKS: 

•  ABKS never considered the problem of a dynamic access policy for keywords.  

•  If AP is changed to AP′, the data owner needs to re-encrypt the relevant keywords with AP′ so that 
only the users whose attributes satisfy AP′ have search permission. For frequent updates on a large 
number of files, the workload on the data owner is heavy. 

The ABKS scheme 

≺



Solution 

P JKU RCRGT G focus on solving the policy updating problem in the ABKS 
scheme, and RTQRQUG C F PCOKE C TKDW G DCUGF MG QTF UGCTEJ
/,-  UEJGOG D KPEQTRQTC KPI RTQ TG GPET R KQP =0 CPF C
UGETG UJCTKPI UEJGOG  KP Q ,-

PU GCF QH TG TKGXKPI CPF TG GPET R KPI JG FC C FC C Q PGTU
QPN UGPF C RQNKE WRFC KPI SWGT Q JG ENQWF UGTXGT CPF JG
ENQWF UGTXGT ECP WRFC G JG RQNKE QH JG GPET R GF FC C K JQW
FGET R KPI K :WT UEJGOG ECP ECP NCTIGN TGFWEG JG QTMNQCF QP
JG FC C Q PGT D FGNGIC KPI JG RQNKE WRFC KPI QRGTC KQPU Q
JG ENQWF



Contributions 

1.  Q JG DGU QH QWT MPQ NGFIG JKU KU JG HKTU C GOR OCFG

Q FGXKUG C F PCOKE CEEGUU RQNKE HQT HKPG ITCKPGF UGCTEJ

CW JQTK C KQP KP C ENQWF GPXKTQPOGP

2.  JG RTQRQUGF /,- UEJGOG ECP NCTIGN TGFWEG JG QTMNQCF QP

JG FC C Q PGT D FGNGIC KPI JG RQNKE WRFC KPI QRGTC KQPU

Q JG ENQWF

3.  AG EQPFWE G RGTKOGP U QP TGCN FC C UG U Q XCNKFC G JG

GHHGE KXGPGUU CPF GHHKEKGPE QH QWT RTQRQUGF UEJGOG
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•  JG ENQWF WUGTU JQ RC JG UGTXKEGU
TGUKFKPI QP JG ENQWF QT FGRNQ JGKT Q P
CRRNKEC KQPU U U GOU KP JG ENQWF ECP DG
HWT JGT ENCUUKHKGF KP Q FC C Q PGT CPF
FC C WUGT JG FC C Q PGT QW UQWTEGU JG
GPET R GF FC C CPF MG QTFU Q JG ENQWF
CPF CW JQTK GU OWN KRNG FC C WUGTU Q
CEEGUU JGO JG FC C WUGT KNN TG TKGXG
FC C QH KP GTGU CEEQTFKPI Q C MG QTF
DCUGF UGCTEJ

•  JG . QRGTC GU JG ENQWF RNC HQTOU
JKEJ RTQXKFG PQ QPN JG U QTCIG CPF
UGCTEJ UGTXKEGU DW CNUQ RGTHQTO RQNKE
WRFC KPI QRGTC KQPU QP DGJCNH QH JG FC C
Q PGT

•  JG KU TGURQPUKDNG HQT KUUWKPI
ETGFGP KCNU Q CNN ENQWF WUGTU

System model 

TJG U U GO KU EQORQUGF QH JG HQNNQ KPI RCT KGU JG ENQWF WUGTU JG ENQWF
UGTXKEG RTQXKFGT .  CPF C TWU GF JKTF RCT  



TJG CEEGUU RQNKE ) ECP DG FGRKE GF CU CP CEEGUU TGG JGTG GCEJ KP GTKQT PQFG

FGPQ GU C IC G CPF GCEJ NGCXG PQFG KU FGRKE GF CU CP C TKDW G P GCEJ PQFG KU

CUUQEKC GF K J C JTGUJQNF XCNWG 1QT JG KP GTKQT PQFG K J EJKNFTGP +

JGP KU CP := IC G CPF + JGP KU CP , / IC G 1QT CNN NGCXG PQFGU JG

JTGUJQNF XCNWG KU G NGX  FGPQ G NGCXG PQFGU KP H  -  KU

WUGF Q FGPQ G JG C TKDW G CUUQEKC GF K J PQFG 1WT JGTOQTG FGHKPGU CP QTFGTKPI

DG GGP JG EJKNFTGP QH GCEJ PQFG CPF -  CPF  TG WTP JG RCTGP CPF JG

QTFGT PWODGT QH EJKNFTGP PQFG TGURGE KXGN

Access tree 

 

! access policy : (, a,() ,3 



Secret Sharing Scheme(sss) 

 

• To share the secret      in T, the SSS generates Δ = {qx(0)}x T as follows:  

SSS(    , T ) →Δ. A random polynomial qR of degree kR − 1 is chosen for qR(0) =    . The 
rest of the points in qR are randomly chosen. For each node x  T , a random polynomial qx 
of degree kx − 1 is chosen for qx(0) = qparent(x)(index(x)). The rest of points in qx are chosen 
randomly. To recover the secret     , the users with sufficient secret shares can perform 
Lagrange interpolation recursively. 

σ

σ

σ σ
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•  Figure on the right shows the working 
process of the DABKS scheme, where 
algorithms GenKey, EncFile, and Decrypt 
related to ABE are used to preserve file 
privacy.  

•  Since our workfocuses on preserving 
keyword privacy and query privacy, we omit 
the construction of the following algorithms 
in this paper : Init, KeyGen, EncKW, 
TokenGen, Search, GenUpd, ExeUpd. 

 

 

 

Working process of DABKS scheme 

"  GenUpd algorithm generates an update 
key UK for policy updating. 

"  ExeUpd algorithm updates the original 
ciphertext cphw to new ciphertext cph'w . 



Description of problem: 
The policy updating is a difficult issue in attribute-based access control systems, because once the data owner 
outsourced the data into the cloud, it would not keep a copy in local systems. When the data owner wants to 
change the access policy, it has to transfer the data back to the local site from the cloud, re-encrypt the data 
under the new access policy, and then move it back to the cloud server. By doing so, it incurs a high 
communication overhead and heavy computation burden on data owners.  

Our work: 
developing a new method to outsource the policy updating to the cloud server. 

 

Policy updating 



Att2OR Att2AND 

AttRmOR AttRmAND 

Four basic operations involved in 
policy updating 

adding an attribute 
to an OR gate.

adding an attribute 
to an AND gate.

removing an attribute 
from an AND gate.

removing an attribute 
from an OR gate.



LOREM IPSUM DOLOR
:=0 /: :=

•  Our scheme G RTGUUGU JG CEEGUU RQNKE ) CU

CP CEEGUU TGG CPF TCPUHQTOU JG RTQDNGO QH

WRFC KPI CP , / := IC G KP ) Q JC QH

WRFC KPI C JTGUJQNF IC G

•  For example, tJG , / IC G KU TCPUHQTOGF Q

,  IC G CPF JG := IC G KU TCPUHQTOGF Q

,  IC G JGTGHQTG JG WRFC KPI QH JG

, / IC G ECP DG TGC GF CU WRFC KPI ,  

IC G Q ,  IC G CPF JG WRFC KPI QH

JG := IC G ECP DG TGC GF CU WRFC KPI ,  

IC G Q 1,  IC G JGTG + HQT

CFFKPI CP C TKDW G Q JG , / := IC G CPF

+ − HQT TGOQXKPI CP C TKDW GU HTQO

JG , / := IC G



Att2OR 

Att2OR: 
" Given qR(0) and JG PG CEEGUU RQNKE AP

JG FC C Q PGT TWPU Q IGPGTC G
PG UJCTGU a  , b  , c  HQT
C TKDW GU , , ,2, ,3

a  = b  = c  =qR(0) 
" The ciphertexts for the original attributes will 
not be changed,i.e., C′1= C1, C′2= C2. 
" For the newly added attribute ,3, the data owner 
needs to generate a new ciphertext C′3 based on 

c  . 
" The CSP will add the new ciphertext C′3 to the 
cphw , and update the access tree by adding ,3 
under node R. 

 



Att2AND 

Att2AND: 
# Given qR(0) and JG PG CEEGUU RQNKE
AP JG FC C Q PGT TWPU Q
IGPGTC G PG UJCTGU a  , b  ,

c  HQT C TKDW GU , , ,2, ,3

# E GEW ing JG CNIQTK JO Q
IGPGTC G JG WRFC G MG HQT
C TKDW GU , , ,2

#  For the newly added attribute ,3, the data 
owner needs to generate a new ciphertext C′3 
based on c  . 
# The CSP will execute the ExeUpd algorithm 
to update the ciphertext C1 to C′1, C2  to C′2 , 
add the new ciphertext C′3 to the cphw , and 
update the access tree by adding ,3 under node 
R. 
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P JKU UGE KQP G KNN CPCN G JG RGTHQTOCPEG QH QWT /,- UEJGOG. Our 
experiments are conducted with Java programming language. We implement our scheme on a local 
machine with an Inter Core i5 CPU running at 3.2GHz and 8GB memory. 

#  JG RCTCOG GT UG KPI KP JG G RGTKOGP U is CU HQNNQ U  
JG PWODGT QH C TKDW GU WPFGT C WRFC KPI IC G PQFG TCPIGU HTQO Q )  

# FQT JG CPF QRGTC KQPU JG CEEGUU RQNKE KU UG CU ) +

, ,( ... ,m  

# FQT JG ( CPF ( QRGTC KQPU JG CEEGUU RQNKE KU UG CU ) +

, a,(a...a,m 

Parameter setting 



•  P ,- QPEG JG CEEGUU RQNKE KU EJCPIGF JG FC C Q PGT PGGFU Q TG GPET R JG TGNGXCP
MG QTFU K J JG PG CEEGUU RQNKE CPF Q UGPF JG PG EKRJGT G U Q JG ENQWF

•  JG DCUGNKPG FGPQ GU JG TG GPET R KQP EQU QP JG FC C Q PGT KP ,- . 
•  JG G GEW KQP KOG QH JG CNIQTK JO KU UJQ P KP 1KIure ).  For the four basic operations involved in 

policy updating, tJG G GEW KQP KOG KP QWT UEJGOG are smaller than those KP DCUGNKPG. 
•  JG G RGTKOGP TGUWN U RTQXG JC JG ENQWF WUGT UJQWNF QW UQWTEG JG MG QTF UGCTEJ CPF RQNKE

WRFC G QRGTC KQPU Q JG . KP QTFGT Q CMG HWNN CFXCP CIG QH JG . 'U XCU EQORW C KQP
ECRCDKNK KGU JGTGHQTG JG QTMNQCF QH JG FC C WUGT KNN DG NCTIGN TGFWEGF  

Experiment results
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Conclusion

#  P JKU RCRGT G RTQRQUG C /,- UEJGOG Q UKOWN CPGQWUN CEJKGXG HKPG

ITCKPGF UGCTEJ CW JQTK C KQP CPF GHHKEKGP WRFC G QH CEEGUU RQNKE :WT UEJGOG

CMGU HWNN CFXCP CIG QH ENQWF TGUQWTEGU D FGNGIC KPI RQNKE WRFC G QRGTC KQPU

Q JG .

# 0 RGTKOGP TGUWN U XGTKH K U HGCUKDKNK CPF GHHGE KXGPGUU Q GXGT JG

/,- UEJGOG UWRRQT U QPN JG UKPING-keyword search.  

# As part of our future work, we will try to extend our scheme to a multi-keyword search scenario, 
which supports conjunctive, subset, and range queries on encrypted outsourced data. 
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