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p Difficult Problem

ü Concealment, randomness, small deviation from normal state
ü Computational complexity doubling and data redundancy in data sample dimension expansion
ü Autocorrelation and cross correlation are mixed together and difficult to separate
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Goal: Catch performance degradation early and 
maintain the reliability of cloud services

• Rely on oversimplified statistical assumptions 
• Depend on large-scale supervised training
• Interference from noise 
• The high-dimensional, correlated nature of data
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HEIMDALLR Design Overview of HEIMDALLR
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Key Features of HEIMDALLR

• MTS metrics collected from cloud services 
(e.g., Redis, Nginx) and datacenter 
infrastructure (e.g., temperature, power).

• HEIMDALLR receives historical data (step 
❶-1) from data lakes, as well as KPI metrics 
(step ❶-2) curated by domain experts. 

• In real-time, HEIMDALLR outputs processed 
metrics (step ❷) to the fault analysis module 
(step ❸), which detects potential faults.

• Detected anomalies are filtered by an alarm 
filter (step ❹) before triggering actions (RCA, 
power throttling, auto-scaling).
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Temporal Correlation Mining

Algorithm Structural Diagram

• The dynamic and static residual：

• The internal model prediction for the k-th
moment：

• The objective function：

• Dynamic latent model is defined over the
latent variables, which enables an effective
separation of dynamic and static relationships.

Solutions ExperimentsBackground Conclusions
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KPI Feature Ensemble Monitoring Network (KFEMNet)

• The input feature matrix：

• KFEMNet is constructed for the four 
subspaces to further mine deep 
information. 

• The detection statistic：

Solutions ExperimentsBackground Conclusions
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KPI Feature Ensemble Monitoring Network (KFEMNet)
Feature Transformation Layer

The fault monitoring logic of HEIMDALLR：

• If Dv,ror De,rexceeds the limit, a KPI-related fault is 
detected.
• If Dv,r and De,r are within the limit, but Dv,uor De,u
exceeds the limit, a KPI-unrelated fault is detected.
• If none of the detection statistics exceed the limit, 
no fault is detected.

Solutions ExperimentsBackground Conclusions
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The flowchart of HEIMDALLR

1. Unsupervised training – uses only normal data, no need for predefined fault models.

2. Beyond supervised limits – avoids reliance on scarce labeled fault data.

3. KPI-related vs. KPI-unrelated faults – addresses a key real-world challenge.

4. Iterative KPI refinement – detects hidden issues and improves KPI design over time.

Main points:

Solutions ExperimentsBackground Conclusions
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Computational complexity analysis

HEIMDALLR adds modest online cost but 

maintains real-time efficiency while 

delivering superior accuracy and reliability.

Main points:

Comparison of computational complexity of each 
method for single point online detection.

Solutions ExperimentsBackground Conclusions
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Performance Metrics

Conclusions

From a practical perspective, an ideal KPI-
related fault monitoring algorithm should 
possess the following capabilities

• High FDR when faults occur.
• Low FAR when no faults occur, as well 

as low FMR of fault types.
• Good tracking ability for KPI changes.

• Three main detection performance evaluation 
indicators：

Variable definitions for FDR, FAR, and FMR.
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Synthetic Experiments

FARs(%) , FDRs(%) and FMR(%) of Different Methods in 
Case 1 of Synthetic Dataset.• A synthetic dataset designed to mimic 

complex system behaviors.

ü Case 1: Starting from the 1001st sampling, tk
experiences a ramp drift with a slope of 0.002.

ü Case 2: After the 1001st sampling moment, a 
fault that occurs in the static relationship part 
is introduced.
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Synthetic Experiments

FARs(%) , FDRs(%) and FMR(%) of Different Methods in 
Case 2 of Synthetic Dataset.
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Incipient FD Benchmark Platform

Conclusions

The trend chart of the 6 merics over 27 hours of SMD.

• Server Machine Dataset (SMD)

A public sensor-based time series dataset collected from 
the real server machines of a large Internet company.

FARs(%) , FDRs(%) and FMR(%) of Different 
Methods for SMD.
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Conclusions

Solutions ExperimentsBackground

• Timely KPI trend monitoring is crucial for cloud reliability, yet early subtle anomalies remain 
extremely difficult to detect amid noise and high-dimensional correlations.

• HEIMDALLR is designed to capture temporal interdependencies in MTS data and to enhance 
interpretability. 

• HEIMDALLR achieves heightened sensitivity to incipient faults, enabling effective KPI-related 
incipient FD without the need for labeled data. 

• Extensive empirical validation confirms its superior detection performance and robustness 
across diverse scenarios.

Conclusions
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Thank you！
Any questions?

Email: wangyw22@chinatelecom.cn


