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Abstract—The Internet of Things (IoT) is gathering paces
in the new era of Industry 4.0, and the Digital Twin (DT)
technology bridges the gap between the bursting amounts of data
generated by IoT devices and the user requirements for real-
time data processing. DT services maintain living digital models
of physical objects, and a DT network enables comprehensive
service provisioning with the global knowledge of a group of DTs.
On the other hand, exposing serverless computing at network
edges, the recent advances in Mobile Edge Computing (MEC)
introduce new inspirations to the DT landscape that ensure fine-
grained resource management and low network-wide delay of
DT services. However, social relationships among IoT devices and
DT data privacy impact DT orchestrations. In this paper, we first
design a differential privacy-based federated learning framework
to build a DT network for DT services in response to user requests
in an MEC, thereby enhancing the Quality of Services (QoS).
Built upon the proposed framework, we then formulate two novel
social-aware DT placement problems: the static social-aware
S_DT placement problem, and the dynamic social-aware S_DT
placement problem, respectively. We also show the NP-hardness
of the defined problems. Then, we formulate an Integer Linear
Program (ILP) solution to the static social-aware S_DT placement
problem when the problem size is small; otherwise we develop
an approximation algorithm with a provable approximation ratio
for it. Third, we study the dynamic social-aware S_DT placement
problem when requests arrive one by one without the knowledge
of future request arrivals over the time horizon, for which we
devise an online algorithm with a provable competitive ratio.
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Finally, we conduct simulations to evaluate the performance
of the proposed algorithms. Simulation results show that the
proposed algorithms outperform their counterparts, improving
the performance compared with their baselines by no less than
14.9%.

Index Terms—Digital twin (DT) placement, mobile edge
computing, social-aware DT relationships, DT-enabled service
provisioning, approximation algorithm, online algorithm, feder-
ated learning, differential privacy budget, resource allocation.

I. INTRODUCTION

ROPELLED by the increasing scale of digitization, the

Internet of Things (IoT) is opening the door to a smarter
world with its capacity to sense data in physical environments
[23]. Meanwhile, Digital Twins (DTs) are being rolled out
as virtual representations of physical objects to reflect their
real-time statuses, augmenting the performance of a surg-
ing number of IoT devices [1]. DTs are data-intensive, and
their continuous synchronizations with physical objects require
real-time data analytics [34].

Different from traditional cloud computing with signifi-
cant service delays, Mobile Edge Computing (MEC) deploys
cloudlets (edge servers) near users with the nature of ubig-
uitousness and low network delay to ensure fast responses
and timely DT maintenance [16], [21], [42]. Albeit with these
benefits of MEC, it raises issues about resource scarcity and
inefficient resource management [15]. Taking advantage of
the container technology, serverless computing provides fine-
grained resource allocation with high elasticity for MEC [39].
In this context, serverless edge computing integrates MEC and
serverless computing, and has emerged as a crucial research
area and endows DTs with new vigor [33].

With the accelerated penetration of DTs, the DT network
paradigm is increasingly expected to deliver comprehen-
sive DT services to users, through grouping a collection
of DTs and analyzing their global information [34]. How-
ever, building a DT network confronts significant challenges,
including the growing concerns on privacy and security,
and frequent network communications. This highlights the
importance of distributed learning architectures, among which
the federated learning framework is envisioned as a key
paradigm for IoT and 6G networking, where models are
trained locally and the model parameters, rather than raw data,
are uploaded to a server for aggregation [14]. Nevertheless,
federated learning remains vulnerable to potential leakages
of private data, through examining the differences of model
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------ ==p Communication from an IoT device to its P_DT
== == =p Communication from a P_DT to its S_DT
4=l Communication between a P_DT and the S_DT of another P_DT

Fig. 1. An illustrative example of a DT network for a request in an
MEC network where each Access Point (AP) has a co-located cloudlet.
Each IoT device has a Primary DT (P_DT) deployed in a cloudlet, i.e.,
P_DTy,P_DT>,P_DTs and P_DTy of IoT devices ni,n2,n3 and ny
are deployed in cloudlets v1, vg, v3, and vs, respectively. IoT device nq issues
a request and selects no and ng4 for DT data, through instantiating containers
to implement their Sub-DTs (S_DTs) with the needed features, S_DT> and
S_DTy, in cloudlets v2 and we, respectively. Thus, the DT network of the
request consists of P_DTy, S_DT> and S_DTj, where P_DT; transmits
its trained global model to S_DT» and S_DTy for their local training. The
trained models of S_D7T5 and S_DT}y are then sent back to P_DT} for
aggregation, by a differential privacy-based federated learning framework.

parameters that are uploaded via local devices. To this end,
a privacy-preserving method - differential privacy, which pre-
vents data leakage through adding artificial noise, has been
widely adopted in practice [36].

Recent research results demonstrate that the emerging
notion of Social IoT (SIoT) relationships, such as ownership
and co-location, among IoT devices impact the orchestration
and management of DTs [7], [8]. On behalf of their physi-
cal counterparts, DTs inherently inherit and maintain social
relationships of IoT devices, which provide further insights
that can inform the design and optimization of DT networks.
E.g., when two IoT devices are owned by the same entity,
their DTs may trust each other closely, and the added noise
by the differential privacy policy can be set as a small value
[9]. Also, when two devices are in the same area with frequent
interactions, their DT data are important to each other.

In this paper, we study social-aware DT placements for
admitting service requests in a DT-enabled MEC network,
where each request is based on a DT network. We focus
on the general case of data sharing among DTs to facilitate
the DT network construction for providing comprehensive DT
services in edge environments. As illustrated in Fig. 1, each
IoT device has a Primary DT (P_DT) placed in a cloudlet,
containing all features of the IoT device through monitoring its
state continuously. An IoT device may issue a request for the
DT data of other IoT devices, i.e., a request has a candidate set
of IoT devices as its potential participants through inter-twin
communication [35], e.g., the driving simulation of a vehicle
may need the DT data of other vehicles in the same area.
Each selected IoT device then extracts the needed features
from its P_DT to establish a Sub-DT (S_DT) to participate in
the execution of the request, where each S_DT is deployed
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in a container. E.g., a traffic monitoring request prefers the
features, such as locations and driving behaviors of vehicles.
Namely, the DT network of a request consists of the P_DT of
the IoT device issuing the request and the S_DTs of selected
IoT devices for providing DT data.

The key differences between the P_DT and one S_DT of
an IoT device lie in that the P_DT contains all features of the
IoT device and is implemented by a network function for a
long lifetime. In contrast, a S_DT is implemented by a short-
lived container that contains partial features of the IoT device,
which means a S_DT requires much less resources compared
with its P_DT. The model of a S_DT built on the required
features is trained to meet the requirements of the request,
e.g., considering a request to simulate the driving of a vehicle
in an area, the driving behaviors of other vehicles are needed,
which can be simulated by their S_DTs. Meanwhile, a vehicle
maintenance request pays much more attentions to the features
such as the states of software and hardware of vehicles.

To protect DT data privacy, each request is executed by
adopting a differential privacy-based federated learning frame-
work, i.e., the P_DT of an IoT device issuing the request
first uses itself to train a global model and then transmits the
trained global model to the S_DT of each selected IoT device
to establish a local model. Each of such a S_DT performs
local training and sends the updated model to the P_DT
for aggregation with an amount of allocated privacy budget,
depending on the social relationships (e.g., trust) among IoT
devices [9]. Each service request has a global privacy budget
to bound its privacy leakage [27], and the total allocated
privacy budget on S_DTs of the request should not exceed
the global privacy budget.

We measure the Quality of Service (QoS) for admitting a
request, i.e., its utility gain, based on the importance of the
DT data of each chosen IoT device, and we model such data
importance based on interaction intensiveness relationships
between IoT devices, which is also indicated by their social
relationships.

Providing efficient social-aware DT services in an MEC
network poses several challenges. First, based on a differential
privacy-based federated learning framework, how to select
appropriate IoT devices for providing DT data demanded
by each service request, subject to a given global privacy
budget on the request? Second, how to deploy S_DTs of the
selected IoT devices into cloudlets to build the DT network
for each admitted request in an MEC network, considering
limited resource capacities on cloudlets? Thirdly, how to cope
with DT network-enabled request admissions through S_DT
deployments to maximize the total utility of admitted requests,
by exploring the social-aware DT relationships? Finally, how
to handle the dynamic arrivals of DT network-enabled requests
in an online manner and deploy S_DTs of admitted requests
onto cloudlets without any future knowledge?

The novelty of the study of this paper lies in exploring the
social-awareness among DTs, and leveraging this relationship
for DT-assisted service provisioning in MEC. To provide
privacy protection on DT data, a differential privacy-based
federated learning framework is developed to respond to each
service request. Built upon the proposed framework, novel
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optimization problems for placing S_DTs in an MEC network
are formulated, and performance-guaranteed algorithms for the
problems are devised.

The main contributions of this paper are as follows.

e We formulate two novel social-aware S_DT placement
problems for DT-enabled service provisioning in MEC,
considering social relationships, data privacy and resource
constraints, while illustrating the NP-hardness of the
formulated problems.

e We propose an Integer Linear Program (ILP) solution for
the static social-aware S_DT placement problem when
the problem size is small, and devise an approximation
algorithm for the problem with a provable approximation
ratio.

e We develop an online algorithm for the dynamic
social-aware S_DT placement problem with a provable
competitive ratio, by leveraging the primal-dual dynamic
updating technique, at the expense of bounded resource
violations.

e We evaluate the algorithm performance by simulations.
The results demonstrate that the proposed approximation
and online algorithms are promising, which improves the
performance of the benchmarks by no less than 14.9%.

The remainder of the paper is arranged as follows. Section II
surveys related works on social-aware DT service provisioning
in MEC. Section III introduces the system model, DT network
framework, and problem definitions. Section IV proposes an
approximation algorithm for the static social-aware S_DT
placement problem. Section V devises an online algorithm
for the dynamic social-aware S_DT placement problem. Sec-
tion VI evaluates the algorithm performance, and Section VII
concludes the paper.

II. RELATED WORK

Network services in serverless edge computing: Server-
less computing endows network service provisioning with
great elasticity, which has been extended to edge environ-
ments, and serverless edge computing is receiving a surge
of attention recently [24], [30], [33], [34], [39], [40], [41].
Li et al. [24] considered the choice of communication styles
for assigning functions in serverless edge computing, and pro-
posed a priority-based approach to minimize the completion
time of applications. Pan et al. [30] addressed a problem of
container caching in MEC networks to reduce system costs.
They mapped the problem to the ski-rental problem to devise
online algorithms. Shang et al. [33] formulated a problem
for data flow and container placement in serverless edge
computing networks, and introduced an online algorithm to
mitigate both operational costs and service delays. Ma et al.
[28] explored dynamic tradeoffs between communication and
computing resources allocated to network function services.
That is, when the communication resource in a system
becomes scarce, the proposed algorithm replicates service
instances to multiple cloudlets by utilizing rich computing
resources; otherwise the algorithm routes service requests
to service hosts (cloudlets) for processing and then routes
the results back to their users, by making use of abundant
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communication resource. Pasteris et al. [31] considered the
problem of placing multiple services in a heterogeneous MEC
system to maximize the total reward, by showing NP-hardness
and proposing a (1 — %) /4-approximation algorithm for the
problem. Xu et al. [39] paid attention to reducing the age of big
data query results. They developed an approximate solution for
query admissions and an online learning approach for dynamic
query admissions in serverless edge computing. However,
none of the aforementioned works considered DT services in
serverless edge computing.

Social-aware DT services: In recent years, DT techniques
applied in edge environments have been extensively investi-
gated [2], [3], [16], [17], [18], [19], [20], [34], [35], [42],
[45]. For instance, Ai et al. [2], [3] studied the tradeoffs of
resource allocations between DT-empowered service model
retraining and service fidelity of service models, and proposed
efficient algorithms for the placements of DTs and service
model instances. Li et al. [18], [20] integrated object mobility
in edge-cloud networks to dynamically deploy DTs in edge
servers, while proposing online and approximation algorithms
to provide users access to fresh DT data. Based on Lyapunov
optimization, Lin et al. [26] presented an incentive-based
solution to cope with dynamic DT service requirements in
order to boost the long-term profit. Ren et al. [32] developed
a Reinforcement Learning (RL)-based technique to enhance
service quality, through constructing a DT network that is
consistent with a real-world network. Yao et al. [42] presented
an architecture for scheduling tasks and caching services in
a DT edge network. They delivered a graph attention-based
algorithm to improve the QoS. Zhang et al. [45] dealt with
inference services in a DT-assisted MEC network, and they
employed primary and secondary DTs for inference services
by leveraging DT migrations. A few recent studies take social
relationships into consideration for providing DT services [7],
[8], [46]. Chukhno et al. [7] focused on the optimal social-
aware deployment of DTs in MEC, and provided an efficient
solution to minimize the communication delay (i) between
objects and their DTs; and (ii) among DTs of friend IoT
devices. Chukhno et al. [8] also examined the dynamic place-
ments of social-aware DTs, and provided a heuristic algorithm
to mitigate the communication delay. Zhao et al. [46] explored
the social relationships among vehicles in DT-based vehicle
edge computing, and proposed intelligent partial offloading
strategies to optimize the system performance. However, none
of the aforementioned works adopted federated learning to
protect privacy in DT service provisioning.

Federated learning-enabled DT services: Federated learn-
ing allays user privacy worries and offers a promising
distributed machine learning architecture for enabling DT
services [1], [14], [47]. Abdulrahman et al. [1] lever-
aged federated learning techniques to build a shared DT
model, and designed a trust-based client clustering method,
incorporating the social relationship among clients. They pro-
posed an intelligent framework to optimize communication
costs and computing resources. Jiang et al. [14] exploited
blockchain and cooperative federated learning to build DTs
with flexibility and security. They designed an auction-
based scheme to maximize social welfare in edge networks.
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Zhou et al. [47] constructed a federated RL scheme with
knowledge distillation in MEC to reduce communication cost,
while enhancing the model performance, where DTs are
adopted to obtain real-time data for model training. However,
none of the aforementioned works considered social relation-
ships among IoT devices to determine the allocated privacy
budgets and to determine the importance of the collected DT
data.

Different from the aforementioned works, in this paper we
study social-aware DT placements in an MEC network for
DT-assisted service provisioning, by exploring social relation-
ships among DTs of different objects. We develop a differential
privacy-based federated learning framework to construct a
DT network for each request admission, and devise efficient
approximation and online algorithms for the social-aware DT
placement problems with guaranteed performance. It must be
mentioned that this journal extension comes from a conference
paper [22]. The main differences from its conference version
lie in a new problem - the dynamic social-aware DT placement
problem, and an online algorithm guaranteed performance
for the problem is devised. Also, the detailed proofs of the
theorems and lemmas for the approximation algorithm in the
conference version are provided, which were sketched due to
lack of space.

III. PRELIMINARIES
A. System Model

Consider an MEC network G = (V, E)), consisting of a
set V' of Access Points (APs) and a set E of optic links
interconnecting APs. Each AP has a co-located cloudlet, and
we use the notation v € V to indicate a cloudlet or its co-
located AP. Let M, be the available memory resource in a
cloudlet v € V. The system model is illustrated in Fig. 1.

Denote by gy, n, the trust of IoT device n; to IoT device na
with 0 < g, n, < 1[9]. A larger value of gy, », indicates that
device n; trusts device ny with high fidelity. Denote by I, ,,
the interaction intensiveness between IoT devices nq and no
with 0 < I, », < 1 [8], where a larger [,, ,, indicates that
IoT device n; interacts with ny more frequently, i.e., the DT
data of IoT device no is more important for n.

B. Federated Learning Framework for Constructing a DT
Network for Each Request

We introduce a differential privacy-based federated learning
framework for constructing a DT network for each request.
Each IoT device n € N has a Primary DT (P_DT) placed
in a cloudlet v,, € V, which contains all features of IoT
device n through monitoring its state continuously. The P_DT
is implemented by a network function for a long lifetime
with storing all the historical data of its IoT device, and we
can see that the dynamic deployment of P_DTs will cause a
non-negligible migration cost, therefore, we adopt the static
deployment of P_DTs for simplicity.

There is a set R of DT service requests. Each request
r € R is issued by an IoT device n, and executed by its
P_DT, which may need the DT data of a candidate set of IoT
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devices N, C N as potential participants through inter-twin
communication [35].

Given a request r, each selected IoT device n € N,
extracts the needed features from its P_DT to establish a
Sub-DT (S_DT), and each S_DT is deployed in a container
in the MEC network. Note that for a given P_DT, it can
have multiple S_DTs with different S_DTs having different
features. The demanded resource of a container is mainly
the memory resource [41], according to serverless platforms
[4], [5], because the amount of data loaded to the memory
is related to the amount of memory assigned to the con-
tainer [39]. Denote by m,.,, the amount of memory resource
needed in a container to deploy a S_DT of IoT device n for
request 7.

Following the federated learning framework, each request r
can be implemented through building a DT network consisting
of the P_DT of the IoT device n,. issuing the request r and the
S_DTs of the chosen candidate IoT devices in V,.. Especially,
the P_DT of IoT device n, first trains a global model and
then transmits the trained global model to the S_DTs of all
selected IoT devices. The S_DTs then conduct local training
and transmit the updated model to the P_DT for aggregation.
Because the data volume of a S_DT of an IoT device is much
less than that of its P_DT, adopting S_DTs can reduce the local
training time of a request on the DT data, thereby reducing
the data traffic burden on the MEC network.

C. Differential Privacy and Privacy Budget Constraint

The model of a S_DT can be trained based on its personal
data, which, however, is likely to leak some of the DT infor-
mation. The differential privacy policy makes a commitment
to enabling secure model sharing by offering dependable
assurances on the data exposure of individuals [36].

Definition 1 ((e,d)-differential privacy [11]): An algorithm
F : D +— A is (¢,0)-differential privacy if for any set Q2 C
A and for any two neighboring datasets ID; and Do, they is
only one sample difference, ie., [D1]| < [Da| + 1 or |Dg| <
D] + 1, Dy, Dy C D and vice versa, Pr[F(D;) € Q] <
e - Pr[F(D3) € Q] + J, where € > 0 is the privacy budget
and indicates the upper bound of the degree of privacy leakage.
0 indicates the probability that the privacy leakage exceeds the
upper bound.

A smaller privacy budget e assigned to a piece of data
indicates that the data will receive greater privacy protection.
In terms of the DT data privacy issue, a S_DT adopts the
differential privacy strategy through adding the Gaussian noise
to model parameters to avoid revealing the original data [36].

We assume that each request » € R has a global privacy
budget B, to bound its privacy leakage [27]. The required
privacy protection level can be obtained based on social
relationships (trust) among IoT devices [38]. Following [9],
[10], the privacy budget for data communication from IoT
device nq to IoT device ny is calculated as follows.

qnl 312 K, (1)
Qniny + T
where ¢y, , is the value of the trust from IoT device n; to
device ng with 0 < gy, n, < 1, 7isaconstant with0 <7 <1

€n,y sn2 T
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to avoid the denominator to be zero, and x > 0 is a tuning
parameter to scale the allocated privacy budget. The values of
7 and Kk can be set by analyzing the historical traces.

The global privacy budget constraint for each request 7 is
as follows. Suppose that a request r issued by IoT device n,
is admitted. Then, it establishes the S_DTs of each IoT device
in a set N,. with N,. C N, C N, while the total privacy budget
allocated of request 7 is no more than B,, i.e.,

Z €n,n, < B’I’" (2)

neN,.

D. Utility Gain

Recall that IoT device n, issues a request r executed on
its P_DT for the DT data from a candidate set of IoT devices
N, C N as potential participants. The utility gain of such a
request r depends on the importance of the DT data of each
chosen IoT device from the candidate set V,..

Considering the social relationships, we define the utility
gain u, , of selecting an IoT device n from N, as

ln n

Upp = =" 3
N ZH/GNT lnrm/ 9 ( )
where [, , is the interaction intensiveness between IoT
devices n, and n with 0 < [, , < 1 [8], indicating the

importance of the DT data of IoT device n for n,.
Especially, we assume that the utility gain of a request is
the sum of the utility gains of retrieving DT data from all
selected IoT devices, and this metric definition is similar to

throughput in literature [6], [25], [43], [44].

E. Problem Definitions

Definition 2: Given an MEC network G = (V, E), a set N
of IoT devices, a set R of requests, and each request r € R
has a candidate set of IoT devices N, for S_DT deployment
with a given global privacy budget B,., the static social-aware
S_DT placement problem is to maximize the utility gain of the
requests, through deploying S_DTs in G, subject to a given
global privacy budget and memory capacities on cloudlets.

The static social-aware S_DT placement problem can be
mathematically defined as follows. Let z,,, be a binary
variable, where z,, , = 1 presents that the S_DT of IoT
device n is deployed in a cloudlet v € V for request r, and
2y n,o = 0 otherwise. If there is no S_DT deployed for request
r with z,.,, , = 0,Vn € N,, Vv € V, then request  is rejected.

The ILP of the static social-aware S_DT placement problem
is formulated as follows.

Maximize Z Z Z Urm * Tronv, “4)

rERneEN, veV
subject to: from (1) to (3),

Z Z My Trnw < MU, YveV (5)
reRneN,

Z Z €n,n,. " Trnv < Bra Vr e R (6)
neEN, veV

Z Ty nv < 17 Vr e R, Vn € NT (7)
veV
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Trnw € {0,1}, Vr € R, Vn € N,,, Yo €V,
3

where Constraint (5) ensures the memory capacity on each
cloudlet. Constraint (6) ensures the global privacy budget on
each request by Eq. (2). Constraint (7) indicates that each
S_DT is deployed in at most one cloudlet.

In the following, we consider the dynamic request admis-
sions over a given monitoring period, i.e., the DT network-
enabled requests arrive one by one without the knowledge of
future arrivals, and each incoming request must be responded
by either acceptance or rejection immediately. In this way, we
define the dynamic social-aware S_DT placement problem as
follows.

Definition 3: Given an MEC network G = (V,E) and a
given time horizon T, a set N of IoT devices with each
generating sensory data continuously, and a sequence R of
service requests that arrives one by one without the knowl-
edge of future request arrivals, the dynamic social-aware
S_DT placement problem is to maximize the accumula-
tive utility gain for the given time horizon 7T, through
deploying S_DTs in G for each incoming request by either
accepting or rejecting it immediately, subject to the privacy
budget of the request and memory capacities on cloudlets

in G.

F. NP-Hardness of the Defined Problems

Theorem 1: The static social-aware S_DT placement prob-
lem for DT network-enabled service provisioning in an MEC
network is NP-hard.

Proof: We show the NP-hardness of the problem through a
reduction from the maximum-profit Generalized Assignment
Problem (GAP) as follows.

We consider a special case of the static social-aware S_DT
placement problem without the privacy budget constraint. For
this maximum-profit GAP instance, there are |V| bins, and
each bin v € V has memory capacity M,, i.e., the memory
resource capacity on cloudlet v. There are ) _ . |N,| items,
and each item ¢,, has a size m,.,, ie., the amount of
memory resource needed in a container to deploy a S_DT
of IoT device n for request r. Assigning item ¢, , to a bin
brings a profit u, ,. The maximum-profit GAP is to maximize
the total profit of the items assigned to bins, considering
the capacities on bins. This special maximum-profit GAP is
equivalent to a special static social-aware S_DT placement
problem, and the static social-aware S_DT placement problem
is NP-hard due to the fact that the maximum-profit GAP is
NP-hard [29]. ]

Corollary 1: The dynamic social-aware S_DT placement
problem for DT network-enabled service provisioning in an
MEC network is NP-hard.

Proof: We show that the static social-aware S_DT place-
ment problem is NP-hard by Theorem 1, which is a special
case of the dynamic social-aware S_DT placement prob-
lem when all DT service requests are given in advance.
Hence, the dynamic social-aware S_DT placement problem is
NP-hard, too. |
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IV. APPROXIMATION ALGORITHM FOR THE STATIC
SOCIAL-AWARE S_DT PLACEMENT PROBLEM

In this section, we deal with the static social-aware S_DT
placement problem. We first propose an approximation algo-
rithm for it. We then analyze the approximation ratio and time
complexity of the proposed algorithm.

A. Overview of the Approximation Algorithm

The idea behind the proposed algorithm is as follows. We
first obtain a potential solution S, which is a set of S_DTs
deployed in cloudlets with violations on the memory capacities
of cloudlets and global privacy budgets of requests. We then
partition set S into two disjoint subsets S; and Sy such that
S_DTs in neither of them has any violations on global privacy
budgets of requests, and choose one from S; and S, with a
larger utility gain by denoting it as S’. We further partition
set S’ into two disjoint subsets S3 and Sy such that neither
of them has any violations on memory capacities of cloudlets.
We finally choose the one from S3 and S4 with a larger utility
gain as the final solution to the problem.

B. Approximation Algorithm

It is observed that the deployment of a S_DT consumes
memory resource and a privacy budget. Referring to the
global privacy budget constraint (6), we define the privacy
consumption ratio o(\') of placing the Ith S_DT ! as follows.

e(\h)
A = 9
o) = By ©)
where €(\!) is the consumed privacy budget of A! by Eq. (1).

To guide the deployment of S_DTs, we adopt a metric - the

ratio p(\!) for deploying the Ith S_DT A/, with

w(\!
(N = mw)(.(j(w

where u(A!) is the utility of deploying A! calculated by
Eq. (3), and m(\!) is the memory resource consumed by A\

The approximation algorithm proceeds iteratively as fol-
lows. Let A be the set of all candidate S_DTs of requests with
A={\, |7 € R,ne N,}. The set of deployed S_DTs is
S = 0 initially. Denote by S'~! the set of the first [ —1 S_DTs
placed before placing the /th S_DT, where S! = S'=1 U {\}.

In each iteration, we identify a S_DT A, , € A\Sl_1
as A\l with the largest p(\') in Eq. (10), while updating
St = S!=1 U {A'}. We partition S into two subsets S; and
Sy through examining the privacy budget consumption of
requests, and determine at which cloudlet to deploy \! through
examining the memory resource consumption of cloudlets as
follows.

Let 3,(S!) be the accumulative privacy budget consumption
of request r by deploying S_DTs in S!. For each identified
S_DT M, if the consumed privacy budget of request ~ by S'
is greater than its privacy budget B,, i.e., B,.(S') > B,., we put
Alinto set S;; otherwise (B,(S!) < B,.), we put A into set S5.
Also, if B,.(S') > B,., we will no longer consider request r by
removing its rest S_DTs from A, i.e., A = A\{\,,, | n € N, }.
S1 and S, are disjoint and S = S7 U S5.

(10)
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Algorithm 1 Approximation Algorithm for the Static Social-
Aware S_DT Placement Problem
Input: An MEC network G = (V, E), a set N of [oT devices,
and a set R of DT service requests.
Output: Maximize the utility gain of deploying S_DTs in
cloudlets. .

10 S% 4= 0; S« 0; Sy« 0; Sy < 0; S5+ 0; Sy < 0;

2V« Vi A { N |reRNEN} I+

3. while V # () or A\S'"! # ) do

4. Identify a S_DT A, € A\S'"! as \! with the largest

p(AD) in Eq. (10); St « SIL U {A)

5. if B.(S') > B, then

6: S1+ S1 U {)\l};

7: else

8 Sy < Sy U {)\l};

9: end if;

10:  if B,(S') > B, then

11 A+~ AN{\n|neEN}
12: end if;

13: Identify a cloudlet v € V with the largest residual
memory resource, and place A to cloudlet v;
14: if M,(S') > M, then

15: S« SuU{A};

16: end if;

17: if M,(S') > M, then
18: V + V\{v};

19: end if;

20: l+—1+1;

21: end while;

22: S < argmaxge(g, 5,1 2oaies u(A\h);
23 S5+ SnY,

24: for each S_DT M\ € S5 do

25: if the assigned cloudlet of \' has no capacity violation
by S’ then

26: S3 Sg\{)\l};

27: end if

28: end for;

29: Sy S/\Sg,;
30: I‘etlll‘n arg maXSe{SSVS‘L} Z}JES U()\l).

Note that S is partitioned into two sets S; and S, and
denote the one with the larger utility as S’. Because S’ is a
subset of S, a S_DT in § may not cause capacity violation on
a cloudlet by S” anymore. We then obtain S5 as follows. We
first let S5 =S M S’. For each S_DT A in ', if the cloudlet
in which M\ is allocated has no capacity violation by S’, we
then remove A! from Ss.

Let Sy = S’\S5. S’ is further partitioned into two disjoint
subsets S3 and S; with S’ = S3 U S;. We claim that
deploying S_DTs in either S3 or S causes no violation on
global privacy budget constraints of requests and memory
capacity constraints on cloudlets by Lemma 3. We finally
choose one from S5 and S; with the larger utility as the
final solution to the static social-aware S_DT placement
problem.

The detailed algorithm is shown in Algorithm I.
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C. Algorithm Analysis

Lemma 1: Suppose that Algorithm 1 terminates when all
requests run out of global privacy budget. Given a potential
solution S delivered by Algorithm 1, let S°P* be the set of
placed S_DTs in the optimal solution to the static social-aware
S_DT placement problem. Let S?* be the set of deployed
S_DTs for request 7 by S°P¢ with S°P! = U,.c gS%?. Similarly,
let S be the potential solution delivered by Algorithm 1
with S = U,.¢gS,, where S,. is the set of deployed S_DTs for
request 7. Then, (i) p(\) > p()\*) Vr € R,VA € S,, VA* €

SO\ Sy and (i) 3 yicq w(N) > Zamin 3o u(XY),
where my,q, and m,,;, are the maximum and minimum
amounts of memory resource consumed among all S_DTs,
respectively.

Proof: (i) If S?' \'S, = 0, the lemma follows. Other-
wise, because the S_DT identified by Algorithm 1 has
the largest p(\') at each iteration, and the potential solution
S allows resource violations. We thus have p(A\') > p(\*),
Vr € R,VA €S, VA* € S\ S,.

(i) Let A 0, = argmaxy. cgorryg, P(A"), Vr € R, then

D u(W)=>" > uA)=> 0 D p(A)-m((N)-o(A) (11)
Ales rcR \eS, reR NS,
2 Z Z Tmax : ()‘l) 'U(/\l) (12)
reER NS,
/\l
> Momin - Z PN ) - % (13)
reR r
S aeesorns, €O)
> Monin * PN fnaa) - T (14)
B
reR r
o E(NT
rER \+€SoPI\S,. "
_ u(A*) e(A)
rER )+ SOPI\S,
Mmin *
>y Y W)
mazx TERA*ES?.W\ST
> min N (), (15)
Mmagz A+ €SoPt\§

where Eq. (11) holds by the definition of p(\!), i.e., Eq. (10).
Ineq. (12) holds by (i) and the definition of A7 ... Ineq. (13)
holds by Eq. (9). Ineq. (14) holds because Algorithm 1
terminates when the privacy budget consumed of each request
r by S is no less than its global privacy budget B,, while no
request has its global privacy budget violated by the optimal
solution. Ineq. (15) holds due to the definition of A7 ... W

Lemma 2: Suppose Algorithm 1 terminates when all
cloudlets run out of resources. Let S and S°P* be the potential
solution by Algorithm 1 and the optimal solution to the
static social-aware S_DT placement problem, respectively.
Then,

S ) = g

Al ES max

)

A*eSopt

u(A"), (16)
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where O(\!) = ;((ill)), and 0,0, and 0,,;, are the maximum
and minimum values of #(\!), respectively.
Proof:
Do u) =700 -m(\)
Aes Aes
> Omin - 3 m(A) = i - Y m(A)
Ales A*eSept
0. .
> mn 9
~ Omaz %pt )
977L7,7l
2 ) u(A") a7
mazx A+ eSopt

where Ineq. (17) holds because the memory resource consump-
tion of each cloudlet by S is no less than its capacity, while
the optimal solution causes no resource violation. |

Lemma 3: The solution delivered by Algorithm 1 for
the static social-aware S_DT placement problem causes no
violation on global privacy budget constraints of requests and
no violation on memory capacity constraints on cloudlets.

Proof: Referring to Algorithm 1, if a request r has its
global privacy budget fully utilized or has its global privacy
budget constraint violated (B,.(S') > B,), the request is no
longer to be considered. Therefore, S7 accommodates at most
one S_DT for each request, while S accommodates S_DTs,
causing no violation on the global privacy budget constraints
of requests. Assuming the privacy budget of a request r is
sufficient for deploying a single S_DT of any candidate IoT
device in N,., we can observe that deploying S_DTs in either
S1 or Ss causes no violation on privacy budget constraints of
requests.

Denote by S’ the set between S; and Sy with the larger
utility, which is further partitioned into S3 and Sy4. Especially,
S3 accommodates S_DTs which cause memory capacity vio-
lations on cloudlets, and S5 has at most one S_DT assigned
to a cloudlet, because a cloudlet is no longer to be considered
when its capacity is fully utilized or violated. Meanwhile, Sy
accommodates S_DTs causing no violation on the memory
capacities of cloudlets. Assuming the memory capacity on
each cloudlet suffices for any single S_DT deployment, we
observe the final solution (S5 or S4) causes neither violations
on global privacy budgets of requests nor violations on mem-
ory capacity of cloudlets. |

Theorem 2: Given an MEC network G = (V, E), a set N of
IoT devices, a set R of requests, each request » € R has a can-
didate set of IoT devices N, for its S_DT deployment. There
is an approximation algorithm, Algorithm I, for the static
social-aware S_DT placement problem with an approximation

Mumin Omin

T g 0 and the algorithm takes

O(|R|?- |N|max + |R| - |N|maz - |V]) time, where m,q, and
Mynin are the maximum and minimum amounts of memory
resource consumed by any S_DT, respectively. (A\!) = :L((i\l))
with 6,42 and 6,,,;, the maximum and minimum values of
O(A\!), respectively, and | N|,q. is the maximum value of N,.

Proof: We analyze the approximation ratio by distinguishing

two cases. Case 1. Algorithm 1 terminates when all requests

ratio of l min
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run out of global privacy budgets; and Case 2. Algorithm 1
terminates when all cloudlets run out of resources.
Case 1. By Lemma 1, we have
Z u(Al) > Lmin Z w(\").
A*EeSoPt\S

m
Ales mae

(18)

Then, the value of the optimal solution is

STou) <) u)+ DY w()

A*gSert Aes A*€Sert\§

< (1 + mm‘”) Y " u()), by Ineq. (18)

Mmin AleS

— (”Wmmm> ST u.

MMmin PRFSS

19)

The final solution value delivered by Algorithm 1 is

max Z u(\), Z u(A)
AeSs AeS,y
> % - max Z u(\), Z u(A') ¢ > % Zu()‘l)
AlesS; AleS, Ales
> L Mmin ™00 by Tneq. (19). (20)
4 Mmaz + Mmin ’

A* eSopt

Case 2. By Lemma 2, we have

1 min *
Do uX)z g Y u(). @
Ales A* gSert
Similarly, the value of the final solution is
max Z u(A), Z u(A)
AeSs AeSy
1 1 1 1 1
Zi-max Z u(AY), Z u(A) ZEZU(/\)
A ES, A ESy Aes
1 omin %
> 10 u(A*), by Ineq. (21). (22)
max A+ ESopt

Combining Ineq. (20) and (22), we have

max Z u(A), Z u(A)
AesS; AeSy
1 . Mmin Omin *
24-mm{mm g 2 w2y
A= gSort
The rest is to analyze the time complexity of

Algorithm 1. There are at most |R| - |N|maz S_DTs
to be deployed, i.e., there are at most |R| - |N|nag
iterations in the proposed algorithm. Within each iteration,
Algorithm 1 identifies a S_DT with the largest p(\!)
and also identifies a cloudlet with the largest residual
memory resource for the deployment of the S_DT. This
takes O(|R| - |N|maz + |V|) time. Thus, the running time of
Algorithm 1is O(|R|?-|N?,.. + |R| - |N|maz - |V]). The
theorem then follows. ]
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V. ONLINE ALGORITHM FOR THE DYNAMIC
SOCIAL-AWARE S_DT PLACEMENT PROBLEM

In this section, we deal with the dynamic social-aware
S_DT placement problem over a given time horizon, where
service requests arrive one by one without the knowledge of
future arrivals, each incoming request must be responded by
either accepting or rejecting it immediately. We propose an
online algorithm for the problem, by applying the primal-
dual dynamic updating technique [12]. We also analyze the
performance of the proposed algorithm through analyzing its
competitive ratio and time complexity.

A. Overview of the Online Algorithm

The general strategy for this problem proceeds as follows.
We first formulate an ILP solution to the offline version of
the dynamic social-aware S_DT placement problem, and let
P1 be the ILP solution. Denote by P2 the linear relaxation of
the ILP (P1), and P3 is the dual of P2. A feasible solution to
P3 returns a feasible solution to P2, and a feasible solution
for the dynamic social-aware S_DT placement problem is then
derived from the solution to P2.

B. Online Algorithm

We provided an ILP formulation to the static social-aware
S_DT placement problem in (4) in the previous section. We
here adopt a binary variable y, to denote whether request r is
admitted (y, = 1) or not (y,, = 0), and provide a modified ILP
formulation for the offline version of the dynamic social-aware
S_DT placement problem.

P1: Maximize Z Z Z Upp * Tron,o (24)
reRneN, veV
subject to:
Z Z My p * Trnw < Mv, YveV (25)
reRneN,
Z Z €nn,. " Lrnw S Br “Yr, Vre R (26)
neEN, veV
Z Tron,v < Yr, Vr € R, Vn € N, (27)
veV
Trnw €{0,1}, VreR, VneN,, YveV (28)
yr €{0,1}, VreR. (29)

If request r is admitted, Constraint (26) ensures that the
global privacy budget on each request is not violated, while
Constraint (27) ensures that each S_DT is deployed in at most
one cloudlet. Otherwise (request r is rejected with y, = 0),
both Constraint (26) and (27) ensure that none of the S_DTs
of request r is placed.

The Linear Program (LP) for P2 is formulated as follows.

P2 : Maximize Z Z Z Upr.n * Tronv, (30)
r€RNEN, veV
subject to:
(25), (26), and (27),
y <1, VreR (31)
Trnow >0, VreR, VneN, YveV (32)
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yr 20, VreR, (33)
where constraints (27) and (31) ensure that z, ,, , < 1.
The dual P3 of P2 is formulated as follows.
P3 : Minimize Z Sy + Z ven (34)
subject to:
My p - Oy + €n,n, Br + Yron — Uprn Z 07
Vre R, Vne N,, YveV (35
pr =By Br— > %mn=0, VreR  (36)
neN,
ay >0, B >0, Y 20, pr >0,
Vre R, Vn € N,, Yv eV, (37)

where o, Br, Vrn and p, are dual variables, referring to

Constraints (25), (26), and (27), (31), respectively. Also, the

dual variables are non-negative as indicated in Constraint (37).
From (35), we can see Vr € R,

Z Z’Yr,n Z Z Z(ur,n_mr,n'av_en,nT'BT)~ (38)

neEN, veV neN, veV
We have Vr € R,

V| : Z Ve 2 |V| : Z (ur,n — €nn, Br)

neN, neN,

- § E Myp - Oy

neN, veV

(39)

Therefore, Vr € R,

Zr}/r’n>z Urn — Enyn,. /87

neN, neN,

T

neN, veV
(40)

We can see Zne N, Urn = 1 by the utility definition (3).
Combining Ineq. (36) and (40), we have Vr € R,

ur21+< Zenn) Br— |V| D M. (A1)

neN, neN, veV
Because 3, > 0 is a non-negative dual variable, we set
B, =0, and have Vr € R,

Hr Z Zmrn Ay -

neN, veV

(42)

For the sake of convenience, we define the constant (,. as

follows.
| Z My (43)
neEN,
Ineq. (42) becomes
pr =1 =(oe > o (44)
veV

We claim that feasible values of -, ,, can be found through
carefully setting values of «, and pu.., subject to Ineq. (44).
As a result, a feasible solution to P3 with feasible values of
dual variables o, By, ¥, and p, can be obtained, which is
shown in Lemma 4.

We now propose an online algorithm for the dynamic social-
aware S_DT placement problem, i.e., P1, through updating

IEEE TRANSACTIONS ON NETWORKING, VOL. 34, 2026

variables in the primal and dual programming simultaneously.
Initially, we set the value of o, = 0 for each cloudlet v € V.
We design an admission control policy for each arrived request
r as follows.

If1—G > ey @ <0, request 7 is rejected, while we
set u as 0, and the values of a,, Yv € V, do not change.
Otherwise, request r is admitted, and we set p, as follows.

Mrzl_gr'zav-

veV

(45)

In the following, we show the admission of request r
by updating the value of «,. Given the residual capac-
ities on cloudlets, we first place the S_DTs of request
r by invoking Algorithm 1, i.e., identify the decision
variables {Z;pn., | Vo € N,, Yo € V}. Then, the
amount M., , (= Y_,cy. M. - Trnw) of memory resource in
cloudlet v is consumed, by deploying S_DTs in cloudlet v for
request r. For each cloudlet v € V' with any S_DT deployed
for request , we update its «a,, as follows.

Uy =y - 1+ Cr'Mn'u + Cr T,V )
MD.Z’I’LENTmrvn MU'ZnGNrmTv”

We can see that at least one S_DT is deployed by
Algorithm 1 for request ». We have shown the solution
delivered by Algorithm 1 for the static social-aware S_DT
placement problem causes no violations on memory capacities
on cloudlets in Lemma 3, due to the assumption that the
memory capacity on each cloudlet suffices for any single
S_DT deployment. However, the residual memory resource of
a cloudlet may not be able to accommodate any single S_DT
deployment when a request arrives in this dynamic social-
aware S_DT placement problem. Therefore, the proposed
online algorithm is likely to cause violations on memory
capacities on cloudlets, which will be bounded later in
Lemma 6.

The online algorithm for the dynamic social-aware S_DT
placement problem is detailed in Algorithm 2.

(46)

C. Algorithm Analysis

The rest is to analyze the competitive ratio and time
complexity of Algorithm 2.

Lemma 4: Given feasible dual variables «,, and ., subject
to Ineq. (44), there always exist feasible dual variables (3, and
Yr,n to deliver a feasible solution to the dual problem P3.

Proof: (1) Recall that the dual variables «,, 5, ¥, and
14 are non-negative, as indicated in Constraint (37).

Constraint (36) with 8, = 0 means ZnENT Yron < s
where i, is non-negative, and Ineq. (44) is derived from
Constraints (35) and (36) by setting 5, = 0. We can see that
given feasible a,, and pu, subject to Ineq. (44), there always
exists a feasible value of +, , meeting Constraints (35) and
(36). Hence, we can identify feasible values of +,, and [,
when updating «,, and p,., subject to Ineq. (44), and deliver a
feasible solution to the dual P3. ]

Let (ae and (i be the maximum and minimum values
of (. by (43). Let M4, and M,,;, be the maximum and
minimum memory capacities on any cloudlet, respectively. Let
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Algorithm 2 Online Algorithm for the Dynamic Social-Aware
S_DT Placement Problem
Input: An MEC network G = (V, E), a set N of [oT devices,
and a sequence R of arriving DT service requests without the
knowledge of future request arrivals.
Output: Maximize the utility gain of deploying S_DTs in
cloudlets of DT service requests in an online manner.

I a, + 0, Vv eV,

2: while a service request r arrives do

3: if 1—¢. - ZUEV a, < 0 then

4: Reject request r, and p, < 0;

5: else

6: Admit request r, and update pu, by Eq. (45);

7: Construct a problem instance P1 for the single
request 7, and invoke Algorithm 1 to obtain a
solution to deploy S_DTs for request r, with the
residual memory capacities on cloudlets;

8: for each cloudlet v € V' with any S_DT placement
for request r do

9: Update «,, by Eq. (46);

10: end for;

11: end if;

12: end while.

Minae aNd My, be the maximum and minimum amounts of
memory resources consumed by any S_DT. Denote by | N|ax
the maximum number of candidate IoT devices of a request.
Denote by z,., a binary variable. When z,, = 1, it means
that at least a S_DT is deployed in cloudlet v for request r;
otherwise z,,, = 0.

Lemma 5: When updating the dual variable «, by
Algorithm 2, we have

Mmax : |N|7na;c ‘Mmaz

2 reRriny
) —L;a (47)

Cmax

1 Cmax
v < : ]- .

Proof: We first show that Ineq. (47) holds by induction.
The right-hand side of Ineq. (47) is O before requests arrive.
Therefore, the induction hypothesis holds with o, = 0
initially. Let «, (before) and a,(after) represent the values
of v, before and after the arrival of request r’. We show that
Ineq. (47) holds by distinguishing two cases as follows.

Case 1. «, is not updated, i.e., z,, = 0, because of the
rejection of DT service request 7/, or admitting 7’ with none of
its S_DT deployed in cloudlet v. Because «,, is not updated,
ie., ay(after) = a,(before), then

Qy = <1+

(48)

ay(after) = a,(before)

Cmin * Mmin

=1 -1
( + Mmaz"N|mam'mmam

) EreR\{w} rw

Cmin * Mmin

> 11
- ( + Mmaw"N|maa:'mmaa:

pl v
) _17 ber',UZO

) ZTQR\{T’} rv

Cmin s Mmin

1
( +Mmaz'|N‘maz'mmax
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2rerny
) -1

(49)

Cmin * Mmin

=11
( + Mmaz'|N|maa:'mmax

Case 2. «, is updated, i.e., 7,7, = 1, because of admitting
DT service request 1’ with at least one S_DT deployed in
cloudlet v. Referring to the update function (46),

ay(after) = a,(before) - (1 +

Cr’ : Mr’,v
My -3 nen,, M n

> ay(before) - (1 +

Cr’ : Mr’,v
MU : ZnGNT/ My n

+

Mo |N|ma.'c * Mmax

Mma:c : |N‘mam * Mmazx

Cmin *Munin Zre R\{r'} Zr,v
> 1+ »
Mmam : |N|7naz “Mmaz

-1
( * Mmaw"N|maI'mmam

L Cmin Mmin . by Ineq. (47)

Mpya0- |N"maac ‘Mmazx

+

Cmin s Mmin

> (14
( Mma;c : |N|ma9: ‘Mmax

> ZT‘ER\{’I‘/} Zryv

Cmi,n * Mmin

Zpt g
1+ ~1,
( Mmam'|N|maz'mmaz>

by It = 1
2rerny
) 1

(50)

Cmin s Mmin

=1
( + Mmaw'|N|ma:E'mmaw

We then show that Ineq. (48) holds. «,, is 0 before requests
arrive, and a new request 7 is admitted with 1—C,.-> -y, ap >
0. Then

1

1
1-¢ - a, > 0= Qy < — =, < —.
" veZV ! ZUEV ! CT’ ! CmML

This means if v, > ——, v, will not be updated; otherwise
«, may be updated by function (46).

1 + Cr : Mr,v + Cr : Mr,v
Qy = Qi *
Y ! M, -Z’ILGNTmT7n M, 'ZnGNT My n
Cmaw > Cma:r
< 1+ + , 51
sz'n ( Mmin Mmin

where Ineq. (51) holds, because the consumed memory
resource M., on a cloudlet v of deploying S_DTs of request
r is at most that of deploying S_DTs of all candidate IoT
devices of request r, i.e., M, , < EneNT My p,- |
Lemma 6: The memory resource violation on each
cloudlet in the solution delivered by Algorithm 2 for
P1 is upper bounded by %, where ¢ = W .
(o (1 fpas )+ fpas+1) L

min min

., -
In(1 Cmin min
+ MmazIN|lmaz - mmaz
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Proof: From Lemma 5, we have

.. . ZTER 2r,v
14+ szn Mmin 1
Mmaw : ‘N|mam Mmax
Cmam Cmaac
< (1 .

We then have

ln (C?nin ) (1 + ]\/‘[’ﬁbi’ﬂ> + A{nLin + 1)
ZreRZT’U < Comin Mani
In (1 + Mm-rzv'\m;:mm)
The memory resource utilized in cloudlet v is

§ E mr,n *Trnv S |N‘mar *Mmagx * E Zrw

rERNEN, reR
1 Cmaz Cmaz
ln ((m,in ’ (1 + Mrrnn) + Mm,ﬂin + 1)
In (1 + Cmin Mmin )

Mmaz 'INl'm,a;c “Mmax

< |N‘maz *Mmax *

Following Constraint (25), the violation on the memory
capacity of a cloudlet thus is no more than . ]

Lemma 7: Denote by A; and Aj3 the values of the solutions
by Algorithm 2 for P1 and P3, respectively, we have
1‘5& - A1 > Az, where u,,;, is the minimum utility gain
of Hé%loying a S_DT by (3), and (4, is the maximum value
of ¢, by (43).

Proof: Because A; = Az = 0, the claim holds initially.
Let AA; and AAs be the value differences of A; and As
after the rejection or admission of DT service request 7,
respectively. We show that the claim holds, through showing
% -AA; > AAs for each request r as follows.

Case 1. Request r is rejected. Because AA; = AA; = 0,
we have 1Smes A4y > AA;.

Case 2. R&Lﬁlest r is admitted. We can see AA; is the utility
gain by request 7, and AAz =}, M, - Aa, + pi, by the
objective function (34), where Aq, is the value difference
of a, before and after the updating of «,. By the updating

functions (46) and (45) of «, and pu,, we have

C’r : Mr v
AA. = Mv . > -
As Zyev (MU . ZnENr My @
Cr ) Mr.v
+ ' + L
MU : ZnGNr m’ﬂ”)
Zv Mr,v C Oy Zv Mr,v
=( - eV Ty Y - LveV T

ZnENT My.n ZnENT Myn

+1_<T.Zvevav

<1+¢ (52)
< ﬂ . A-Al

Umin

1
< % CAAL (53)

where (52) holds as ), .y M, < ZneNr My 1€, G -
M, o
Zovey My < (. As M, , < ZneNT My, We have . -

neN,. Mr,n -

vev Mrvon o Cr* Y pey . Ineq. (53) holds, because the

ZneN,’, My p
utility gain by admitting request  is no less than the minimum

utility gain of deploying a S_DT, i.e., Upin. ]
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Theorem 3: Given an MEC network G = (V| E), a set N/
of IoT devices, a sequence R of arriving DT service requests
without the knowledge of future request arrivals over a given
time horizon, each arrived request r € R has a candidate
set of IoT devices N, for its S_DT deployment. There is an
online algorithm Algorithm 2 with a provable competitive
ratio of =»— for the dynamic social-aware S_DT placement
problem. The violation of memory capacity on any cloudlet
in the solution is no larger than 1), where 1 is defined in
Lemma 6, and the algorithm takes O(|N|?,,. + |N|maz - |V])
time per request r € R.

Proof: Denote by OPT (P1), OPT(P2) and OPT(P3)
the optimal solution values of P1, P2, and P3, respectively. Let
A; and A3 be the solution values delivered by Algorithm 2
for P1 and P3, respectively. We have wa A > As
by Lemma 7. Because Algorithm 2 delivers a feasible
solution to the minimization problem P3 by Lemma 4, then
As > OPT(P3). Because P3 is the dual of P2, then
OPT(P3) > OPT(P2) by the weak duality. As P2 is
the relaxation of the maximization problem P1, we have
OPT(P2) > OPT(P1). Thus, A3 > OPT(P1). Then,
Ay > Az/ (7147;53,7”) > OPT(P1)- (1122':;1

The analysis on memory capacity violation is given in
Lemma 6. We can see that there is no violation on the
global privacy budget of any admitted request as shown in
Lemma 3.

The time complexity of Algorithm 2 for examining each
incoming request r is dominated by invoking Algorithm I,
which is O(|N|?,,.. + |N|maz - |[V]), due to Theorem 2. W

max

VI. PERFORMANCE EVALUATION

In this section, we first evaluated the performance of
Alg. 1 for the static S_DT placement problem and the
impacts of important parameters on its performance. We then
evaluated the performance of Alg. 2 for the dynamic S_DT
placement problem and the impacts of important parameters
on its performance.

A. Experimental Settings

Consider an MEC network with the number of APs (and
their co-located cloudlets) ranging from 50 to 250. The
topology of each network is generated by the GT-ITM tool
[13]. The memory capacity on each cloudlet is drawn between
6,400 MB and 10,240 MB [39]. The amount of the allocated
memory of a container for implementing a S_DT ranges from
128 MB to 1,024 MB [39]. There are 1,000 IoT devices in
the MEC network, and there are 1,000 service requests. Each
request is issued by the user of a random IoT device, while
the number of candidate IoT devices of a request ranges from
10 to 20, and the candidate IoT devices are set randomly. The
global privacy budget on each request is set within [20, 40].
The values of trust gy, n, is randomly drawn within [0.1,0.9].
The interaction intensiveness l,,, », between two IoT devices
n1 and ng is randomly drawn within [0.1,0.9]. Parameters 7
and x in Eq. (1) are set as 0.5 and 10, respectively [9].

We first evaluated Algorithm 1, referred to as
Algorithm 1, for the static social-aware S_DT placement
problem against the following three benchmarks.
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Fig. 2. Performance of different algorithms for the static social-aware S_DT placement problem.
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Fig. 3.
Alg. I.

Impact of the number |R| of requests on the performance of

e Gdy_u: it greedily identifies a S_DT with the maximum
utility and its request has enough residual privacy budget
for the identified S_DT in each iteration. The chosen
S_DT then is deployed in a cloudlet with enough residual
memory resource. This procedure continues until no more
S_DTs can be identified or deployed in any cloudlet.

e Gdy_m: similar to Gdy_u, it identifies a S_DT with the
smallest memory resource consumption iteratively.

e LP: it is the relaxed Linear Program (LP) solution by
ILP (4), where 2, ,, is a real number between 0 and
1, and the solution delivered by LP is an upper bound
on the optimal solution of the static social-aware S_DT
placement problem.

e Randomized: it is the randomized algorithm in [37],
which first obtains a fractional solution through solving
the relaxed LP by ILP (4). It then rounds the frac-
tional solution into an integral solution, based on their
calculated probabilities, without causing any resource
violation.

We then studied the performance of Algorithm 2, referred
to as Alg. 2, for the dynamic social-aware S_DT place-
ment problem, against four benchmarks: Randomized_on,
Gdy_u_on, Gdy_m_on and LP, where Randomized_on,
Gdy_u_on, and Gdy_m_on, which are the online versions
of Randomized, Gdy_u and Gdy_m, respectively. This
means that Randomized_on, Gdy_u_on and Gdy_m_on invoke
Randomized, Gdy_u and Gdy_m respectively to admit each
incoming DT service request. We can see that the solution of
LP is the upper bound on the optimal solution of the dynamic
social-aware S_DT placement problem.

The value in each figure is the mean of 30 different
network instances with the same size. The running time of
each algorithm is obtained by a desktop with an Octa-Core
Intel(R) Xeon(R) CPU @ 2.20 GHz, 32G RAM. Unless

1e+04
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Fig. 4. Impact of the number | N;| of candidate IoT devices for each request
r on the performance of Alg. 1.
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Fig. 5. Impact of the global privacy budget B, for each request r on the
performance of Alg. 1.

otherwise specified, we adopt the above-mentioned parameters
by default.

B. Performance Evaluation of Algorithms for the Static
Social-Aware S_DT Placement Problem

We first studied the performance of Alg. 1 for the static
social-aware S_DT placement problem against four com-
parison algorithms Gdy_u, Gdy_m, LP and Randomized,
by varying network size from 50 to 250. Fig. 2 plots the
performance curves of the five comparison algorithms, from
which it can be seen when network size is 250, the utility
of Alg. 1 is 86.9% of that of LP, but outperforms Gdy_u,
Gdy_m and Randomized by 21.1%, 26.2%, and 14.9%,
respectively. The rationale is that Alg. 1 jointly considers
the privacy budget and memory resource for deploying S_DTs
in maximizing the total utility gain. Fig. 2(b) indicates that
Alg. 1 takes a longer running time, compared with those
of Gdy_u and Gdy_m, because the solution by Alg. 1 is
achieved through a series of refinements on the initial solu-
tion. Among the comparison algorithms, Randomized for
the LP takes the longest running time. Fig. 2(c) shows the
theoretical approximation ratio and the empirical ratio by
Alg. 1, where the theoretical approximation ratio is analyzed
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Fig. 6. Performance evaluation of different algorithms for the dynamic social-aware S_DT placement problem.

600

in Theorem 2, and the empirical ratio is the accumulative
utility by Alg. 1 divided by that of LP. We can observe
from Fig. 2(c) that the empirical ratio of Alg. 1 is 0.869,
which is significantly larger than its theoretical approximation
ratio, as the theoretical analysis on the approximation ratio
is the most conservative one, and obtained in the worst case.
Notice that the analytical approximation ratio is determined
by the heterogeneous resource environments - the difference
between either the ratio of m,,;, t0 Mqz, and the ratio of
Omin 10 O1maz, by Theorem 2. It is observed that the empirical
performance of algorithm Alg. 1 is significantly better than
its analytical counterpart, as evidenced by Fig. 2.

We then investigated the impacts of important parameters
on the performance of Alg. 1 over the given time horizon.

(a) We investigated the impact of the number | R| of requests
on the performance of Alg. 1, by varying |R| from 500 to
2,000. It is evidenced from Fig. 3(a) that the utility in the
solution delivered by A1g. 1 when |R| = 500 is 37.4% of
that by itself when |R| = 2,000, assuming that the network
size is 250. Fig. 3(b) demonstrates A1g. 1 with 2, 000 requests
takes the longest running time. The justification is that more
utilities can be obtained with a large number of requests, while
taking more time to examine the requests.

(b) We studied the impact of the number |N,.| of candidate
IoT devices for each request r on the performance of A1g. 1,
by choosing |N,.| = 10, 15, 20, and 25, respectively. As seen
from Fig. 4(a), the utility obtained by A1g. 1 when |N,.| = 25
is 44.2% of that by itself when |N,.| = 10, assuming that the
network size is 250. This is because of the utility definition
(3), i.e., the utility gain of selecting an IoT device for a
request depends on the total interaction intensiveness of all
the candidate IoT devices of the request. Fig. 4(b) implies
that a larger value of |N,| leads to more running time due to
more candidate IoT devices for requests to be examined.

(c) We evaluated the impact of the global privacy budget B,
demanded by each request r on the performance of Alg. 1.
Fig. 5 plots the performance curves of Alg. | when B, =
20, 30,40 and 50, respectively. It is observed from Fig. 5(a)
that the utility by Alg. 1 with B, = 20 is 54.3% of that
by itself with B, = 50, assuming that the network size is
250. This is because a large global privacy budget can be
allocated to select more IoT devices for providing DT data for
each request, with a larger B,.. Also, Alg. 1 with B, = 50
achieves the similar performance by itself with B, = 40. This
is justified by that the memory resource capacity constraint is
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Fig. 7. Impact of the number |R)|
Alg. 2 over a given time horizon.

of requests on the performance of

the bottleneck, when the global privacy budgets of requests are
large. Fig. 5(b) shows that a larger B, leads to more running
time, because of managing larger global privacy budgets of
requests to select more IoT devices to provide DT data.

C. Performance Evaluation of Algorithms for the Dynamic
Social-Aware S_DT Placement Problem

We then investigated the performance of Alg. 2 for the
dynamic social-aware S_DT placement problem against four
benchmarks: Gdy_u_on, Gdy_m_on, LP and Randomized_on,
by varying network size from 50 to 250. Fig. 6(a) shows that
when network size is set at 250, the performance of Alg. 2 is
around 83.3% of that of LP - the upper bound on the optimal
value in terms of utility. Alg. 2 also outperforms Gdy_u_on,
Gdy_m_on and Randomized_on by 31.6%, 27.3% and 19.8%,
respectively. This is because Alg. 2 adopts the primal-dual
dynamic updating technique to establish an efficient admission
control policy to handle each incoming DT service request,
which takes more running time than that of Gdy_u_on and
Gdy_m_on, as evidenced in Fig. 6(b). The resource usage ratios
of cloudlets by Alg. 2 is shown in Fig. 6(c), where the
resource usage ratio of a cloudlet is its consumed memory
resource to its memory capacity, and we can see the memory
capacity of any cloudlet is violated by no greater than 13.8%.

The rest is to study the impacts of important parameters on
the performance of A1g. 2 over the given time horizon.

We investigated the impact of the number |R| of requests
on the performance of Alg. 2, by changing the number of
requests from 500 to 2,000. Fig. 7(a) demonstrates that the
utility delivered by Alg. 2 when |R| = 500 is 46.1% of
that by itself when |R| = 2,000, with the network size of
250. This is due to the fact that Alg. 2 intends to admit DT
service requests with less resource consumption referring to its
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Fig. 8. Impact of the number | Ny.| of candidate IoT devices for each request
r on the performance of Alg. 2.

admission control policy, thereby obtaining more accumulative
utility gain with the dynamic arrivals of requests. Also, it takes
more time to examine more requests as shown in Fig. 7(b).

We studied the impact of the number |N,.| of candidate IoT
devices for each request r on the performance of A1g. 2, with
| N;| from 10 to 25. Similar to the phenomena in Fig. 4, we can
see from Fig. 8(a) that the utility obtained by Alg. 2 when
|Ny| = 25 is 51.3% of that by itself when |N,| = 10, when
the network size is 250. This is because the utility gain of
selecting an IoT device for the S_DT deployment of a request
intends to decrease with the increasing number of candidate
IoT devices of the request, by the utility definition (3).

VII. CONCLUSION

In this paper, we investigated the novel social-aware ser-
vice provisioning in DT-assisted MEC environments. We
first introduced a differential privacy-based federated learn-
ing framework for admitting service requests. Built upon
the framework, we then formulated two social-aware S_DT
placement problems under static and dynamic settings of
service request arrivals. For the static version of the problem,
we provided an ILP formulation when the problem size is
small or medium, otherwise we developed a performance-
guaranteed approximation algorithm. For the dynamic version
of the problem, we devised an online algorithm with a prov-
able competitive ratio, by leveraging the primal-dual dynamic
updating technique. Finally, we conducted simulations to eval-
uate the performance of the proposed algorithms. Simulation
results show that the proposed algorithms outperform their
counterparts, improving the comparison baselines by at least
14.9%.
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