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o Cloud computing has emerged as a new type of 
commercial paradigm due to its overwhelming 
advantages, such as flexibility, scalability, and cost 
efficiency.
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o  One technique to protect the data from a 
potentially untrusted cloud service provider (CSP)  
is for the data owner to encrypt data and 
distribute decryption key to authorized data users.

Outsource 
encrypted data

Distribute 
decryption key

Access 
encrypted data

Data owner Data user

Cloud

The 4The 4The 4The 4thththth    International Workshop on Security in Cloud Computing  (CloudSecInternational Workshop on Security in Cloud Computing  (CloudSecInternational Workshop on Security in Cloud Computing  (CloudSecInternational Workshop on Security in Cloud Computing  (CloudSec    2012)2012)2012)2012)2012-9-12



ChallengeChallengeChallengeChallenge————————User revocationUser revocationUser revocationUser revocation

6

o The key problem of storing encrypted data in the 
cloud lies in revoking access rights from users. 
o A user whose permission is revoked will still 
retain the keys issued earlier, and thus can still 
decrypt data in the cloud.

o Data owner should:
o(1) Re-encrypt data
o(2) Re-key to    
remaining users

oFrequent revocation   
�performance bottleneck
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o Data is replicated over multiple servers for high 
availability. Cloud servers execute re-encryption 
while receiving commands.

Data owner

Re-encryption 

command

Cloud
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o While experiencing network outages, commands 
cannot propagate to all servers in a timely fashion, 
thus creating security risks.

Cloud

×
××

Revoked user

Access request

Files without
 re-encryption
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o To reduce the workload at the data owner, proxy 
re-encryption (PRE) technique is applied to 
delegate the cloud for re-encryption.

PRE allows the cloud to convert a ciphertext 
encrypted under Alice’s public key into the 
ciphertext that can be decrypted by Bob’s private 
key without seeing the underlying plaintext.
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  ABE allows  to encrypt data specifying an access 
control policy over attributes, so that only users 
with a set of attributes satisfying this policy can
decrypt the corresponding data

For example, a file encrypted using the 
access structure  (a1 ∧ a2) ∨ a3  means 
that either a user with attributes a1 and 
a2, or a user with attribute a3, can 
decrypt the file.
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o The data owner outsources a set of files F1,…, Fn 
to the cloud.

o Each file is encrypted with two parameters, 
access time and access structure.

oEach user is associated with a set of attributes 
and an eligible time, where the eligible time
means how long the user can access the data. 
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o The data owner and the cloud share a root 
secret key s in advance, so that the cloud can use 
s to calculate the PRE keys based on its internal 
clock, and re-encrypts the ciphertext with these 
PRE keys.

oA file can be decrypted by only the users whose 
attributes satisfy the access structure, and whose 
eligible time satisfies the access time.
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o Cloud service provider (CSP) 
oHonest-but-curious: Always correctly execute a 
given protocol, but may try to gain some 
additional information about data.

o Malicious data users
o Try to learn the file content that he is not 
authorized to access. 

o CSP and data users will not collude
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oThe data owner sends the encrypted file and a 
root secret key to the CSP

Data owner

oThe shared secret key
oCannot decrypt the file
ois used to re-encrypt file
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oThe CSP will replicate the file as well as the root 
secret key to many cloud servers. 
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oWhen receiving a request from a user, the
cloud server automatically re-encrypt the file 
using the root secret key based on its own clock
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Sample time tree

We use (y, m, d), (y,m), and (y) to 
denote a particular day, month, and 
year, respectively.
For example, (2011, 4, 5) denotes 
April 5, 2011.

oTime is divided into a time tree.
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1

An automatic, time-
based, re-encryption
scheme is proposed 
for unreliable cloud 
environments

2

An attribute-based 
encryption (ABE) 
scheme is extended by 
incorporating 
timestamps to perform 
proxy re-encryption

3

We incorporate time 
concept to the 
encryption scheme, so 
that the user with a 
small number of secret 
keys can rapidly 
recover data
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I can pass on your 
questions to Ms. Qin Liu
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