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ABSTRACT

The investigation of message freshness in multi-hop wireless networks with unreliable links and heterogeneous
forwarding costs is crucial for real-time monitoring and control applications. Existing routing protocols for un-
reliable networks typically optimize hop count, expected transmissions, or simplified time-based utility models,
which can overlook how information value decays with staleness at the destination. In this work, we intro-
duce an Aol-sensitive net-utility formulation that explicitly couples an update’s delivery benefit with an Age-of-
Information freshness penalty and cumulative forwarding costs under retransmissions on unreliable links. We
consider stochastically periodic message update generation, where inter-generation times are random with mean
T, and each update carries an intrinsic benefit » while incurring node-dependent forwarding costs and random
additional delay due to link failures. We propose an optimal routing algorithm that maximizes the long-run
expected utility by dynamically selecting routes in real time and discarding updates whose anticipated utility
contribution does not justify their remaining expected cost. By deriving a closed-form expression for the expected
utility attrition of repeatedly attempting an unreliable link until first success, we reduce the routing decision to a
shortest-path computation with analytically computed edge weights and an online forwarding/drop rule. When
a link attempt fails (detected after a random failure-detection time), the transmitter incurs an additional for-
warding cost and an additional freshness loss proportional to the elapsed waiting time. In our baseline analysis
and algorithm, we adopt a standard link-layer Automatic Repeat reQuest (ARQ) rule that immediately retries
the same next hop until first success. We also discuss how the same shortest-path reduction extends to non-
exponential empirical failure-time distributions by replacing only a per-link conditional mean term. Finally, we
conduct simulations on three representative graphs to evaluate the effectiveness of the proposed algorithm under
varying reliability, cost, and Aol-sensitivity parameters.

1. Introduction

since the generation time of the most recently received update [1,2]. A
large body of Aol research focuses on scheduling, sampling, and trans-

Timely information delivery is a first-order requirement in many
multi-hop wireless systems, including cyber-physical monitoring and
control, vehicular and aerial sensing, emergency and disaster response,
and industrial IoT. In these settings, routing decisions are constrained
not only by path length or energy expenditure, but also by (i) link un-
reliability, which induces retransmissions and random additional delay,
and (ii) heterogeneous forwarding costs across intermediate nodes due
to energy, congestion, or operational incentives. As a result, a routing
strategy that is “good” for one update may be suboptimal for the next
update, because the value of delivering an update depends on how stale
the destination currently is and how soon a newer update is expected to
arrive.

The Age of Information (Aol) has emerged as a principled metric for
quantifying destination-side freshness; it measures how long it has been
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mission policies that minimize average/peak Aol under queueing and
interference constraints [3]. Complementary multi-hop studies examine
how routing and link activation affect Aol and throughput tradeoffs [4].
However, in many operational networks, the objective is not Aol mini-
mization per se: operators often care about an explicit trade-off between
freshness and the cost paid to deliver updates (energy, payments, or re-
source consumption), and they may rationally prefer to discard an overly
delayed update if a newer update is imminent.

Motivated by this gap, we study utility-based routing for stochasti-
cally generated status updates in unreliable multi-hop networks. Our key
modeling choice is to optimize a net utility that explicitly couples (a)
a message’s intrinsic benefit upon delivery, (b) an Aol-sensitive fresh-
ness penalty that increases with the destination’s current Aol at delivery
time, and (c) the cumulative forwarding cost incurred along the route,
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Fig. 1. The model of our problem. The routing network has unreliable links. The stochastically periodic message updates are generated at the source at #;, where
(t; —1;_;) ~ X, and received at ¢/, where X is the distribution that the temporal lag between consecutive messages follows, where E[X] = T.

including the cost and delay of retransmissions under link failures. Crit-
ically, the utility of an update is evaluated in the context of the update
stream: it depends on the time of the previous successfully received up-
date and on the expected time scale of the next update arrival (via the
stochastic update period). This differs from standard routing formula-
tions that treat packets independently and from AoIl-minimization for-
mulations that do not attach explicit per-update benefits/costs.

From an algorithmic standpoint, we show that this Aol-sensitive net-
utility maximization admits an efficient optimal solution under complete
statistical knowledge of link reliability and delay. We derive a closed-
form expression for the expected utility attrition of attempting an unreli-
able link until first success, under a failure-time model that captures the
empirical phenomenon that failures are detected after a random waiting
time. This converts the stochastic routing problem into a shortest-path
problem on a graph with analytically computed edge weights, enabling
the use of classical polynomial-time shortest-path routines. Importantly,
the resulting routing rule is online: intermediate nodes can decide to
continue forwarding or to drop the current update when its remaining
expected net contribution becomes negative.

Feasibility in real networks is supported by a lightweight feedback
mechanism: upon reception, the destination broadcasts a short acknowl-
edgment carrying only the update sequence ID, allowing intermediate
nodes to track the most recently delivered update without maintaining
large state. Because this feedback is small and can be prioritized, it is
reasonable in low-rate status-update regimes to assume it propagates
faster than the update generation period. Under this standard “single-
in-flight update” regime, each update can be routed with a fresh view
of the destination’s latest received sequence. Fig. 1 shows an illustration
of the problem.

The novelty of this work is not merely using Aol as a performance
metric, but embedding Aol into a cost-benefit utility and deriving an opti-
mal routing rule for unreliable multi-hop networks under that objective.
Concretely, we make the following contributions:

¢ Aol-sensitive net-utility model for unreliable multi-hop routing. We
formalize a utility that rewards delivery benefit while penalizing (i)
freshness loss via destination Aol and (ii) cumulative forwarding
cost, including retransmission-induced increments under link fail-
ures. The model is tailored to stochastically periodic update genera-
tion and explicitly accounts for the update-stream context (previous
delivered update and the expected time scale of the next update).
¢ Reduction to a shortest-path problem via expected utility attrition.
We derive a closed-form expected utility reduction for an unre-
liable link when it is retried until first success, yielding analyti-
cally computable edge weights. This converts the stochastic utility-
maximization problem into a dynamic shortest-path computation
with polynomial complexity.
Online optimal routing with principled dropping. Building on the op-
timal path structure, we provide an online forwarding rule that may
drop an update mid-route when its remaining expected net utility
becomes negative. This directly addresses scenarios where deliver-
ing an overly stale update is not worthwhile because a newer update
is expected soon.

e Evaluation on representative topologies. We validate the proposed
scheme via simulation on sparse, dense, and ARPANET-like graphs,
demonstrating how unreliability, costs, and Aol-sensitivity jointly
shape routing decisions and achieved utility.

The remainder of the paper is organized as follows. In Section 2,
related works are reviewed. In Section 3, the general model of the prob-
lem is proposed. In Section 4, the optimal solution for the general case
of unreliable networks is presented. Section 5 presents the simulation
results to verify the efficiency of the algorithms. Finally, Section 6 gives
the conclusion.

2. Related work

We position this paper relative to three main research threads: (i)
reliability- and cost-aware routing metrics for multi-hop wireless and
sensor networks, (ii) utility-based routing with time-sensitive objectives,
and (iii) Aol theory and Aol-centric optimization (including multi-hop
settings). Our contribution sits at their intersection: we embed Aol into
a per-update cost-benefit utility in an unreliable multi-hop routing prob-
lem and derive an optimal (in expectation) shortest-path structure with
an online forwarding/drop rule.

2.1. Reliability- and cost-aware routing metrics

Classical multi-hop routing work optimizes structural proxies such
as hop count or additive transmission costs, which are often insufficient
under lossy links and heterogeneous forwarding costs. Early ad hoc and
sensor-network routing protocols emphasize feasibility and distributed
operation under mobility and limited state [5], while subsequent work
proposed objective-driven routing designs such as maximum-lifetime
routing and energy-aware forwarding [6]. Related families of schemes
incorporate link reliability through path lifetime or stability notions
[5,6]1, or through bottleneck-link criteria that maximize the weakest-link
reliability on a path [7]. These approaches capture aspects of link qual-
ity, but do not directly model how retransmission-induced delay affects
the value of delivered information, nor do they incorporate a destination-
side freshness state.

A widely used reliability-aware metric is the Expected Transmission
Count (ETX/ETC) and its variants, which estimate the expected number
of (re)transmissions required for successful delivery [8,9]. MintRoute
similarly incorporates measured link delivery ratios for robust data col-
lection in sensor networks [10], and follow-on work studies its security
and deployment considerations [11]. These metrics are closely related
to our analysis in that they normalize link “cost” by success probability.
However, ETX/ETC-style objectives typically target throughput or de-
livery efficiency and do not couple retransmission-induced delay with a
destination freshness penalty or an explicit per-update benefit. In con-
trast, our formulation assigns each update an intrinsic benefit and sub-
tracts an Aol-sensitive freshness loss and cumulative forwarding costs,
yielding a route choice that can change from update to update and can
trigger principled dropping when continued forwarding is not worth-
while.
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2.2. Utility-based and time-sensitive routing

Utility-based routing introduces composite objectives that trade off
delivery gain against resource expenditure. Opportunistic and utility-
based ad hoc routing has been used to balance reliability and en-
ergy/cost, often prioritizing higher-reliability paths for higher-value
packets [12,13]. In delay-/disruption-tolerant and intermittently con-
nected regimes, utility-driven designs select forwarding opportunities
based on estimated delivery benefit under contact uncertainty [14] and
exploit social structure to improve delivery probability [15,16]. A com-
plementary line considers time sensitivity directly via utility decay with
time or deadlines: examples include time-sensitive opportunistic utility-
based routing in DTNs [17], time-sensitive single-copy routing under
low duty cycles [18], time-sensitive duty-cycled sensor routing under
unreliable links [19], deadline-sensitive routing in cyclic mobile social
networks [20], and other utility-based models with location- or context-
dependent utility [21,22]. These works motivate the importance of time
sensitivity, but they typically employ a packet-centric or linear time-
decay objective and do not explicitly incorporate the destination’s Aol
state or the update-stream context (previous delivered update and ex-
pected time-scale of the next update) that is central in our net-utility
definition.

2.3. Aol foundations and Aol-centric optimization

Aol has emerged as a principled freshness metric capturing how long
the destination has remained uninformed since the generation time of
its latest received update [23,24]. Foundational work formalized Aol-
based performance measures and optimal update-frequency tradeoffs
in status-update systems [2], and surveys provide a broad taxonomy
of Aol models, metrics, and optimization approaches [1,25]. Much of
the Aol literature seeks to minimize average/peak Aol through schedul-
ing, sampling, or transmission policies under queueing and interference
constraints [3], and it has expanded to diverse settings such as random
access [26,27], opportunistic scheduling and channel access [28,29],
multi-source queueing models [30], service preemptions and request de-
lays [31], and energy-harvesting update systems [32]. Aol has also been
extended beyond pure communication delay to incorporate process-
ing/offloading decisions [33] and the effects of network coding [34].

Within multi-hop networks, Aol introduces additional structure be-
cause routing and link activation affect both delivery times and the des-
tination’s freshness evolution. Prior work studies Aol/throughput trade-
offs in routing-aware multi-hop wireless networks [4], and Aol-aware
DTN routing strategies have also been explored [35]. These Aol-centric
studies generally optimize Aol (possibly with throughput or access con-
straints) and typically forward all generated updates according to the
chosen scheduling/routing policy. Our objective differs: we optimize
long-run net utility that explicitly includes (i) a per-update delivery ben-
efit, (ii) an Aol-sensitive freshness loss evaluated at delivery time, and
(iii) cumulative forwarding cost including retransmissions on unreliable
links. This change in objective produces qualitatively different behavior-
most notably, the ability to drop an update mid-route when its remaining
expected net contribution is negative.

2.4. Aol-aware utility objectives and closest comparisons

Hybrid objectives that mix freshness with other system costs/bene-
fits appear implicitly across several recent Aol application domains (e.g.,
access control and scheduling under constraints [26-29], energy-limited
updates [32], and queueing/service constraints [30,31]), but these for-
mulations are usually not expressed as a per-update cost-benefit routing
utility with node-dependent forwarding costs and explicit retransmis-
sion modeling. On the routing side, prior utility-based models combine
link cost and reliability to maximize an expected utility metric [13],
and time-sensitive utility-based routing under unreliable links has been
studied with simpler time factors [17-20]. Our work differs in two key
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ways: (i) the time sensitivity is Aol-grounded and evaluated relative to
the destination’s freshness state [1,23,24], and (ii) the update utility is
evaluated in the update-stream context (previous delivered update and
expected next-update timescale), rather than treating packets indepen-
dently. A restricted version of our Aol-sensitive routing perspective was
introduced for deterministically periodic generation [36]; here we gen-
eralize to stochastically periodic generation and derive a closed-form ex-
pected utility attrition for unreliable links retried until success, enabling a
shortest-path reduction with analytically computed edge weights and an
online forwarding/drop rule. Related Aol-graph structuring ideas such
as edge pruning under Aol considerations [37] further motivate graph-
level approaches, but do not provide the same net-utility objective and
shortest-path optimality structure we establish for unreliable multi-hop
routing with retransmission costs.

2.5. Unreliability modeling and algorithmic perspective

A distinguishing feature of our model is that link failures are detected
after a random time (rather than instantaneously), and retransmissions
therefore incur both additional cost and additional delay that directly
degrades freshness at delivery. Exponential-time failure models are stan-
dard in reliability and failure-time analysis [38,39], and they yield
tractable closed forms that we exploit to compute expected utility attri-
tion per link. Algorithmically, our reduction leverages classical shortest-
path methods: Bellman-Ford-style routines (including improved vari-
ants) [40] and Floyd-Warshall-style all-pairs methods (with attention
to pathological cases such as negative cycles) [41]. Finally, while our
appendix uses standard probabilistic tools to compute the expected tri-
als to first success (a geometric/Bernoulli-trial fact), generating-function
techniques are a common and reusable analytic approach in reliability
and optimization settings [42].

2.6. Summary

Taken together, existing work either (a) optimizes routing met-
rics that reflect cost/reliability but do not model destination fresh-
ness [5,7-11], (b) uses utility-based routing with time sensitivity not
explicitly tied to Aol [12-22], or (c) optimizes Aol directly under
scheduling/access/queueing constraints, including emerging multi-hop
Aol studies [1,3,4,23-35]. Our work bridges these threads by embed-
ding Aol into a per-update cost-benefit utility for unreliable multi-hop
routing, deriving closed-form link-level expected utility attrition under
failure-time uncertainty, and yielding an optimal shortest-path structure
with an online forwarding/drop mechanism.

3. Proposed model

In this section, we show the model of the Aol-based utility that is
attributed to the stochastically periodic message updates. Furthermore,
we discuss the model of an unreliable network that is used to deliver
the messages from the source node s to the destination node d.

3.1. Age of information

Consider a source-destination system. Let #; be the times at which a
message update is generated at the source node s. Let 7/ be the times
at which this message is received by the destination node d. First, we
need to define that at any time ¢, the function N () would be the index
of the most recently received message at the destination node. Thus the
following equation defines N (7):

N(t):max{i|t; <t} (€8]

Now, we simply define the Aol of the message at any time ¢. The
Aol of a message generated at the source node s to be delivered to the
destination node d is given as follows [23]:
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Fig. 2. Anillustration showing the utility function over the transmission for two
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indicate this decay rate, not a geometric angle. The average height of the shaded
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article.)
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Unless otherwise stated, Aol refers to the instantaneous age defined
in (2), while performance is evaluated through long-run time averages
as in (5).

3.2. The Aol-based utility model of messages

In our model, message generation occurs in a stochastically periodic
manner, with a temporal lag between consecutive messages sampled
from some random distribution X that is characterized by its average
E[X] = T. Each message update carries an intrinsic beneficial reward b,
which is the reward in case of the arrival of the message from the source
node s to the destination node d. However, there is a cost charged at each
intermediate node (all nodes but s and d) for forwarding the message.
We will represent the total cost charged on the message utility by the
network nodes using C. Furthermore, the total utility of the message
is linearly proportional to the age of the message (i.e. the freshness of
the message). This means that higher Aol values of the message (A(¢))
make the total utility decrease linearly. In general, we set a factor of
§ to represent the proportion by which the Aol affects the total utility
with respect to the total forwarding cost C and beneficial reward b. This
factor of 6 is set depending on the importance of the freshness of the
message with respect to its intrinsic beneficial reward of arrival » and
the total cost of forwarding C. Hence, the construction of the utility
function has to follow the term:

b—8AG) - C 3

This utility needs to be lower-capped by —C. Applying that, we end
up with a time-sensitive Aol-based utility model of messages u(r) shown
in Eq. (4).

u(t) = max{—C,b—5A() — C} (C)]

We notice that once the value of the proportion of the message age
penalty 6A(r) becomes high enough to reach the threshold of the bene-
ficial reward b, it would be better to discard the message after incurring
a cost of C rather than delivering the message. Fig. 2 illustrates the
Aol-based utility model of messages. Between receptions, A(f) increases
at unit rate, so on the unclipped linear segment the utility decreases
linearly in time with constant slope —§ (i.e., § is the magnitude of the
utility-decay rate per unit time). In Fig. 2, the § callouts annotate this
decay rate rather than a geometric angle. The utility function is lower-
capped by the value of —C.

Finally, the routing objective is to maximize the long-run time-
average utility induced by (4), i.e., (5). This formulation captures steady-
state performance rather than a finite-horizon objective.
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Remark (utility maximization vs. Aol minimization). Eq. (5) op-
timizes a utility that includes an Aol-sensitive freshness penalty and
explicit forwarding costs, rather than optimizing Aol alone. This dis-
tinction is central: minimizing Aol treats all successful deliveries as
beneficial and typically targets age metrics directly, while our formu-
lation allows the network to trade freshness against cost and to drop
updates whose expected net contribution is negative. Consequently, our
“optimality” claims throughout the paper are with respect to maximiz-
ing the time-average expected utility in Eq. (5) under the stated network
and information assumptions.

3.3. The model of the network

We consider an unreliable network represented by graph G that is
composed of the nodes set V', which includes the source node s and the
destination node d, with their associated links E. Those nodes are linked
with probabilistically unreliable links. The probability that a message
transmits successfully in the link between nodes i and j is denoted by
p; ;- N; denotes the neighbor set of node i, and j € N;.

In case the link between nodes i and j succeeds in transmitting
the message, the message would take exactly 7; ; time units. However,
in case the link between nodes i and j fails to transmit the message
(which would occur with a probability of (1 — p; s the failure at the
link doesn’t happen immediately once the node forwards the message.
The failure happens after some time that follows some distribution. In
our model, we assume a truncated exponential failure-detection time
with mean parameter 4, ;, which can be characterized in terms of 7;;
and p; ;. This choice is justified as exponential distributions arise natu-
rally in the context of failure time [37-39]. In case of failure, the node
may try the same link again immediately with the same previous success
chance p; ;.

3.3.1. Retransmissions and how delay/cost increments are quantified.

We model a single transmission attempt over link (i, j) as follows:
with probability p; ; the attempt succeeds and consumes a determinis-
tic time 7; ;; with probability 1 - p; ; the attempt fails and the failure
is detected after a random time F;; € [0, 7; ;). Each attempt incurs the
forwarding cost ¢; regardless of success or failure. After a failure is de-
tected, node i immediately retries the same link (i, j) (ARQ-style) until
the first success; across attempts, success/failure outcomes and failure-
detection times are assumed i.i.d. Therefore, each additional failed at-
tempt contributes an extra utility reduction of ¢; + F; ; (the extra for-
warding cost plus the freshness loss accrued over the extra waiting time),
while the final successful attempt contributes ¢; + 7, ;. These are the
“additional time delay and cost increments” incurred by retransmis-
sions, and Lemma 1 aggregates them into the expected per-link utility
attrition E[R; ;] used as an edge weight by Algorithm 1.

3.3.2. Adaptability beyond exponential failure times.

While we use a truncated exponential model to obtain closed-form
expressions, the shortest-path reduction does not rely on the exponen-
tial shape per se. For real-world links whose failure-detection times fol-
low other distributions, the same analysis applies as long as we can
compute (or estimate from measurements) the conditional mean ;4,/1 =
E[F;; | failure]. In that general case, the same geometric-trials argument

. . 1-p; ; . .
yields E[R; ;] = [% + 6(7,; it ;f’f ,u;.fj . Thus, Algorithm 1 remains un-
ij iLj >

changed: one simply plugs these empirically calibrated E[R, ;] values
as edge weights. The truncated exponential assumption is adopted here
because it provides a closed-form ﬂff,j in terms of (z; ;, p; ;), yielding the
simplified expression stated in Lemma 1.
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Fig. 3. An example of the problem, where each link between node i and node j has a specific time delay 7, ;. Each intermediate node v, has its forwarding cost c;.
() has all links reliable. (b) has all links reliable except the middle one where p,, = 0.5..

—> udropsm,

m, received at u

(a) The case where the expected uptick of utility is lower
than € when a message arrives at node u, hence the
message is dropped.

ms
L.Moyms ... mq

—>

ms received at u

u forwards m3

(b) The case where the expected uptick of utility is higher

than C so the message is forwarded.

Fig. 4. An illustration of the optimal routing protocol. Feedback messages m]
and m; are flooded back into the network (only m/l is illustrated).

Since the time taken by the link between nodes i and j in case of
failure follows the exponential probability distribution, the cumulative
distribution function (CDF) would be:

Fiy=1-e¢"%i, 0<t<r1, (6)

In addition, since the probability that the link takes time less than
7; ; equals the probability of failure, which is (1 - p; ), the value of the
CDF at 7, would be the same as this failure probability. Hence, 4; ; can
be characterized as shown in Egs. (7)-(8).

F(r)=1-e T/t =1-p,; )

Ay = _Ti,j/l(’g[’i,j (€))

where the log represents the natural logarithm with the base e. It is
worth mentioning that in our model, we consider that the consecutive
events of trials using a certain link to attempt delivery of a message are
independent from each other.

Furthermore, we consider a forwarding cost at each node i to be
denoted by c;. This forwarding cost would be incurred each time the
node tries to forward the message regardless of whether the message
was successfully or unsuccessfully delivered. Lastly, in the model of the
network that we have, whenever a message update m; is received at the
destination node d, it broadcasts back into the network a short times-
tamped acknowledgment which includes only an update sequence ID
m;. We also assume that the message and acknowledgment transmission

Algorithm 1: Determining the optimal path.

Require: G,5,T.

Ensure: Minimum cost C + §A(?) from s to d. //i.e., maximum
utility.

Initialization: V(i, j) € E, set distance(i, j) = E[R, ;] based on
Eq. (9).

1: Invoke Bellman—Fords(G).

2:fori eV do

3: Get shortest distance D(s, i).

4: return both shortest distance D(s,d). and the shortest path,

which is z[d], z[z[d]], ....

time is much shorter than the average message update period T. Hence,
the network handles one message update at a time.

4. The optimal solution of the problem

In this section, we provide the optimal solution for the general un-
reliable problem and prove the optimality of our proposed solution. We
assume that the information is always complete.

4.1. Evaluating the expected utility reduction

First, because of the probabilistic nature of our problem, we con-
sider that the optimal solution is the solution that chooses the path of
the message updates generated at the source node s to be delivered to
the destination node d through the network (or chooses to drop the mes-
sage), where this choice guarantees that the expected value of the util-
ity E[u(r)] is maximized, where the notation E[.] represents the expected
value.

Since the objective is to maximize the expected utility value, we can
direct our focus on minimizing the expected reduction of utility instead.
We denote the expected reduction of utility when the message update
is forwarded from node v; to node v; by E[R,;]. Lemma 1 gives the
accurate characterization of the expected reduction of utility E[R, ;1.

Lemma 1.

Given two nodes v; and v; with success probability p; ; and transmission
time ; ; for the unreliable link between them, and given the forwarding cost
¢;, the utility reduction for transmitting a message update from node v; to
node v; is given by:

E[R, ;1= (1 —p; ;)7 )8/(p; ; logp; ;) + ¢i/pi )]

Proof. The proof of the lemma is in the appendix. [

4.2. Optimal path algorithm

Algorithm 1 shows the way to return the path that has the minimum
expected total attrition in utility, which is the “shortest path”. D(s, i) in
the algorithm represents the expected “distance” from the source node
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Fig. 6. The simulation results from running Algorithm 2 when § = 1. The left column is the result after applying the algorithm on the sparse topology, and the right

column is result after applying the algorithm on the dense topology.

Fig. 7. Backbone ARPANET topology. The reliability and cost values are set to
depend on the distances.

s to the node i. This distance is the expected reduction of the total util-
ity for a certain path taken from s to i. The node z[i] represents the
predecessor of node i in the optimal path evaluated.

Theorem 1. The path produced by Algorithm 1 is the optimal path that
maximizes the expected Aol-sensitive utility. The time complexity is O(|V| X
|ED.

Proof.

Our efficient optimal solution is based on choosing the path that min-
imizes the total reduction of the utility (§A(r) + C). Furthermore, since
the links of the network are unreliable and succeed only at a certain
probability, the optimal solution will be based on the expected total
reduction of the utility if a link is used over and over again until it
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Fig. 8. The simulation results from running Algorithm 2 when 6 = 2. The left column is the result after applying the algorithm on the sparse topology, and the right

column is the result after applying the algorithm on the dense topology.

succeeds in delivering the message, considering the exponential proba-
bility distribution of the time taken in case of failure.

Considering the utility reduction derived in Lemma 1 as the “dis-
tance” between nodes v; and v;, our optimal path would be the “short-
est path” between the source node s and destination node d considering
the normalizing factor . Algorithm 1 simply uses the Bellman-Ford algo-
rithm to produce the optimal path for the message to be routed through
in the network, where this path minimizes the expected attrition in util-
ity (i.e. maximizes the expected utility).

Regarding the time complexity of Algorithm 1, it directly comes from
the time complexity of the Bellman-Ford algorithm which has a total
time complexity to determine the optimal path to be O(|V| x |E]). O

It is worth mentioning that any shortest path algorithm, that evalu-
ates the shortest distance between the source node and all other nodes,
would work instead of the Bellman-Ford algorithm that is used in line
1. For example, a centralized Floyd-Warshall algorithm [40,41] would
suffice to evaluate all distances needed. However, the time complexity
needed in case this algorithm is used will be O(|V|?).

To illustrate the dynamic selection of paths, we consider the exam-
ple shown in Fig. 3 (a) in which the links are reliable to simplify the
example. The optimal path would depend on the § for each update, and
hence, will change for each one of the message updates depending on
its 6 value. Let’s consider the cases when the value of 6 is 0.1,0.5, and
1.0. For the case where § = 0.1, the optimal path that guarantees the
least reduction possible in utility is s - v, — d. The reason is that for
smaller values of 6, the utility becomes more sensitive to forwarding cost

and less sensitive to delay-induced freshness loss. Hence, the algorithm
would choose the path with the lowest total cost. Secondly, to consider
the case where 6 = 0.5, we find that the optimal path that has the least
utility reduction would be the path s — v; — d. The last case of 5 = 1.0
yields the path s — v; - v, — d. The optimal path is that because when
the value of 6 is high, the total time delay gets more weight compared to
the total cost to calculate the reduction in utility. Therefore, the optimal
path would be the one with the least time delay.

A more interesting case is in Fig. 3 (b) where we consider the link
between v; and v, to be unreliable with probability p;, = 0.5. In this
case, in order to evaluate the expected reduction of utility going from v,
to v,, it’s needed to evaluate the expected number of trials until success
if we choose to use that path. As derived in the proof of Lemma 1, we
can plug the values we have to get the expected utility reduction, which
would be (1.446 + 10). Considering this value as the distance from v, to
v,, it will be used to evaluate the optimal path for different § values in
this case with the unreliable link.

In Algorithm 2, each iteration of the while loop corresponds to
a single transmission attempt from current to its successor on the se-
lected path P. If the attempt fails after waiting time ¢ (a realization
Of Fyprentsuce)> then current remains unchanged and the incurred in-
crement is x « X + Cyyp0n + 61, SO the next loop iteration retries the
same successor link. If the attempt succeeds, then the increment is
X < X+ Copprent + 6Tcurrent suce> @Nd current advances to the successor. This
makes the “additional time delay and cost increment” under retransmis-
sions explicit in the online drop decision in line 6.
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Fig. 9. The simulation results from running the different algorithms when 6 = 1. The left column is result after running the algorithms with discarding, the right
column forces the algorithms to deliver without discarding. The backbone ARPANET topology is applied.
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Lastly, we need to consider the anticipated immediate decrease of
the Aol once the message arrives at the destination node d. Since we
are considering a generation of messages at the source node with an
average delay of T between consecutive messages, the average of this
reduction in the Aol of the message will be exactly T' as well. We utilize
that fact by imitating this immediate decrease of the Aol value by using a
negative cost incurred by the destination node. This will result in setting
the cost incurred by the destination node d to equal ¢, 6T . This will
apply in the realistic case in which the total time the message takes to
be delivered in the network is less than the average time difference by

which the messages are generated; this is the case that we address in
our algorithm.

However, if the value of T is large enough, we will have the general
expression of ¢, shown in the following equation:

¢y =max{-6T,-6 % ((1 _Ps,l)/(_l’s,l log pg 1 )7y + - (10)
+((1 - Pk,d)/(—l’k,d log py N 7i.a)}

where the path taken would be s — v; > -+ — v, — d. Practically, T is
much smaller than the threshold at which ¢, = —6T.
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Algorithm 2: The optimal routing.
Require: G,5,b,T.
Ensure: Minimum cost C + §A(¢) from s to d. //i.e., maximum
utility.
1: Set P = the optimal path calculated from Algorithm 1.
2: Get E[Dy_plill Vie P from Algorithm 1.
3: Set x = 0 //stores the utility decrease incurred so far.
4: Set current = s //stores the location of the message.
5: while current # d do
6
7
8

if x + D(s,d) — D(s, current) < b then
Drop the message.
Try sending the message to current’s successor in P.
9: if success then
10: Update current to current’s successor in P.
11: Update x depending on the utility reduction incurred.
12: terminate.

4.3. Optimal routing algorithm

Now, we present the algorithm that utilizes the optimal path pro-
duced by Algorithm 1 in order to optimally route the message through-
out the network. Algorithm 2 shows the optimal routing algorithm. Hav-
ing a stream of messages generated at the source node s, each one of the
messages should be routed using the routing scheme in Algorithm 2.
The algorithm ensures that the optimal path that guarantees minimized
utility decrease is the path that the message would follow in the case
that it would not be dropped.

In our model, we introduce a streamlined feedback mechanism to
enhance the efficiency of message routing, as depicted in Fig. 4. The
source node initiates the process by generating messages at an expected
interval of 7. Upon the successful delivery of a message to the destina-
tion node d, a feedback message is rapidly disseminated back through
the network. This feedback, containing only the essential data of mes-
sage ID and status, is designed to traverse the network with increased
speed and reliability compared to the original message.

The assumption that feedback travels significantly faster than regu-
lar messages is grounded in several key factors. Firstly, the reduced size
and simplicity of the feedback message-limited to mere identification
and status information-greatly diminishes its transmission time and re-
source requirements. Unlike full-sized messages, these feedback packets
do not suffer from the same level of delays due to processing or queuing
in intermediate nodes. Secondly, we assume that the network infrastruc-
ture is optimized to prioritize these feedback messages, ensuring their
swift propagation. This could be implemented through dedicated con-
trol channels or routing protocols that recognize and expediently handle
such feedback.

An important aspect to consider is the network’s approach to han-
dling messages. Given that the network processes messages sequentially,
one at a time, it becomes a mild assumption to presume that the feed-
back, which is lighter and simpler in nature, will be propagated back to
all network nodes before the arrival of the next message update. This as-
sumption is based on the operational characteristic of the network that
prioritizes immediate message handling without concurrent transmis-
sions, thereby reducing the likelihood of congestion and delay.

The sequential processing ensures that each message and its corre-
sponding feedback are treated as discrete events within the network’s
operation. Since feedback messages are notably smaller and less com-
plex than the original messages, they require significantly less time for
transmission and processing. This operational feature of the network,
combined with the expedited nature of feedback propagation, supports
the assumption that the feedback will reach all relevant nodes in the
network well before the next message update is generated.

This assumption considers the operational mechanics of the network
and is also necessary for the effectiveness of Aol-based routing algo-
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rithms. It allows for a timely update of the routing decisions based on
the most recent feedback to ensure that each subsequent message is
routed in the most efficient manner possible. This takes into account
the latest network conditions and message statuses. This dynamic adapt-
ability is key to maintaining the high efficiency and reliability of mes-
sage delivery in an unpredictable and variable network environment. By
incorporating this assumption into our model, we enable a more respon-
sive and adaptable routing strategy. That is vital for maintaining the
timeliness and relevance of information in dynamic and unreliable net-
work environments, such as those encountered in emergency response
scenarios.

Furthermore as seen in Fig. 4, nodes in between store the last feed-
back they got. Every time an intermediate node gets a new message to
forward, the node performs the calculations of the expected uptick of
utility and how much, on average, it’ll cost to forward the message to-
ward the end (for simplicity we call this cost C as well). Depending on
this calculation, the node chooses to either send the message further or
just discard it. Fig. 4 (a) gives an example where the expected cost C is
more than the expected utility uptick, so the message is discarded. But
in Fig. 4 (b), the expected cost is less than the benefit, so the message
is forwarded. Storing the last feedback is important to calculate E[u(?)]
given that the message reaches the destination.

Algorithm 2 represents a utility-based routing scheme. i.e, the rout-
ing depends on the held utility value of the message, which includes the
beneficial reward b. The concept of the algorithm is simple; it checks
whether the total expected decrease of utility is larger than the benefi-
cial reward b, this total expected decrease of utility is calculated more
accurately as the algorithm proceeds by having an updated value of x,
which is the cost already incurred by the path from the source node s
to the node current.

Thus, the total expected decrease of utility will be the addition of
both the expected decrease of utility by the path from the node current
to the destination node d, which is represented by D(s, d) — D(s, current),
and the cost incurred so far, which is x. This means that as long as the
total value of x + D(s,d) — D(s, current) is below the beneficial reward
threshold, it would be, on average, better to keep forwarding the mes-
sage.

Theorem 2. The routing scheme in Algorithm 2 is the optimal routing
scheme that ensures a maximized expected Aol-sensitive utility.

Proof.

From the proof of Theorem 1, the path that Algorithm 2 uses, in the
case it is beneficial to forward the message, is the optimal path that
would minimize the total expected decrease in the utility. However, the
Algorithm dynamically adjusts its strategy: it either keeps trying to for-
ward the message through the optimal path, or it drops the message,
depending on the result of each time a link is tried.

Since, on average, no other path would beat the path produced
by Algorithm 1 as proven before, and the routing scheme of the mes-
sage always considers the most accurate expectation of the decrease
of utility, no other routing scheme would be better, on average, than
Algorithm 2. O

5. Simulation
5.1. Experimental settings

We evaluate Algorithm 2 under multiple parameter settings on three
representative topologies. The topologies are shown in Figs. 5 and 7:
Fig. 5(a) represents the sparse topology (results shown in the left column
of Fig. 6), Fig. 5(b) represents the dense topology (results shown in the
right column of Fig. 6), and Fig. 7 represents the backbone ARPANET
topology (results shown in Fig. 9).

We study two representative Aol-weight values: § = 1, which assigns
the Aol penalty the same weight as the forwarding cost, and § = 2, which
emphasizes freshness more strongly.
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For Figs. 6 and 8, we draw link reliabilities and node costs from
normal distributions: pij~ N(pmean,az) with ¢ =0.2 for all (i,j) € E,
and ¢; ~ N(cpean>02) With ¢ =1 and ¢y, = 5 for all i € V. For the
ARPANET topology, we assign link costs and reliabilities in proportion
to link lengths. We compare our optimal algorithm against three base-
lines: (i) least total forwarding cost, (ii) highest end-to-end reliability
(maximum product of link reliabilities), and (iii) least total link trans-
mission time.

5.2. Experimental results

We observe that the delivered utility at the destination node d is
higher in denser graphs than in their sparse counterparts. This is because
denser graphs are more strongly connected and provide more candidate
routes, increasing the likelihood of a path with smaller expected utility
attrition.

521 6=1

Now, we discuss the results shown in Fig. 6 where § equals the unity.
First, the first row shows the behavior of the total utility of the message
when it arrives at the destination node d as the reliability values mean of
the links changes. Although the cost values mean that the nodes would
incur is constant, the distribution of the cost values is done probabilisti-
cally in a way that follows the normal distribution. The first row shows
this change of behavior under different values of the beneficial reward
of the message b. We can see that as the links become more reliable,
the utility increases in a way that is nearly linearly proportional to the
mean probability.

Second, the second row of Fig. 6 shows the behavior of the total
utility of the message when it arrives at the destination node d as the
beneficial reward that the message starts with for different forwarding
cost values mean. Although the cost values mean that the links would
incur is constant for each graph, the distribution of the cost values is
done probabilistically in a way that follows the normal distribution. The
same applies to the reliability values of the links. The second row shows
this change of behavior under different values of the cost values mean
Cmean- We can see that as the message carries a more beneficial reward b,
the utility increases in a way that is stronger than the linear proportion.

522 =2

We now study the results in Fig. 8. In the first row of the figure, we
may see the behavior of the utility of the message when it arrives at
the destination node d as the mean reliability value of the links p ..y
changes. Despite the fact that the forwarding cost values mean does
not change, the distribution of the cost values is done in a probabilistic
manner in a way that follows the normal distribution. The first row
shows this change of behavior under different values of the beneficial
reward of the message b. We can see that as the links become more
reliable, the utility increases in a way that is nearly linearly proportional
to the mean probability.

For the contrast between the settings where the Aol has different
weights in the utility, we may observe that for a varying mean of reli-
ability values, the total utility becomes more sensitive to the change of
the initial beneficial reward b; a small change of the value of » would
make the utility of the message changes more drastically when the value
of § is higher, i.e. when the Aol weighs more.

On the other hand, in the case when we have varying cost mean, we
may observe that the utility becomes more sensitive to the change in the
beneficial reward when the value of § is lower, i.e. when the Aol has less
weight with respect to the forwarding cost in the utility function.

Lastly, the plots in Fig. 10 consider the case in which the messages
are not discarded when the expected utility value becomes negative.
We observe that the effect of discarding the messages makes the per-
formance of the optimal algorithm deteriorates the least, while we see
that the performances of the other three algorithms deteriorate more
drastically.
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5.3. Simulation summary

We conducted simulations across multiple parameter settings and
concluded that messages generally arrive at the destination node d with
higher utility in denser graphs than in their relatively sparse counter-
parts. This is because dense graphs are more strongly connected and
offer more routing options that can reduce expected utility attrition un-
der the same settings.

We also observed an approximately linear relationship between the
mean forwarding cost and the mean link reliability in their effects on
delivered utility. In contrast, the relationship between the initial benefit
b and delivered utility is more strongly nonlinear.

Moreover, the sensitivity of delivered utility to changes in » depends
on the Aol weight § and on which parameter is varied. When varying
the mean cost, the sensitivity is higher for smaller §; when varying the
mean link reliability, the sensitivity is higher for larger 6.

Finally, our simulations show that enabling message discarding
makes the proposed algorithm degrade the least among all compared
methods, while the baselines degrade more sharply. Across the repre-
sentative sparse/dense pair, the dense graph yields about 55% higher
delivered utility than the sparse graph under the same parameteriza-
tion.

6. Conclusion

In this work, we introduced an Age-of-Information-sensitive utility
model for unreliable multi-hop networks, in which each stochastically
generated update has a time-sensitive utility that decays with Aol. The
model captures an explicit trade-off between forwarding cost and delay-
induced freshness loss under an Aol-grounded utility. Under this model,
we proposed an optimal routing algorithm that maximizes the expected
utility of delivered updates. The algorithm leverages an optimal path
that minimizes expected utility attrition while accounting for link unre-
liability, where each failed attempt consumes a random amount of time
governed by an exponential failure-time model. By forwarding updates
along this optimal path when the intrinsic benefit b covers the expected
remaining utility attrition, and dropping updates otherwise, the algo-
rithm achieves optimality in expectation. We also discussed a fully reli-
able special case, which reduces to a standard shortest-path formulation.
Finally, we conducted simulations on three representative topologies to
evaluate performance. Across a representative sparse/dense pair, the
dense graph achieves about 55% higher delivered utility than the sparse
graph under the same settings, and the proposed algorithm substantially
outperforms the baselines both with and without discarding.
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Appendix A. Proof of Lemma 1

In order to evaluate the expected total reduction of the utility if a link
is used over and over again until it succeeds, we need first to evaluate
the expected total reduction for each failure, and since the attempts to
use the link are independent, we can apply the standard Bernoulli trial
results to evaluate the total expected reduction of utility until success.
Now, we consider the single case in which failure occurs. From the char-
acterization in Eq. (8), we end up with the following probability density
function (PDF):

@0 = /4 e

on its range. Furthermore, the utility reduction given that a failure
happened where that failure took time ¢ after the transmission was at-
tempted at time ¢, and node i is given by:

(A1)

uty) —ultg+1=c; +6t, 0<t<7; (A.2)

Now, we have everything set up to calculate the expected reduc-
tion of utility after using the link between node i and j, given that the
delivery will fail. We do that by evaluating the integral of the multipli-
cation of the functions in Egs. (A.1) and (A.2) after normalizing the PDF
shown in Eq. (A.1). This means we will normalize the PDF by multi-
plying it with a factor of # Hence, the expected reduction of utility

given that the delivery will f;il will be given by:
Ti,j
/ (c; + 80X (1/(1 = p; )A; ) x e hidr
0

— _pf
=(pijlogp;+1=p; )4 ;6/(1=p; ;) +¢; = R,.’j (A.3)

where R,.f . represents the expected reduction of utility given that the
delivery will fail. We know that the utility reduction after using the link
between node i and j given that the delivery will succeed is given by:

5t +¢ =R, (A.4)

where R}, represents the reduction of utility given that the delivery will
succeed.

Now, we need to measure the expected number of times we try to
use a link until we succeed. This includes the times that result in failure
while using the link in addition to the first time that result in success.
Since the probability that it will take exactly one trial until success is
p;;» the probability that it will take exactly two trials until success is
(1= p; ;)p;;» and the probability that it will take » trials until success
is (1-p; j)"‘l p;,j» then we will get the following series for the expected
total number of times until success:

pij+ 2(1 _Pi,j)Pi,j + o= Z:io(n + 1)(1 _Pi,j)npi,j (A.5)
To evaluate this series, we denote its value by .S.
S= pijt 2(1 _Pi,j)P,',j +oee = 220:0(” + 1 —P,-,,-)"p,-,,- (A.6)

In order to evaluate S, we utilize the generating functions method
[42] as follows:

g(x)=p;; +2(1 = p; j)p; jx + ...
=X% (n+ 11 =p; )'p; ;X"

Now, we know that, by definition, .S = g(1). So we need to find the
closed form of g(x). In order to do that, we integrate the function, get

(A7)
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the closed form of the resulting series, then differentiate this closed form
of the integration in order to get g(x) back. We proceed as follows:

G(x):/g(x)dx:/Z(n+1)(1—p,-,,)"p,-,,-><”dx
n=0

- (A.8)
= (P /(1= p) D (1= p ) x4 C
n=0
But, we know that
zrm—] =2r"=r/(1—r), Ir] <1 (A.9)
n=0 n=1
Hence, from Eq. (A.8), G(x) reduces to the following:
G(x) = (p;jx/(1 =1 —p; )x)+C (A.10)
Now, we differentiate G(x) to get g(x) as following:
G
) =g(x)=p,-j/(1 —x+p,-jx)2 (A11)
ox k K

which yields directly to § = g(1) = 1/p; ;. This means that the expected
number of trials needed to have the first success, given that the events

are independent with success probability of p; ;, is equal to pL; one trial
ij

is the last successful trial, and pL — 1 trials are expected to result in
ij
failure.

Now, we have everything set up to evaluate the total expected reduc-
tion of the utility after using a link continually until its first success. We
denote this expected reduction by E[R; ;] and show it in the following

equation:

E[R,;1=1X R}, +(1/p,; = DR/,

== piAi;6/pij+ci/pi; (A.12)
=(- P;,j)(_fi,j)é/(l’i,j lOgPi,j) + C;/pi,j

By that, we have utilized the independence between the events that
would occur at the links to reduce the intricate probabilistic model into
the one that is concerned with the expected value of the reduction of
the message’s total utility.

General failure-time distributions. If the failure-detection time on
(i, j) is not exponential but follows an arbitrary empirical distribution
supported on [0,7;;), the same decomposition into a final successful
attempt plus a geometric number of failed attempts still holds. Let
M{j = E[F;; | failure]. Then the expected link-level utility attrition un-

Sy, The
truncated exponential model in the main text is chosen because it yields

a closed-form ”I_fj in terms of (z; j+Pij) which simplifies to (9).

der retry-until-success becomes E[R;;]= ;—” + 5(1,» ;t
ij *
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