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Project Topic Proposal:  Network Security and Artificial Intelligence (AI)

    Network Security is the “protection of networks and their services from unauthorized modification, destruction, or disclosure, and provision of assurance that the network performs its critical functions correctly and there are no harmful side-effects. Network security includes providing for data integrity.” (Google search). One definition of Artificial Intelligence could be -- mimicking or otherwise capturing expert human skills or intelligence to solve complex problems.  The interaction of these two fields is my proposed topic.
I. Importance of Topic:

    In today's world, a formidable network security is an extremely valuable resource. Almost all companies with a computer system have some type of network security. In fact, anyone who uses the internet should have some type of network security implementation. With that being said, Network Security is a very important topic and extremely practical. Fortune 500 companies and other large companies rely heavily on Network Security to protect their confidential information and also to keep their computer networks from failing. A poor network security could allow a hacker to break into a computer on your network and access the rest of network more easily, enabling them to read emails and documents and even ruin computers leading to a loss of information. In order to keep one step ahead of hackers, cutting-edge AI techniques, such as data-mining and heuristic searches are being used.

II. Suitableness of the topic:

    I feel that this topic suits my experiences just fine. I have a Network Administration Certificate, so I do have some familiarity with Networking in general. As for having specific knowledge of the involvement of AI in solving problems with Network Securities, I can't say the same is true. However, I do have a strong interest in this topic and possibly may pursue this area as a career choice. Aside from being interested in general, another reason why I may pursue Network Security as a career is because of its job security. This would definitely be one job that would not get "sent over seas".  Recently, many computer-oriented jobs have been exported to other countries in the last couple years.  In addition, two of my remaining five classes here at Temple deal with networking, so writing a project could give me a head start on the topic and increase my familiarity with it.

III. Current status of the topic:

    A list of keywords currently used in Network Security are as follows: Data Mining, Hackers, Firewall Services, Intelligent Networks, Autonomic Computing, Computer Misuse Detection System, Intrusion Detection System (IDS) Components:  Network Intrusion Detection (NID), Host Base Intrusion Detection (HID), Hybrid Intrusion Detection, Network Node Intrusion Detection (NNID), Internet Security Systems (ISS), and many more. An example of one current development are computer scientists at Intel that are developing mesh networking technologies. After more research, I will be able to give more detail and explanation.

IV. My plan for the Project:

    Based on the materials gathered, I plan to produce a project which will introduce and explain the most up-to-date and cutting edge technologies regarding the usage of Artificial Intelligence to enhance Network Security. I will also give some real-life examples that are currently used in the work force today. Some examples are as follows:

1) “eEye's Retina Network Security Scanner which is recognized as the best vulnerability assessment and remediation product on the market – setting the standard in terms of speed, ease of use, reporting, non-intrusiveness and advanced scanning capabilities using AI technology.”
2) “ArcSight this week detailed a new software product, TruThreat Discovery, that combines data mining technology with security to more effectively evaluate security threats.”
3) “File and System-based heuristics allow anti-virus solutions to recognize and react to an attack in real time, thus preventing it from infecting the user even when the signature file is not updated. Heuristics do this by comparing incoming files against a list of suspicious behavioural patterns and traits in the engine, proactively blocking any that show such characteristics."

4) “Besides AI-powered heuristics, other IS systems like firewalls and intrusion prevention systems (IPS) are also tapping into AI. “  For example, new intrusion prevention systems are now able to stop attacks as they happen - a huge leap from older intrusion detection systems (IDS) that merely notify administrators of the attack. 

5) “An IPS that uses AI to recognise a possible attack pattern can react to it automatically. For example, an IPS could react to port scans by blocking all further traffic from that source for the next few minutes. A bona fide user could simply experience a slight slowdown. But a denial of service attack, designed to overwhelm the system, would be foiled.” 

6) “Artificial intelligence (AI) is also used in anti-spam and content management solutions.  Bayesian filtering, for one, is a new and powerful personalised anti-spam filter superior to today's list-based solutions. Using AI, it allows a user to 'train' the anti-spam filter engine to recognise what the user himself considers spam. So if the user deletes baseball related e-mail messages without opening them, the system will 'learn' that he is not interested in baseball and filters the messages accordingly.  Content filtering is also going AI.”
As you can see, there are many areas in Networking Security that are using AI techniques to find solutions.

