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• Print your name.
Problem Points Score

1 2

2 2

3 2

4 2

5 2

Total: 10

P22. Suppose you are interested in detecting the number of hosts behind a NAT.
You observe that the IP layer stamps an identification number sequentially on
each IP packet. The identification number of the first IP packet generated by
a host is a random number, and the identification numbers of the subsequent
IP packets are sequentially assigned. Assume all IP packets generated by
hosts behind the NAT are sent to the outside world. 

a. Based on this observation, and assuming you can sniff all packets sent by
the NAT to the outside, can you outline a simple technique that detects the
number of unique hosts behind a NAT? Justify your answer.

b. If the identification numbers are not sequentially assigned but randomly
assigned, would your technique work? Justify your answer.

P23. In this problem we’ll explore the impact of NATs on P2P applications. 
Suppose a peer with username Arnold discovers through querying that a peer
with username Bernard has a file it wants to download. Also suppose that
Bernard and Arnold are both behind a NAT. Try to devise a technique that
will allow Arnold to establish a TCP connection with Bernard without
application-specific NAT configuration. If you have difficulty devising such
a technique, discuss why.

P24. Looking at Figure 4.27, enumerate the paths from y to u that do not contain
any loops.

P25. Repeat Problem P24 for paths from x to z, z to u , and z to w.

P26. Consider the following network. With the indicated link costs, use Dijkstra’s
shortest-path algorithm to compute the shortest path from x to all network
nodes. Show how the algorithm works by computing a table similar to 
Table 4.3.
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VideoNote
Dijkstra’s algorithm:
discussion and example

1. Consider the network shown in the above. Using Dijkstras algorithm, and showing your work
using a table similar to the following table, do the following:

As an example, let’s consider the network in Figure 4.27 and compute the
least-cost paths from u to all possible destinations. A tabular summary of the
algorithm’s computation is shown in Table 4.3, where each line in the table gives
the values of the algorithm’s variables at the end of the iteration. Let’s consider
the few first steps in detail.

• In the initialization step, the currently known least-cost paths from u to its
directly attached neighbors, v, x, and w, are initialized to 2, 1, and 5, respectively.
Note in particular that the cost to w is set to 5 (even though we will soon see that
a lesser-cost path does indeed exist) since this is the cost of the direct (one hop)
link from u to w. The costs to y and z are set to infinity because they are not
directly connected to u .

• In the first iteration, we look among those nodes not yet added to the set N! and
find that node with the least cost as of the end of the previous iteration. That node
is x, with a cost of 1, and thus x is added to the set N!. Line 12 of the LS algo-
rithm is then performed to update D(v) for all nodes v, yielding the results shown
in the second line (Step 1) in Table 4.3. The cost of the path to v is unchanged.
The cost of the path to w (which was 5 at the end of the initialization) through
node x is found to have a cost of 4. Hence this lower-cost path is selected and w’s
predecessor along the shortest path from u is set to x. Similarly, the cost to y
(through x) is computed to be 2, and the table is updated accordingly.

• In the second iteration, nodes v and y are found to have the least-cost paths (2),
and we break the tie arbitrarily and add y to the set N! so that N! now contains u ,
x, and y. The cost to the remaining nodes not yet in N!, that is, nodes v, w, and z,
are updated via line 12 of the LS algorithm, yielding the results shown in the
third row in the Table 4.3.

• And so on. . . .

When the LS algorithm terminates, we have, for each node, its predecessor
along the least-cost path from the source node. For each predecessor, we also
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step N’ D(v),p(v) D(w),p(w) D(x),p(x) D(y),p(y) D(z),p(z)

0 u 2,u 5,u 1,u ∞ ∞
1 ux 2,u 4,x 2,x ∞
2 uxy 2,u 3,y 4,y
3 uxyv 3,y 4,y
4 uxyvw 4,y
5 uxyvwz

Table 4.3 ! Running the link-state algorithm on the network in Figure 4.27

VideoNote
Dijkstra’s algorithm: 
discussion and example

(a) (1 point) Compute the shortest path from x to all network nodes.
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Solution:

 wuvt  6,w 3,w 4,w 5,u 12,v ∞ 
 wuvtx 6,w 3,w 4,w 5,u 12,v 14,x 
 wuvtxy 6,w 3,w 4,w 5,u 12,v 14,x 
 wuvtxyz 6,w 3,w 4,w 5,u 12,v 14,x 
        
d’) 
Step N’ 

 

D(w), p(w) D(u),p(u) D(v),p(v) D(t),p(t) D(y),p(y) D(z),p(z) 

 x 6,x ∞ 3,x ∞ 6,x 8,x 
 xv 6,x 6,v 3,x 7,v 6,x 8,x 
 xvy 6,x 6,v 3,x 7,v 6,x 8,x 
 xvyw  6,x 6,v 3,x 7,v 6,x 8,x 
 xvywu 6,x 6,v 3,x 7,v 6,x 8,x 
 xvywut 6,x 6,v 3,x 7,v 6,x 8,x 
 xvywutz 6,x 6,v 3,x 7,v 6,x 8,x 
 
d’’) 
Step N’ 

 

D(x), p(x) D(u),p(u) D(v),p(v) D(t),p(t) D(y),p(y) D(z),p(z) 

 w 6,w 3,w 4,w ∞ ∞ ∞ 
 wu 6,w 3,w 4,w 5,u ∞ ∞ 
 wuv 6,w 3,w 4,w 5,u 12,v ∞ 
 wuvt  6,w 3,w 4,w 5,u 12,v ∞ 
 wuvtx 6,w 3,w 4,w 5,u 12,v 14,x 
 wuvtxy 6,w 3,w 4,w 5,u 12,v 14,x 
 wuvtxyz 6,w 3,w 4,w 5,u 12,v 14,x 
 
 
e) 
Step N’ 

 

D(x), p(x) D(u),p(u) D(v),p(v) D(w),p(w) D(t),p(t) D(z),p(z) 

 y 6,y ∞ 8,y ∞ 7,y 12,y 
 yx 6,y ∞ 8,y 12,x 7,y 12,y 
 yxt 6,y 9,t 8,y 12,x 7,y 12,y 
 yxtv 6,y 9,t 8,y 12,x 7,y 12,y 
 yxtvu 6,y 9,t 8,y 12,x 7,y 12,y 
 yxtvuw 6,y 9,t 8,y 12,x 7,y 12,y 
 yxtvuwz 6,y 9,t 8,y 12,x 7,y 12,y 
        
 
f) 
Step N’ 

 

D(x), p(x) D(u),p(u) D(v),p(v) D(w),p(w) D(y),p(y) D(t),p(t) 

 z 8,z ∞ ∞ ∞ 12,z ∞ 

(b) (1 point) Compute the shortest path from w to all network nodes.

Solution:

 wuvt  6,w 3,w 4,w 5,u 12,v ∞ 
 wuvtx 6,w 3,w 4,w 5,u 12,v 14,x 
 wuvtxy 6,w 3,w 4,w 5,u 12,v 14,x 
 wuvtxyz 6,w 3,w 4,w 5,u 12,v 14,x 
        
d’) 
Step N’ 

 

D(w), p(w) D(u),p(u) D(v),p(v) D(t),p(t) D(y),p(y) D(z),p(z) 

 x 6,x ∞ 3,x ∞ 6,x 8,x 
 xv 6,x 6,v 3,x 7,v 6,x 8,x 
 xvy 6,x 6,v 3,x 7,v 6,x 8,x 
 xvyw  6,x 6,v 3,x 7,v 6,x 8,x 
 xvywu 6,x 6,v 3,x 7,v 6,x 8,x 
 xvywut 6,x 6,v 3,x 7,v 6,x 8,x 
 xvywutz 6,x 6,v 3,x 7,v 6,x 8,x 
 
d’’) 
Step N’ 

 

D(x), p(x) D(u),p(u) D(v),p(v) D(t),p(t) D(y),p(y) D(z),p(z) 

 w 6,w 3,w 4,w ∞ ∞ ∞ 
 wu 6,w 3,w 4,w 5,u ∞ ∞ 
 wuv 6,w 3,w 4,w 5,u 12,v ∞ 
 wuvt  6,w 3,w 4,w 5,u 12,v ∞ 
 wuvtx 6,w 3,w 4,w 5,u 12,v 14,x 
 wuvtxy 6,w 3,w 4,w 5,u 12,v 14,x 
 wuvtxyz 6,w 3,w 4,w 5,u 12,v 14,x 
 
 
e) 
Step N’ 

 

D(x), p(x) D(u),p(u) D(v),p(v) D(w),p(w) D(t),p(t) D(z),p(z) 

 y 6,y ∞ 8,y ∞ 7,y 12,y 
 yx 6,y ∞ 8,y 12,x 7,y 12,y 
 yxt 6,y 9,t 8,y 12,x 7,y 12,y 
 yxtv 6,y 9,t 8,y 12,x 7,y 12,y 
 yxtvu 6,y 9,t 8,y 12,x 7,y 12,y 
 yxtvuw 6,y 9,t 8,y 12,x 7,y 12,y 
 yxtvuwz 6,y 9,t 8,y 12,x 7,y 12,y 
        
 
f) 
Step N’ 

 

D(x), p(x) D(u),p(u) D(v),p(v) D(w),p(w) D(y),p(y) D(t),p(t) 

 z 8,z ∞ ∞ ∞ 12,z ∞ 

2. (2 points) Consider the network shown below, and assume that each node initially knows the
costs to each of its neighbors. Consider the distance-vector algorithm and show the distance
table entries at node z at the 3rd iteration of computation (The initial distance table is counted
as the 1st iteration).

P27. Consider the network shown in Problem P26. Using Dijkstra’s algorithm, and
showing your work using a table similar to Table 4.3, do the following:

a. Compute the shortest path from t to all network nodes.

b. Compute the shortest path from u to all network nodes.

c. Compute the shortest path from v to all network nodes.

d. Compute the shortest path from w to all network nodes.

e. Compute the shortest path from y to all network nodes.

f. Compute the shortest path from z to all network nodes.

P28. Consider the network shown below, and assume that each node initially
knows the costs to each of its neighbors. Consider the distance-vector 
algorithm and show the distance table entries at node z.

P29. Consider a general topology (that is, not the specific network shown above) and a
synchronous version of the distance-vector algorithm. Suppose that at each itera-
tion, a node exchanges its distance vectors with its neighbors and receives their
distance vectors. Assuming that the algorithm begins with each node knowing
only the costs to its immediate neighbors, what is the maximum number of itera-
tions required before the distributed algorithm converges? Justify your answer.

P30. Consider the network fragment shown below. x has only two attached neigh-
bors, w and y. w has a minimum-cost path to destination u (not shown) of 5,
and y has a minimum-cost path to u of 6. The complete paths from w and y to
u (and between w and y) are not shown. All link costs in the network have
strictly positive integer values.
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Solution:
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 v 1 0 3 ∞ 6 
From x ∞ 3 0 3 2 
 z 7 5 2 5 0 
 
 
                              Cost to  
 
  u v x y z 
 
 v 1 0 3 3 5 
From x 4 3 0 3 2 
 z 6 5 2 5 0 
      
 
                              Cost to  
  u v x y z 
 
 v 1 0 3 3 5 
From x 4 3 0 3 2 
 z 6 5 2 5 0 
 

Problem 6 
 
The wording of this question was a bit ambiguous. We meant this to mean, “the number 
of iterations from when the algorithm is run for the first time” (that is, assuming the only 
information the nodes initially have is the cost to their nearest neighbors).  We assume 
that the algorithm runs synchronously (that is, in one step, all nodes compute their 
distance tables at the same time and then exchange tables). 
 
At each iteration, a node exchanges distance tables with its neighbors.  Thus, if you are 
node A, and your neighbor is B, all of B's neighbors (which will all be one or two hops 
from you) will know the shortest cost path of one or two hops to you after one iteration 
(i.e., after B tells them its cost to you). 
 
Let d  be the “diameter” of the network - the length of the longest path without loops 
between any two nodes in the network. Using the reasoning above, after 1−d  iterations, 
all nodes will know the shortest path cost of d  or fewer hops to all other nodes. Since 
any path with greater than d  hops will have loops (and thus have a greater cost than that 
path with the loops removed), the algorithm will converge in at most 1−d  iterations. 
 
ASIDE: if the DV algorithm is run as a result of a change in link costs, there is no a priori 
bound on the number of iterations required until convergence unless one also specifies a 
bound on link costs. 
 

3. Consider the network shown below. Suppose AS3 and AS2 are running OSPF for their intra-AS
routing protocol. Suppose AS1 and AS4 are running RIP for their intra-AS routing protocol.
Suppose eBGP and iBGP are used for the inter-AS routing protocol. Initially suppose there is
no physical link between AS2 and AS4.

a. Router 3c learns about prefix x from which routing protocol: OSPF, RIP,
eBGP, or iBGP?

b. Router 3a learns about x from which routing protocol?

c. Router 1c learns about x from which routing protocol?

d. Router 1d learns about x from which routing protocol?

P38. Referring to the previous problem, once router 1d learns about x it will put an
entry (x, I) in its forwarding table.

a. Will I be equal to I1 or I2 for this entry? Explain why in one sentence.

b. Now suppose that there is a physical link between AS2 and AS4, shown by
the dotted line. Suppose router 1d learns that x is accessible via AS2 as
well as via AS3. Will I be set to I1 or I2? Explain why in one sentence.

c. Now suppose there is another AS, called AS5, which lies on the path 
between AS2 and AS4 (not shown in diagram). Suppose router 1d learns 
that x is accessible via AS2 AS5 AS4 as well as via AS3 AS4. Will I be set 
to I1 or I2? Explain why in one sentence.

P39. Consider the following network. ISP B provides national backbone service
to regional ISP A. ISP C provides national backbone service to regional
ISP D. Each ISP consists of one AS. B and C peer with each other in two
places using BGP. Consider traffic going from A to D. B would prefer to
hand that traffic over to C on the West Coast (so that C would have to
absorb the cost of carrying the traffic cross-country), while C would 
prefer to get the traffic via its East Coast peering point with B (so that B
would have carried the traffic across the country). What BGP mechanism
might C use, so that B would hand over A-to-D traffic at its East Coast
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(a) (1 point) Router 3c learns about prefix x from which routing protocol: OSPF, RIP, eBGP,
or iBGP?

Solution: eBGP

(b) (1 point) Router 1c learns about x from which routing protocol?

Solution: eBGP

Routing Policy

Let’s illustrate some of the basic concepts of BGP routing policy with a simple exam-
ple. Figure 4.42 shows six interconnected autonomous systems: A, B, C, W, X, and Y.
It is important to note that A, B, C, W, X, and Y are ASs, not routers. Let’s assume that
autonomous systems W, X, and Y are stub networks and that A, B, and C are backbone
provider networks. We’ll also assume that A, B, and C, all peer with each other, and
provide full BGP information to their customer networks. All traffic entering a stub
network must be destined for that network, and all traffic leaving a stub network must
have originated in that network. W and Y are clearly stub networks. X is a multi-
homed stub network, since it is connected to the rest of the network via two different
providers (a scenario that is becoming increasingly common in practice). However,
like W and Y, X itself must be the source/destination of all traffic leaving/entering X.
But how will this stub network behavior be implemented and enforced? How will X
be prevented from forwarding traffic between B and C? This can easily be

advertisement. Such an advertisement may be sent to it over an eBGP session (from a
router in another AS) or over an iBGP session (from a router in the same AS).

After the router becomes aware of the prefix, it needs to determine the appropriate output
port to which datagrams destined to that prefix will be forwarded, before it can enter that
prefix in its forwarding table. If the router receives more than one route advertisement for this
prefix, the router uses the BGP route selection process, as described earlier in this subsection,
to find the “best” route for the prefix. Suppose such a best route has been selected. As
described earlier, the selected route includes a NEXT-HOP attribute, which is the IP address of
the first router outside the router’s AS along this best route. As described above, the router
then uses its intra-AS routing protocol (typically OSPF) to determine the shortest path to the
NEXT-HOP router. The router finally determines the port number to associate with the prefix
by identifying the first link along that shortest path. The router can then (finally!) enter the 
prefix-port pair into its forwarding table! The forwarding table computed by the routing
processor (see Figure 4.6) is then pushed to the router’s input port line cards.

AW
X

Y

B

Key:

Provider
network

Customer
networkC

Figure 4.42 ! A simple BGP scenario

4.6 • ROUTING IN THE INTERNET 397

4. (2 points) In the above figure, consider the path information that reaches stub networks W,
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X, and Y. Based on the information available at W and X, what is X’s view of the network
topology? Justify your answer. The topology view at Y is shown below.

peering point? To answer this question, you will need to dig into the BGP
specification.

P40. In Figure 4.42, consider the path information that reaches stub networks W,
X, and Y. Based on the information available at W and X, what are their
respective views of the network topology? Justify your answer. The topology
view at Y is shown below.

P41. Consider Figure 4.42. B would never forward traffic destined to Y via X
based on BGP routing. But there are some very popular applications for
which data packets go to X first and then flow to Y.  Identify one such
application, and describe how data packets follow a path not given by
BGP routing. 

P42. In Figure 4.42, suppose that there is another stub network V that is a customer of
ISP A. Suppose that B and C have a peering relationship, and A is a customer of
both B and C. Suppose that A would like to have the traffic destined to W to
come from B only, and the traffic destined to V from either B or C. How should
A advertise its routes to B and C? What AS routes does C receive?

P43. Suppose ASs X and Z are not directly connected but instead are connected by
AS Y. Further suppose that X has a peering agreement with Y, and that Y has

W

Y

X
A

C
Stub network
Y’s view of
the topology

ISP B

ISP C

ISP D

ISP A
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Solution:

c) eBGP 
 

d) iBGP 

Problem 15 
a) I1 because this interface begins the least cost path from 1d towards the gateway router 

1c. 
 

b) I2. Both routes have equal AS-PATH length but I2 begins the path that has the closest 
NEXT-HOP router. 
 

c) I1. I1 begins the path that has the shortest AS-PATH. 
 

Problem 16 
 
One way for C to force B to hand over all of B’s traffic to D on the east coast is for C to 
only advertise its route to D via its east coast peering point with C. 
 

Problem 17 
 

In the above solution, X does not know about the AC link since X does not receive an 
advertised route to w or to y that contain the AC link (i.e., X receives no advertisement 
containing both AS A and AS C on the path to a destination.  

Problem 18 
 
BitTorrent file sharing and Skype P2P applications. 
Consider a BitTorrent file sharing network in which peer 1, 2, and 3 are in stub networks 
W, X, and Y respectively. Due the mechanism of BitTorrent’s file sharing, it is quire 
possible that peer 2 gets data chunks from peer 1 and then forwards those data chunks to 
3. This is equivalent to B forwarding data that is finally destined to stub network Y. 
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X’s view of the topology 
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W’s view of the topology 

In the above solution, X does not know about the AC link since X does not receive an
advertised route to w or to y that contain the AC link (i.e., X receives no advertisement
containing both AS A and AS C on the path to a destination.

5. (2 points) Still consider the Figure of Problem 4, suppose that there is another stub network
V that is a customer of ISP A. Suppose that B and C have a peering relationship, and A is
a customer of both B and C. Suppose that A would like to have the traffic destined to W to
come from B only, and the traffic destined to V from either B or C. How should A advertise
its routes to B and C? What AS routes does C receive?

Solution: A should advise to B two routes, AS-paths A-W and A-V.
A should advise to C only one route, A-V.
C receives AS paths: B-A-W, B-A-V, A-V.


