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P2. Consider a virtual-circuit network. Suppose the VC number is an 8-bit field.

a. What is the maximum number of virtual circuits that can be carried over a
link?

b. Suppose a central node determines paths and VC numbers at connection
setup. Suppose the same VC number is used on each link along the VC’s
path. Describe how the central node might determine the VC number at con-
nection setup. Is it possible that there are fewer VCs in progress than the
maximum as determined in part (a) yet there is no common free VC number?

c. Suppose that different VC numbers are permitted in each link along a 
VC’s path. During connection setup, after an end-to-end path is determined,
describe how the links can choose their VC numbers and configure their for-
warding tables in a decentralized manner, without reliance on a central node.

P3. A bare-bones forwarding table in a VC network has four columns. What is
the meaning of the values in each of these columns? A bare-bones forwarding
table in a datagram network has two columns. What is the meaning of the
values in each of these columns?

P4. Consider the network below.

a. Suppose that this network is a datagram network.  Show the forwarding
table in router A, such that all traffic destined to host H3 is forwarded
through interface 3.

b. Suppose that this network is a datagram network.  Can you write down a
forwarding table in router A, such that all traffic from H1 destined to host
H3 is forwarded through interface 3, while all traffic from H2 destined to
host H3 is forwarded through interface 4?  (Hint: this is a trick question.)

c. Now suppose that this network is a virtual circuit network and that there is
one ongoing call between H1 and H3, and another ongoing call between
H2 and H3. Write down a forwarding table in router A, such that all traffic
from H1 destined to host H3 is forwarded through interface 3, while all
traffic from H2 destined to host H3 is forwarded through interface 4.  

d. Assuming the same scenario as (c), write down the forwarding tables in
nodes B, C, and D.
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P5. Consider a VC network with a 2-bit field for the VC number. Suppose that
the network wants to set up a virtual circuit over four links: link A, link B,1. Consider the network above.

(a) (1 point) Show the forwarding table in router A, such that all traffic destined to host H3
is forwarded through interface 3.

Solution: Data destined to host H3 is forwarded through interface 3
Destination Address H3: Link Interface 3

(b) (1 point) Can you write down a forwarding table in router A, such that all traffic from
H1 destined to host H3 is forwarded through interface 3, while all traffic from H2 destined
to host H3 is forwarded through interface 4? (Hint: this is a trick question.)

Solution: No, because forwarding rule is only based on destination address.

2. (2 points) Consider a datagram network using 8-bit host addresses. Suppose a router uses
longest prefix matching and has the following forwarding table:

420 CHAPTER 4 • THE NETWORK LAYER

Prefix Match Interface

1 0
10 1
111 2

otherwise 3

For each of the four interfaces, give the associated range of destination host
addresses and the number of addresses in the range.

P13. Consider a router that interconnects three subnets: Subnet 1, Subnet 2, and
Subnet 3. Suppose all of the interfaces in each of these three subnets are
required to have the prefix 223.1.17/24. Also suppose that Subnet 1 is
required to support at least 60 interfaces, Subnet 2 is to support at least 90
interfaces, and Subnet 3 is to support at least 12 interfaces. Provide three net-
work addresses (of the form a.b.c.d/x) that satisfy these constraints.

P14. In Section 4.2.2 an example forwarding table (using longest prefix matching)
is given. Rewrite this forwarding table using the a.b.c.d/x notation instead of
the binary string notation.

P15. In Problem P10 you are asked to provide a forwarding table (using longest
prefix matching). Rewrite this forwarding table using the a.b.c.d/x notation
instead of the binary string notation.

P11. Consider a datagram network using 8-bit host addresses. Suppose a router
uses longest prefix matching and has the following forwarding table:

Prefix Match Interface

00 0
010 1
011 2
10 2
11 3

For each of the four interfaces, give the associated range of destination host
addresses and the number of addresses in the range.

P12. Consider a datagram network using 8-bit host addresses. Suppose a
router uses longest prefix matching and has the following forwarding
table:

For interface 2, give the associated range of destination host addresses and the number of
addresses in the range.

Solution: Destination address range Link interface

Problem 5 
a) 

Prefix Match    Link Interface 
11100000  00                                                  0 
11100000  01000000              1 
1110000               2 
11100001  1     3  
 otherwise                          3 
 

b)   Prefix match for first address is 5th entry: link interface 3 
      Prefix match for second address is 3nd  entry: link interface 2 
      Prefix match for third address is 4th  entry: link interface 3 

 

Problem 6 
 
Destination Address Range     Link Interface 
00000000 
  through         0 
00111111 
 
01000000 
   through         1 
01011111 
 
01100000 
   through         2 
01111111 
 
10000000 
 through          2 
10111111 
 
11000000 
 through          3  
11111111 
 
number of addresses for interface 0 = 6426 =  
number of addresses for interface 1 = 3225 =  
number of addresses for interface 2 = 96326422 56 =+=+  
number of addresses for interface 3 = 6426 =  
 
 

Number of addresses for interface 3 = 26 = 64

3. (2 points) Consider a router that interconnects three subnets: Subnet 1, Subnet 2, and Subnet
3. Suppose all of the interfaces in each of these three subnets are required to have the prefix
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223.1.17/24. Also suppose that Subnet 1 is required to support at least 60 interfaces, Subnet
2 is to support at least 90 interfaces, and Subnet 3 is to support at least 12 interfaces. Provide
three net- work addresses (of the form a.b.c.d/x) that satisfy these constraints.

Solution: 223.1.17.0/26
223.1.17.128/25
223.1.17.192/28

4. (2 points) Consider sending a 2400-byte datagram into a link that has an MTU of 700 bytes.
Suppose the original datagram is stamped with the identification number 422. How many
fragments are generated? What are the values in the various fields in the IP datagram(s)
generated related to fragmentation?

Solution: The maximum size of data field in each fragment = 680 (because there are
20 bytes IP header). Thus the number of required fragments = d240020/680e = 4 Each
fragment will have Identification number 422. Each fragment except the last onewill be of
size 700 bytes (including IP header). The last datagram will be of size 360 bytes (including
IP header). The offsets of the 4 fragments will be 0, 85, 170, 255. Each of the first 3
fragments will have flag=1; the last fragment will have flag=0.

5. (2 points) Consider the SDN OpenFlow network shown in the following figure. Suppose that
the desired forwarding behavior for datagrams arriving from host h3 or h4 at s2 is as follows:

• any datagrams arriving from host h3 and destined for h1, h2, h5 or h6 should be forwarded
in a clockwise direction in the network

• any datagrams arriving from host h4 and destined for h1, h2, h5 or h6 should be forwarded
in a counter clockwise direction in the network

OpenFlow)example)

Host h1 
10.1.0.1 

 Host h2 
10.1.0.2 
 

Host h4 
10.2.0.4 
 

Host h3 
10.2.0.3 
 

Host h5 
10.3.0.5 

s1 s2 

s3 1 
2 

3 4 

1 

2 

3 
4 

1 

2 
3 

4 

Host h6 
10.3.0.6 

controller 
 

Specify the flow table entries in s2 that implement this forwarding behavior.
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Solution:

 
For more practical algorithms, see the following papers. 
 
“A Technique for Counting NATted Hosts”, by Steven M. Bellovin, appeared in 
IMW’02, Nov. 6-8, 2002, Marseille, France. 
“Exploiting the IPID field to infer network path and end-system characteristics.” 
Weifeng Chen, Yong Huang, Bruno F. Ribeiro, Kyoungwon Suh, Honggang Zhang, 
Edmundo de Souza e Silva, Jim Kurose, and Don Towsley.  
PAM'05 Workshop, March 31 - April 01, 2005. Boston, MA, USA. 
 

b) However, if those identification numbers are not sequentially assigned but randomly 
assigned, the technique suggested in part (a) won’t work, as there won’t be clusters in 
sniffed data. 

Problem 18 
 
It is not possible to devise such a technique. In order to establish a direct TCP connection 
between Arnold and Bernard, either Arnold or Bob must initiate a connection to the 
other. But the NATs covering Arnold and Bob drop SYN packets arriving from the WAN 
side. Thus neither Arnold nor Bob can initiate a TCP connection to the other if they are 
both behind NATs. 
 

Problem 19 
 

 
S2 Flow Table 

Match Action 
Ingress  Port = 1; IP Src = 10.3.*.*; IP Dst = 10.1.*.* Forward (2) 
Ingress  Port = 2; IP Src = 10.1.*.*; IP Dst = 10.3.*.* Forward (1) 
Ingress Port = 1; IP Dst = 10.2.0.3 
Ingress Port = 2; IP Dst = 10.2.0.3 
Ingress Port = 1; IP Dst = 10.2.0.4 
Ingress Port = 2; IP Dst = 10.2.0.4 

Forward (3) 
Forward (3) 
Forward (4) 
Forward (4) 

Ingress Port = 4 
Ingress Port = 3 

Forward (3) 
Forward (4) 

 

Problem 20 
 

S2 Flow Table 
Match Action 

Ingress  Port = 3; IP Dst = 10.1.*.* 
Ingress Port = 3; IP Dst = 10.3.*.* 

Forward (2) 
Forward (2) 

Ingress  Port = 4; IP Dst = 10.1.*.* 
Ingress  Port = 4; IP Dst = 10.3.*.* 

Forward (1) 
Forward (1) 


