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Despite	
  extensive	
  research	
  over	
  the	
  past	
  few	
  decades,	
  buffer	
  overflows	
  remain	
  as	
  
one	
  of	
  the	
  top	
  so:ware	
  vulnerabili<es.	
  In	
  2009,	
  39%	
  of	
  the	
  vulnerabili<es	
  published	
  
by	
  US-­‐CERT	
  were	
  related	
  to	
  buffer	
  overflows.	
  There	
  are	
  mainly	
  two	
  types	
  of	
  buffer	
  
overflows:	
  stack-­‐based	
  and	
  heap-­‐based.	
  Many	
  effec<ve	
  countermeasures	
  against	
  
stack-­‐based	
  buffer	
  overflows	
  have	
  been	
  devised;	
  some	
  of	
  them	
  have	
  been	
  widely	
  
deployed,	
  such	
  as	
  StackGuard.	
  As	
  stack-­‐based	
  buffer	
  overflows	
  have	
  been	
  beSer	
  
understood	
  and	
  defended,	
  heap-­‐based	
  buffer	
  overflows	
  gain	
  growing	
  aSen<on	
  of	
  
aSackers.	
  Related	
  exploits	
  have	
  affected	
  some	
  well-­‐known	
  programs,	
  such	
  as	
  
Microso:	
  Data	
  Access	
  Component	
  and	
  the	
  SQL	
  Server.	
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Exis<ng	
  dynamic	
  heap	
  buffer	
  overflow	
  detectors	
  can	
  be	
  roughly	
  divided	
  into	
  three	
  
categories	
  according	
  to	
  the	
  overflow	
  checking	
  occasions.	
  The	
  first	
  category	
  associates	
  
a	
  buffer	
  boundary	
  lookup	
  with	
  each	
  pointer	
  dereference,	
  which	
  typically	
  imposes	
  
<mes	
  of	
  performance	
  overhead.	
  The	
  second	
  category	
  checks	
  buffer	
  overflows	
  in	
  
specific	
  libc	
  func<ons,	
  such	
  as	
  strcpy	
  and	
  gets.	
  Buffer	
  overflows	
  exis<ng	
  in	
  other	
  
func<ons	
  are	
  ignored,	
  thus	
  they	
  have	
  evident	
  spa<al	
  limita<ons.	
  
The	
  third	
  category	
  checks	
  buffer	
  overflows	
  when	
  a	
  buffer	
  is	
  allocated,	
  deallocated	
  or	
  
combined.	
  However,	
  the	
  vulnerability	
  may	
  have	
  been	
  exploited	
  much	
  earlier	
  than	
  the	
  
checking.	
  The	
  common	
  characteris<c	
  of	
  these	
  detectors	
  is	
  inlined	
  security	
  checking,	
  
which	
  either	
  delays	
  program	
  execu<on	
  too	
  much	
  or	
  has	
  spa<al	
  or	
  temporal	
  
limita<ons.	
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As	
  we	
  can	
  see	
  in	
  this	
  graph,	
  the	
  inlined	
  security	
  checking	
  and	
  the	
  normal	
  program	
  
execu<on	
  are	
  in	
  a	
  sequen<al	
  order.	
  Nowadays	
  mul<core	
  architectures	
  are	
  more	
  and	
  
more	
  popular.	
  We	
  intended	
  to	
  move	
  the	
  inlined	
  security	
  checking	
  from	
  the	
  program	
  
to	
  a	
  separate	
  monitor	
  thread,	
  so	
  that	
  the	
  delay	
  due	
  to	
  security	
  checking	
  can	
  be	
  
largely	
  eliminated.	
  In	
  addi<on,	
  the	
  monitor	
  thread	
  can	
  cruise	
  over	
  the	
  process	
  
concurrently	
  over	
  and	
  again	
  at	
  a	
  high	
  frequency	
  throughout	
  the	
  process	
  lifecycle.	
  
With	
  mul<core	
  architectures,	
  the	
  addi<onal	
  cost	
  for	
  running	
  a	
  separate	
  monitor	
  
thread	
  is	
  liSle.	
  In	
  addi<on,	
  because	
  the	
  major	
  opera<on	
  of	
  monitoring	
  is	
  read,	
  the	
  
performance	
  overhead	
  can	
  be	
  very	
  low,	
  as	
  long	
  as	
  the	
  synchroniza<on	
  between	
  user	
  
threads	
  and	
  the	
  monitor	
  thread	
  is	
  light-­‐weight.	
  On	
  the	
  other	
  hand,	
  if	
  the	
  
synchroniza<on	
  overhead	
  is	
  high,	
  the	
  benefits	
  gained	
  from	
  concurrent	
  monitoring	
  
may	
  be	
  offset	
  by	
  the	
  synchroniza<on	
  overhead,	
  so	
  it	
  is	
  cri<cal	
  also	
  challenging	
  to	
  
keep	
  the	
  synchroniza<on	
  overhead	
  low.	
  We	
  call	
  this	
  concurrent	
  monitoring	
  
technique	
  with	
  light-­‐weight	
  synchroniza<on	
  as	
  So:ware	
  Cruising.	
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In	
  our	
  work,	
  each	
  heap	
  buffer	
  is	
  enclosed	
  by	
  a	
  pair	
  of	
  canaries;	
  Whenever	
  a	
  buffer	
  is	
  overflowed,	
  its	
  
canary	
  is	
  first	
  corrupted.	
  So	
  once	
  a	
  canary	
  is	
  found	
  tampered,	
  a	
  buffer	
  overflow	
  is	
  detected.	
  The	
  classic	
  
canary-­‐based	
  buffer	
  overflow	
  checking	
  was	
  first	
  proposed	
  in	
  Stackguard.	
  
To	
  the	
  end	
  of	
  concurrent	
  monitoring,	
  one	
  task	
  is	
  to	
  collect	
  canary	
  addresses	
  into	
  some	
  efficient	
  data	
  
structures.	
  Specifically	
  the	
  malloc/free	
  calls	
  in	
  user	
  threads	
  are	
  hooked	
  to	
  insert	
  and	
  delete	
  canary	
  
addresses	
  respec<vely,	
  in	
  the	
  meanwhile	
  the	
  monitor	
  thread	
  traverses	
  the	
  data	
  structure	
  to	
  locate	
  
and	
  check	
  canaries	
  in	
  an	
  infinite	
  loop.	
  However	
  there	
  are	
  a	
  series	
  of	
  poten<al	
  race	
  condi<ons	
  here,	
  for	
  
example	
  when	
  the	
  monitor	
  thread	
  checks	
  a	
  buffer,	
  the	
  buffer	
  may	
  have	
  been	
  deallocated,	
  and	
  the	
  
buffer	
  memory	
  may	
  have	
  been	
  unmapped;	
  Also	
  the	
  concurrent	
  canary	
  address	
  inser<on	
  and	
  removal	
  
are	
  hazardous.	
  Therefore,	
  some	
  concurrent	
  data	
  structures	
  are	
  needed	
  here.	
  	
  
We	
  first	
  tried	
  a	
  lock-­‐based	
  red-­‐black	
  tree.	
  The	
  performance	
  and	
  scalability	
  are	
  not	
  sa<sfactory,	
  
because	
  user	
  threads	
  are	
  blocked	
  by	
  the	
  monitor	
  thread	
  frequently	
  due	
  to	
  lock	
  conten<on.	
  So	
  we	
  
turned	
  to	
  non-­‐blocking	
  synchroniza<on	
  and	
  lock-­‐free	
  data	
  structures.	
  
In	
  the	
  second	
  aSempt,	
  we	
  u<lized	
  a	
  state-­‐of-­‐the	
  art	
  lock-­‐free	
  hash	
  table.	
  In	
  theory	
  the	
  inser<on	
  and	
  
removal	
  opera<ons	
  can	
  be	
  finished	
  in	
  constant	
  <me	
  and	
  there	
  is	
  no	
  blocking.	
  However,	
  our	
  
experiments	
  show	
  that	
  the	
  performance	
  overhead	
  is	
  very	
  high:	
  the	
  <me	
  for	
  a	
  pair	
  of	
  malloc	
  and	
  free	
  
calls	
  is	
  more	
  than	
  5	
  <mes.	
  One	
  reason	
  is	
  the	
  complex	
  data	
  structure	
  opera<ons;	
  another	
  reason	
  is	
  the	
  
conten<on	
  between	
  the	
  user	
  threads	
  and	
  the	
  monitor	
  thread.	
  It	
  shows	
  that	
  non-­‐blocking	
  is	
  not	
  magic;	
  
it	
  usually	
  requires	
  the	
  power	
  of	
  efficient,	
  and	
  some<mes	
  specialized,	
  lock-­‐free	
  data	
  structures.	
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The	
  major	
  challenge	
  for	
  concurrent	
  monitoring	
  is	
  synchroniza<on	
  overhead.	
  
According	
  to	
  the	
  experience	
  in	
  the	
  failed	
  aSempts,	
  to	
  achieve	
  light-­‐weight	
  
synchroniza<on,	
  user	
  threads	
  should	
  not	
  be	
  blocked	
  by	
  the	
  monitor	
  thread;	
  second,	
  
custom	
  lock-­‐free	
  data	
  structures	
  should	
  be	
  designed	
  for	
  good	
  performance	
  and	
  
scalability.	
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This	
  is	
  the	
  architecture	
  of	
  Cruiser.	
  The	
  le:	
  part	
  shows	
  the	
  interposi<on	
  of	
  the	
  malloc	
  
func<on	
  family,	
  such	
  that	
  Cruiser	
  is	
  able	
  to	
  collect	
  canary	
  addresses.	
  The	
  middle	
  part	
  
is	
  the	
  canary	
  address	
  collec<on	
  component,	
  which	
  contains	
  our	
  custom	
  lock-­‐free	
  
data	
  structures;	
  the	
  details	
  will	
  be	
  presented	
  later.	
  The	
  right	
  part	
  is	
  the	
  monitor	
  
thread,	
  which	
  traverses	
  the	
  lock-­‐free	
  data	
  structure	
  to	
  perform	
  concurrent	
  buffer	
  
overflow	
  checking.	
  We	
  will	
  present	
  the	
  data	
  structures	
  and	
  how	
  the	
  canary	
  addresses	
  
are	
  collected	
  in	
  a	
  non-­‐blocking	
  and	
  efficient	
  fashion.	
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The	
  canary	
  address	
  collec<on	
  component	
  is	
  composed	
  of	
  the	
  express	
  data	
  structure,	
  the	
  deliver	
  
thread	
  and	
  the	
  warehouse	
  data	
  structure.	
  Canary	
  addresses	
  are	
  collected	
  in	
  two	
  steps:	
  they	
  are	
  first	
  
put	
  onto	
  the	
  Express	
  data	
  structure	
  by	
  the	
  user	
  threads,	
  then	
  moved	
  to	
  the	
  Warehouse	
  by	
  the	
  deliver	
  
thread.	
  In	
  this	
  way,	
  the	
  effort	
  of	
  the	
  user	
  thread	
  is	
  minimized.	
  We	
  will	
  discuss	
  the	
  component	
  in	
  detail.	
  
Let’s	
  first	
  take	
  a	
  close	
  look	
  at	
  the	
  Express	
  data	
  structure.	
  The	
  basic	
  construct	
  is	
  a	
  single-­‐producer	
  
single-­‐consumer	
  ring	
  buffer.	
  	
  
Base	
  on	
  the	
  ring	
  buffer,	
  the	
  hooked	
  malloc	
  call	
  in	
  the	
  user	
  thread	
  simply	
  copies	
  the	
  canary	
  address	
  
onto	
  the	
  ring.	
  The	
  user	
  thread	
  only	
  needs	
  to	
  do	
  such	
  a	
  simple	
  opera<on,	
  and	
  the	
  rest	
  work	
  is	
  taken	
  
over	
  by	
  the	
  deliver	
  thread.	
  That	
  is	
  why	
  we	
  call	
  it	
  Express.	
  
For	
  mul<threaded	
  applica<on,	
  each	
  user	
  thread	
  owns	
  such	
  as	
  ring.	
  Consequently,	
  compared	
  to	
  
accessing	
  a	
  shared	
  data	
  structure,	
  the	
  conten<on	
  between	
  user	
  threads	
  is	
  eliminated.	
  	
  
Now	
  consider	
  what	
  will	
  happen	
  if	
  the	
  ring	
  is	
  full:	
  with	
  the	
  single	
  ring	
  buffer,	
  the	
  user	
  thread	
  has	
  to	
  
either	
  wait	
  for	
  	
  empty	
  en<<es	
  or	
  drop	
  addresses.	
  We	
  extend	
  the	
  basic	
  ring	
  buffer	
  to	
  a	
  ring	
  list.	
  
Specifically	
  when	
  the	
  current	
  ring	
  is	
  full,	
  the	
  producer	
  creates	
  a	
  bigger	
  ring	
  and	
  puts	
  addresses	
  onto	
  
the	
  new	
  ring.	
  All	
  the	
  rings	
  created	
  by	
  a	
  user	
  thread	
  are	
  linked	
  as	
  list;	
  the	
  consumer	
  retrieves	
  canary	
  
addresses	
  and	
  deallocates	
  ring	
  buffers	
  except	
  for	
  the	
  last	
  one.	
  In	
  this	
  way,	
  the	
  producer	
  doesn’t	
  need	
  
to	
  wait	
  or	
  drop	
  data,	
  and	
  the	
  ring	
  buffer	
  will	
  converge	
  to	
  a	
  suitable	
  size	
  quickly.	
  Actually,	
  according	
  to	
  
our	
  experiments,	
  this	
  kind	
  of	
  ring	
  list	
  growth	
  occurs	
  quite	
  infrequently.	
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Although	
  the	
  ring	
  is	
  very	
  efficient	
  for	
  canary	
  address	
  buffering,	
  we	
  s<ll	
  need	
  a	
  
dynamic	
  data	
  structure	
  to	
  store	
  a	
  dynamic	
  number	
  of	
  canary	
  addresses.	
  Warehouse	
  
was	
  designed	
  for	
  this	
  purpose,	
  which	
  is	
  a	
  lock-­‐free	
  linked	
  list.	
  	
  
Recall	
  that	
  the	
  monitor	
  thread	
  checks	
  the	
  buffers	
  in	
  an	
  infinite	
  loop.	
  The	
  <me	
  for	
  the	
  
monitor	
  thread	
  to	
  traverse	
  through	
  the	
  list	
  to	
  check	
  all	
  the	
  canaries	
  is	
  called	
  cruise	
  
cycle.	
  So	
  any	
  buffer	
  is	
  checked	
  once	
  per	
  cruise	
  cycle.	
  Say,	
  the	
  cruise	
  cycle	
  is	
  1	
  
microsecond,	
  it	
  means	
  each	
  buffer	
  is	
  checked	
  1000	
  <mes	
  per	
  second.	
  
Warehouse	
  is	
  divided	
  into	
  segments.	
  It’s	
  not	
  a	
  general-­‐purpose	
  linked	
  list,	
  as	
  each	
  
segment	
  allows	
  for	
  the	
  access	
  of	
  one	
  deliver	
  thread	
  and	
  one	
  monitor	
  thread.	
  Mul<ple	
  
segments	
  are	
  created	
  for	
  large-­‐scale	
  applica<ons,	
  which	
  may	
  want	
  to	
  deploy	
  more	
  
than	
  one	
  deliver	
  or	
  monitor	
  thread.	
  With	
  the	
  mul<segment	
  structure,	
  different	
  
deliver	
  threads	
  access	
  different	
  segments.	
  Similarly,	
  the	
  access	
  of	
  different	
  monitor	
  
threads	
  doesn’t	
  overlap.	
  In	
  this	
  way	
  the	
  conten<on	
  is	
  eliminated.	
  The	
  basic	
  Cruiser	
  
has	
  only	
  one	
  deliver	
  thread	
  and	
  one	
  monitor	
  thread,	
  so	
  normally	
  one	
  segment	
  is	
  
sufficient.	
  	
  
The	
  segment	
  itself	
  is	
  a	
  linked	
  list	
  with	
  a	
  dummy	
  node	
  as	
  the	
  head.	
  The	
  dummy	
  node	
  
is	
  never	
  removed	
  and	
  doesn’t	
  contain	
  canary	
  addresses.	
  Nodes	
  are	
  inserted	
  between	
  
the	
  dummy	
  node	
  and	
  the	
  first	
  genuine	
  node	
  by	
  the	
  deliver	
  thread.	
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We	
  have	
  examined	
  canary	
  address	
  inser<on,	
  now	
  let’s	
  consider	
  dated	
  address	
  removal.	
  A:er	
  heap	
  
buffers	
  are	
  deallocated,	
  the	
  corresponding	
  canary	
  addresses	
  should	
  be	
  removed.	
  Different	
  from	
  the	
  
aforemen<oned	
  aSempts	
  which	
  remove	
  dated	
  addresses	
  inside	
  free	
  calls	
  thus	
  may	
  heavily	
  delay	
  
program	
  execu<on,	
  Cruiser	
  makes	
  the	
  monitor	
  thread	
  do	
  house-­‐keeping.	
  The	
  free	
  call	
  only	
  needs	
  to	
  
mark	
  the	
  buffer	
  with	
  a	
  tombstone	
  flag;	
  when	
  the	
  monitor	
  thread	
  scans	
  the	
  buffer	
  and	
  finds	
  the	
  flag,	
  it	
  
will	
  remove	
  the	
  corresponding	
  addresses	
  from	
  Warehouse.	
  
	
  	
  As	
  aforemen<oned,	
  a	
  Warehouse	
  	
  segment	
  is	
  a	
  linked	
  list	
  with	
  a	
  never-­‐removed	
  dummy	
  node	
  as	
  its	
  
head.	
  The	
  deliver	
  thread	
  inserts	
  the	
  new	
  node	
  between	
  the	
  dummy	
  node	
  and	
  the	
  first	
  genuine	
  node,	
  
that	
  is	
  the	
  node	
  A,	
  in	
  the	
  graph.	
  However	
  in	
  the	
  meanwhile	
  the	
  node	
  A	
  may	
  be	
  removed	
  by	
  the	
  
monitor	
  thread.	
  Without	
  synchroniza<on,	
  the	
  list	
  may	
  be	
  corrupted.	
  	
  
	
  	
  A	
  conven<onal	
  solu<on	
  in	
  non-­‐blocking	
  programming	
  is	
  to	
  use	
  Compare-­‐And-­‐Swap	
  instruc<ons	
  to	
  
perform	
  inser<on	
  and	
  removal.	
  However	
  CAS	
  instruc<ons	
  are	
  rela<vely	
  expensive	
  and	
  the	
  conten<on	
  
between	
  the	
  deliver	
  thread	
  and	
  the	
  monitor	
  thread	
  introduces	
  further	
  overhead.	
  We	
  resolve	
  the	
  race	
  
condi<ons	
  without	
  the	
  assistance	
  of	
  CAS	
  instruc<ons	
  by	
  guaranteeing	
  that	
  the	
  monitor	
  thread	
  does	
  
not	
  touch	
  the	
  link	
  between	
  the	
  dummy	
  node	
  and	
  the	
  first	
  genuine	
  node.	
  	
  
	
  	
  Specifically,	
  when	
  the	
  node	
  A	
  becomes	
  dated,	
  it	
  is	
  not	
  removed	
  directly.	
  Instead,	
  the	
  monitor	
  thread	
  
first	
  marks	
  it	
  as	
  to-­‐be-­‐removed	
  and	
  goes	
  on	
  with	
  its	
  traverse.	
  In	
  other	
  words,	
  the	
  monitor	
  thread	
  does	
  
not	
  remove	
  the	
  first	
  genuine	
  node	
  for	
  the	
  <me	
  being.	
  	
  
	
  	
  When	
  a	
  new	
  node,	
  C,	
  is	
  to	
  be	
  inserted,	
  it	
  can	
  always	
  be	
  inserted	
  without	
  the	
  concern	
  of	
  race	
  
condi<ons.	
  A:er	
  node	
  C	
  is	
  inserted,	
  node	
  A	
  is	
  not	
  the	
  first	
  genuine	
  node	
  any	
  longer,	
  so	
  it	
  can	
  be	
  
removed	
  by	
  the	
  monitor	
  thread	
  as	
  on	
  a	
  single-­‐threaded	
  list.	
  The	
  conten<on	
  is	
  completely	
  eliminated	
  
as	
  the	
  deliver	
  thread	
  and	
  the	
  monitor	
  thread	
  operate	
  in	
  different	
  arenas.	
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Based	
  on	
  the	
  lock-­‐free	
  data	
  structures	
  and	
  non-­‐blocking	
  algorithms,	
  we	
  achieved	
  
concurrent	
  monitoring	
  with	
  high	
  efficiency	
  and	
  scalability.	
  
Cruiser	
  is	
  implemented	
  as	
  a	
  dynamically	
  linked	
  library;	
  it	
  can	
  be	
  deployed	
  to	
  protect	
  
dynamically	
  linked	
  applica<ons	
  transparently	
  without	
  recompila<on	
  or	
  binary	
  
rewri<ng.	
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We	
  have	
  tested	
  Cruiser	
  with	
  the	
  NIST	
  SRD	
  reference	
  which	
  contains	
  a	
  variety	
  of	
  heap	
  
buffer	
  overflows,	
  as	
  well	
  as	
  some	
  real	
  life	
  exploits.	
  Cruiser	
  detected	
  all	
  the	
  buffer	
  
overflows	
  and	
  other	
  heap	
  vulnerabili<es	
  such	
  as	
  duplicate	
  free	
  calls.	
  It	
  can	
  also	
  
detect	
  heap	
  memory	
  leakage.	
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We	
  ran	
  SPEC	
  CPU	
  2006	
  experiments	
  on	
  a	
  eight	
  core	
  machine	
  with	
  4GB	
  RAM,	
  and	
  
compare	
  the	
  results	
  of	
  DieHarder,	
  which	
  also	
  enhances	
  heap	
  security.	
  	
  
Compared	
  to	
  20%	
  average	
  overhead	
  imposed	
  by	
  DieHarder,	
  two	
  variants	
  of	
  Cruiser	
  
imposes	
  only	
  5%	
  and	
  less	
  than	
  13%	
  performance	
  overhead,	
  respec<vely.	
  The	
  
maximum	
  average	
  cruise	
  cycle	
  is	
  120	
  microseconds.	
  The	
  majority	
  of	
  the	
  12	
  
benchmarks	
  have	
  cruise	
  cycles	
  less	
  than	
  point	
  two	
  microsecond.	
  In	
  other	
  words,	
  
Cruiser	
  checks	
  through	
  the	
  heap	
  memory	
  5,	
  000	
  <mes	
  per	
  second.	
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We	
  also	
  run	
  cruiser	
  with	
  mul<threaded	
  Apache,	
  In	
  this	
  graph,	
  The	
  X	
  axis	
  is	
  the	
  
concurrent	
  request	
  number	
  and	
  the	
  Y	
  axis	
  is	
  the	
  throughput	
  of	
  Apache.	
  
As	
  we	
  can	
  see	
  the	
  average	
  overhead	
  is	
  negligible.	
  The	
  average	
  cruise	
  cycle	
  is	
  less	
  than	
  
80	
  milliseconds,	
  that	
  is	
  any	
  buffer	
  is	
  checked	
  more	
  than	
  12	
  thousand	
  <mes	
  per	
  
second.	
  

14	
  



We	
  compared	
  Cruiser	
  with	
  other	
  widely-­‐deployed	
  buffer	
  overflow	
  countermeasures	
  
including	
  StackGuard,	
  ASLR	
  and	
  Non-­‐executable	
  heap,	
  and	
  it	
  shows	
  that	
  Cruiser	
  
shares	
  many	
  good	
  proper<es	
  with	
  them,	
  such	
  as	
  low	
  performance	
  overhead	
  and	
  
easiness	
  to	
  deploy	
  and	
  apply.	
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In	
  conclusion,	
  to	
  the	
  best	
  of	
  knowledge,	
  Cruiser	
  is	
  the	
  first	
  work	
  u<lizing	
  custom	
  lock-­‐
free	
  data	
  structures	
  and	
  concurrent	
  monitoring	
  approach	
  to	
  detec<ng	
  buffer	
  
overflows.	
  We	
  proposed	
  a	
  novel	
  program	
  monitoring	
  methodology,	
  named	
  so:ware	
  
cruising.	
  The	
  major	
  proper<es	
  include	
  concurrent	
  monitoring	
  leveraging	
  mul<core	
  
architectures,	
  non-­‐blocking	
  and	
  light-­‐weight	
  synchroniza<on,	
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For	
  our	
  future	
  work,	
  we	
  are	
  applying	
  so:ware	
  cruising	
  to	
  Opera<ng	
  System	
  kernels	
  
to	
  enhance	
  system	
  security.	
  We	
  will	
  apply	
  so:ware	
  cruising	
  to	
  other	
  security	
  
monitoring.	
  It’s	
  also	
  poten<al	
  to	
  be	
  applied	
  to	
  concurrent	
  safe	
  memory	
  reclama<on,	
  
which	
  is	
  a	
  fundamental	
  problem	
  for	
  lock-­‐free	
  data	
  structures.	
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