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Previous Class 

•  UEFI Secure Boot
•  Windows’s Trusted Boot
•  Intel’s Trusted Boot 
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Keys in UEFI Secure Boot 

•  Platform Key (PK)
–  Allows modification of KEK
–  Initialized by the h/w vendor

•  Key Exchange Key (KEK) 
–  Allows modification of db and dbx
–  Can be multiple

•  Authorized Database (db)
–  Legal CAs, signatures and hashes 

•  Forbidden Database (dbx)
–  Illegal CAs, signatures and hashes 
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UEFI Secure Boot Keys 
• Platform Key (PK) 

– One only 
– Allows modification of KEK database  

• Key Exchange Key (KEK) 
– Can be multiple 
– Allows modification of db and dbx 

• Authorized Database (db) 
– CA, Key, or image hash to allow 

• Forbidden Database (dbx) 
– CA, Key, or image hash to block 

UEFI Summer Summit – July 2012 www.uefi.org 



Firmware Signing 

•  Flash-based UEFI components are verified only during the 
update process when the whole BIOS image has its signature 
verified 

http://c7zero.info/stuff/Windows8SecureBoot_Bulygin-Furtak-Bazhniuk_BHUSA2013.pdf	
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UEFI Secure Boot 

•  DXE verifies non-embedded XROMs, DXE drivers, UEFI 
applications and boot loader(s) 

•  This is the UEFI Secure Boot process 
http://c7zero.info/stuff/Windows8SecureBoot_Bulygin-Furtak-Bazhniuk_BHUSA2013.pdf	
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Windows 8 Secure Boot 

•  Microsoft Windows 8 adds to the UEFI secure boot process 
•  Establishes a chain of verification 
•  UEFI Boot Loader -> OS Loader -> OS Kernel -> OS Drivers 

http://c7zero.info/stuff/Windows8SecureBoot_Bulygin-Furtak-Bazhniuk_BHUSA2013.pdf	
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Outline 

•  What is SGX?
•  How does SGX work?
•  How to use it? 

CIS 4360 – Secure Computer Systems 8



Problems of Current Computation 

•    
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AppMalicious
App

The Basic Issue: Why Aren’t 
Compute Devices Trustworthy?

Privileged Code

App
Protected Mode (rings) protects OS from apps …

… and apps from each other …

X

X X

… UNTIL  a malicious app exploits a flaw to gain full 
privileges and then tampers with the OS or other apps

Apps not protected from privileged code attacks

attack
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Intel SGX 

•  SGX: Software Guard Extensions
•  Introduced in 2015 with 6th generation Intel CPUs 
•  It provides a trusted execution environment and 

guarantees confidentiality and integrity, even when 
the underlying components, e.g., the BIOS, VMM, 
and OS, are compromised
–  The trusted execution environment is called “enclave”

•  A direct advantage: a customer who purchased 
cloud service from Amazon can have peace of mind 
that its data assets cannot be stolen by Amazon
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What kind of attacks are prevented 

•  Even when your BIOS/SMM/Operation System/
Virtual Machine Monitor (SMM) are all 
compromised, the attacker cannot steal secret 
protected by SGX 

•  Even when you launch DMA attack and Cold 
Boot attack against RAM, the attacker cannot 
steal secret protected by SGX 
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Process View 

•    
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A Primer  on  Intel® Software Guard  Extensions  (Intel® SGX)
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What  Is   Intel® SGX?

Partitioning Enclave  Interface  Definition Attestation  &  Sealing Provisioning  Enclave  Secrets

Enclave DLL/so

Untrusted

Component

(Application)

Trusted Component

(Enclave)

Data Code

SGX Application

Identify sensitive application data (secrets) and 
the operations that work on/with that data
�Ex. Key material, proprietary algorithms, biometric 

data, CSR generation, etc.

Partition this functionality to an enclave
�Do not hard code secrets into the enclave

1. App built with trusted and untrusted 
parts

2. App runs & creates the enclave 
which is placed in trusted memory

3. Trusted function is called, execution 
transitioned to the enclave

4. Enclave sees all process data in 
clear; external access to enclave data 
is denied

5. Trusted function returns; enclave 
data remains in trusted memory

6. Application continues normal 
execution

Privileged System Code

OS, VMM, BIOS, SMM, …

Untrusted Part
of App

Untrusted Part
of App

Trusted Part
of App

Trusted Part
of App

Create Enclave

CallTrusted() 

Process
Secrets

Return
Cont.

Application

Call Gate

6

5

4

3

2

1Protected execution environment embedded in a process

�With its own code and data
�Providing Confidentiality & 

Integrity
�Controlled entry points
�Multi-thread support
�Full access to app memory 

and processor performance

Enclave
Blob (dll)

App Code

App Data

OS

Enclave 
Code

Enclave 
Data

User Process

TCS (*n)

Enclave

Process  View Execution Flow Security  Perimeter

Cores

Cache

System 

Memory

CPU Package

SnoopSnoop

Snoop

Jco3lks937w
eu0cwejpoi

SSN: 

111-00-1010
Memory Bus

�Security perimeter is the 
CPU package boundary
�Data and code 

unencrypted inside CPU 
package
�Data and code outside 

CPU package is 
encrypted and integrity 

checked

�External memory reads 
and bus snoops see only 
encrypted data

Careful definition of the enclave interface is critical
�The enclave’s interface is it’s attack surface; it should 

be minimal and avoid data leakage

Enclave Definition Language (EDL) is used to define 
an enclave’s Trusted and Untrusted interface 
functions
�Tools process the EDL to create proxy / bridge code to 

call into (ECALL) and return from (OCALL) an enclave

Untrusted Caller

Untrusted Proxy
marshals parameters

Application

Enclave Function

Trusted Bridge
unmarshals parameters

Enclave

ECALL

OCALL

Legal Disclaimer: The comments and statements are the presenters and not necessarily Intel’s. Intel
technologies ’features and benefits’ depend on system configuration and may require enabled hardware,
software or service activation. Learn more at intel.com, or from the OEM or retailer. No computer system can
be absolutely secure.

�Reduces the trusted computing base to the smallest possible footprint
�Prevents SW attacks even when OS/drivers/BIOS/VMM/SMM are compromised
�Secrets remain protected even when attacker has full control of the platform
�Prevents memory bus snooping, memory tampering,  and “cold boot” attacks against 
memory images in RAM 
�Provides hardware based attestation capabilities to measure and verify valid code and 
data signatures
�In-band execution utilizing the full power of the Intel® Processor

Example Usages

�User authentication factors and their computation remain private
�Company digital assets are protected regardless of the OS security posture
�Ultra Premium video content securely streamed to the home
�Conversations are kept confidential when video conferencing or using VOIP
�Peace of mind while managing financial accounts when using a browser 

Intel® Software Guard Extensions enables applications to execute code and protect secrets from within their

own protected execution environment, giving developers direct control over their application security
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Support for enclave attestation to a 3rd party
�Can attest; Enclave SW, CPU Security level, Sealing 

Identity, and more.

Data can be sealed against an enclave using a 
hardware derived Seal Key
�The Seal Key is unique to the CPU and the specific 

enclave environment

Well designed enclaves never contain hard 
coded secrets, instead, they are provisioned or 
created after the enclave is loaded
�Enclave binaries are un-encrypted and inspectable
�Should verify that the ‘right app/enclave is executing 

on the right platform’ using attestation

Persist provisioned Secrets across execution 
runs using HW provided Seal Key
�Avoids having to re-attest and re-establish trust each 

time the application runs
Enclave

Application Service Provider

REPORT

Attestation

Response

9
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A Primer  on  Intel® Software Guard  Extensions  (Intel® SGX)
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What  Is   Intel® SGX?

Partitioning Enclave  Interface  Definition Attestation  &  Sealing Provisioning  Enclave  Secrets

Enclave DLL/so

Untrusted

Component

(Application)

Trusted Component

(Enclave)

Data Code

SGX Application

Identify sensitive application data (secrets) and 
the operations that work on/with that data
�Ex. Key material, proprietary algorithms, biometric 

data, CSR generation, etc.

Partition this functionality to an enclave
�Do not hard code secrets into the enclave

1. App built with trusted and untrusted 
parts

2. App runs & creates the enclave 
which is placed in trusted memory

3. Trusted function is called, execution 
transitioned to the enclave

4. Enclave sees all process data in 
clear; external access to enclave data 
is denied

5. Trusted function returns; enclave 
data remains in trusted memory

6. Application continues normal 
execution

Privileged System Code

OS, VMM, BIOS, SMM, …

Untrusted Part
of App
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of App

Trusted Part
of App

Trusted Part
of App
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CallTrusted() 
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1Protected execution environment embedded in a process

�With its own code and data
�Providing Confidentiality & 

Integrity
�Controlled entry points
�Multi-thread support
�Full access to app memory 

and processor performance
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111-00-1010
Memory Bus

�Security perimeter is the 
CPU package boundary
�Data and code 

unencrypted inside CPU 
package
�Data and code outside 

CPU package is 
encrypted and integrity 

checked

�External memory reads 
and bus snoops see only 
encrypted data

Careful definition of the enclave interface is critical
�The enclave’s interface is it’s attack surface; it should 

be minimal and avoid data leakage

Enclave Definition Language (EDL) is used to define 
an enclave’s Trusted and Untrusted interface 
functions
�Tools process the EDL to create proxy / bridge code to 

call into (ECALL) and return from (OCALL) an enclave

Untrusted Caller

Untrusted Proxy
marshals parameters

Application

Enclave Function

Trusted Bridge
unmarshals parameters

Enclave

ECALL

OCALL

Legal Disclaimer: The comments and statements are the presenters and not necessarily Intel’s. Intel
technologies ’features and benefits’ depend on system configuration and may require enabled hardware,
software or service activation. Learn more at intel.com, or from the OEM or retailer. No computer system can
be absolutely secure.

�Reduces the trusted computing base to the smallest possible footprint
�Prevents SW attacks even when OS/drivers/BIOS/VMM/SMM are compromised
�Secrets remain protected even when attacker has full control of the platform
�Prevents memory bus snooping, memory tampering,  and “cold boot” attacks against 
memory images in RAM 
�Provides hardware based attestation capabilities to measure and verify valid code and 
data signatures
�In-band execution utilizing the full power of the Intel® Processor

Example Usages

�User authentication factors and their computation remain private
�Company digital assets are protected regardless of the OS security posture
�Ultra Premium video content securely streamed to the home
�Conversations are kept confidential when video conferencing or using VOIP
�Peace of mind while managing financial accounts when using a browser 

Intel® Software Guard Extensions enables applications to execute code and protect secrets from within their

own protected execution environment, giving developers direct control over their application security
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Support for enclave attestation to a 3rd party
�Can attest; Enclave SW, CPU Security level, Sealing 

Identity, and more.

Data can be sealed against an enclave using a 
hardware derived Seal Key
�The Seal Key is unique to the CPU and the specific 

enclave environment

Well designed enclaves never contain hard 
coded secrets, instead, they are provisioned or 
created after the enclave is loaded
�Enclave binaries are un-encrypted and inspectable
�Should verify that the ‘right app/enclave is executing 

on the right platform’ using attestation

Persist provisioned Secrets across execution 
runs using HW provided Seal Key
�Avoids having to re-attest and re-establish trust each 

time the application runs
Enclave

Application Service Provider

REPORT

Attestation

Response
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What is SGX? 

•  Intel SGX is essentially a new mode of execution on 
the CPU, a new memory protection semantic, plus a 
couple of new instructions to manage this all 

•  You create an enclave by filling its pages with 
desired code, then you lock it down, measure the 
code there, and if everything's fine, you send in your 
secret data securely and start the execution inside 
the enclave

•  Since now on, no entity, including the kernel (ring 0) 
or hypervisor (ring “-1”), or SMM (ring “-2”) or AMT 
(ring “-3”), has no right to read nor write the memory 
pages belonging to the enclave 

CIS 4360 – Secure Computer Systems 14



Attack Surface for non-SGX computation 

•    
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Proxy Proxy Proxy

Hardware

VMM

OS

App App App

Attack surface today

Reduced attack surface with SGX

Attack Surface
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Application gains ability to defend 
its own secrets
– Smallest attack surface (App + processor)
– Malware that subverts OS/VMM, BIOS, Drivers  

etc. cannot steal app secrets
Proxy Proxy Proxy

Hardware

VMM

OS

App App App

Attack surface with Enclaves

XX

Reduced attack surface with SGX

Attack Surface

5
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A Primer  on  Intel® Software Guard  Extensions  (Intel® SGX)
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What  Is   Intel® SGX?

Partitioning Enclave  Interface  Definition Attestation  &  Sealing Provisioning  Enclave  Secrets

Enclave DLL/so
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Component

(Application)

Trusted Component

(Enclave)

Data Code

SGX Application

Identify sensitive application data (secrets) and 
the operations that work on/with that data
�Ex. Key material, proprietary algorithms, biometric 

data, CSR generation, etc.

Partition this functionality to an enclave
�Do not hard code secrets into the enclave

1. App built with trusted and untrusted 
parts

2. App runs & creates the enclave 
which is placed in trusted memory

3. Trusted function is called, execution 
transitioned to the enclave

4. Enclave sees all process data in 
clear; external access to enclave data 
is denied

5. Trusted function returns; enclave 
data remains in trusted memory

6. Application continues normal 
execution
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1Protected execution environment embedded in a process

�With its own code and data
�Providing Confidentiality & 

Integrity
�Controlled entry points
�Multi-thread support
�Full access to app memory 

and processor performance
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Memory Bus

�Security perimeter is the 
CPU package boundary
�Data and code 

unencrypted inside CPU 
package
�Data and code outside 

CPU package is 
encrypted and integrity 

checked

�External memory reads 
and bus snoops see only 
encrypted data

Careful definition of the enclave interface is critical
�The enclave’s interface is it’s attack surface; it should 

be minimal and avoid data leakage

Enclave Definition Language (EDL) is used to define 
an enclave’s Trusted and Untrusted interface 
functions
�Tools process the EDL to create proxy / bridge code to 

call into (ECALL) and return from (OCALL) an enclave

Untrusted Caller

Untrusted Proxy
marshals parameters

Application

Enclave Function

Trusted Bridge
unmarshals parameters

Enclave

ECALL

OCALL

Legal Disclaimer: The comments and statements are the presenters and not necessarily Intel’s. Intel
technologies ’features and benefits’ depend on system configuration and may require enabled hardware,
software or service activation. Learn more at intel.com, or from the OEM or retailer. No computer system can
be absolutely secure.

�Reduces the trusted computing base to the smallest possible footprint
�Prevents SW attacks even when OS/drivers/BIOS/VMM/SMM are compromised
�Secrets remain protected even when attacker has full control of the platform
�Prevents memory bus snooping, memory tampering,  and “cold boot” attacks against 
memory images in RAM 
�Provides hardware based attestation capabilities to measure and verify valid code and 
data signatures
�In-band execution utilizing the full power of the Intel® Processor

Example Usages

�User authentication factors and their computation remain private
�Company digital assets are protected regardless of the OS security posture
�Ultra Premium video content securely streamed to the home
�Conversations are kept confidential when video conferencing or using VOIP
�Peace of mind while managing financial accounts when using a browser 

Intel® Software Guard Extensions enables applications to execute code and protect secrets from within their

own protected execution environment, giving developers direct control over their application security
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Support for enclave attestation to a 3rd party
�Can attest; Enclave SW, CPU Security level, Sealing 

Identity, and more.

Data can be sealed against an enclave using a 
hardware derived Seal Key
�The Seal Key is unique to the CPU and the specific 

enclave environment

Well designed enclaves never contain hard 
coded secrets, instead, they are provisioned or 
created after the enclave is loaded
�Enclave binaries are un-encrypted and inspectable
�Should verify that the ‘right app/enclave is executing 

on the right platform’ using attestation

Persist provisioned Secrets across execution 
runs using HW provided Seal Key
�Avoids having to re-attest and re-establish trust each 

time the application runs
Enclave

Application Service Provider

REPORT

Attestation

Response
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A Primer  on  Intel® Software Guard  Extensions  (Intel® SGX)
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What  Is   Intel® SGX?

Partitioning Enclave  Interface  Definition Attestation  &  Sealing Provisioning  Enclave  Secrets
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CPU package boundary
�Data and code 

unencrypted inside CPU 
package
�Data and code outside 

CPU package is 
encrypted and integrity 

checked

�External memory reads 
and bus snoops see only 
encrypted data

Careful definition of the enclave interface is critical
�The enclave’s interface is it’s attack surface; it should 

be minimal and avoid data leakage

Enclave Definition Language (EDL) is used to define 
an enclave’s Trusted and Untrusted interface 
functions
�Tools process the EDL to create proxy / bridge code to 

call into (ECALL) and return from (OCALL) an enclave
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Legal Disclaimer: The comments and statements are the presenters and not necessarily Intel’s. Intel
technologies ’features and benefits’ depend on system configuration and may require enabled hardware,
software or service activation. Learn more at intel.com, or from the OEM or retailer. No computer system can
be absolutely secure.

�Reduces the trusted computing base to the smallest possible footprint
�Prevents SW attacks even when OS/drivers/BIOS/VMM/SMM are compromised
�Secrets remain protected even when attacker has full control of the platform
�Prevents memory bus snooping, memory tampering,  and “cold boot” attacks against 
memory images in RAM 
�Provides hardware based attestation capabilities to measure and verify valid code and 
data signatures
�In-band execution utilizing the full power of the Intel® Processor

Example Usages

�User authentication factors and their computation remain private
�Company digital assets are protected regardless of the OS security posture
�Ultra Premium video content securely streamed to the home
�Conversations are kept confidential when video conferencing or using VOIP
�Peace of mind while managing financial accounts when using a browser 

Intel® Software Guard Extensions enables applications to execute code and protect secrets from within their

own protected execution environment, giving developers direct control over their application security
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Support for enclave attestation to a 3rd party
�Can attest; Enclave SW, CPU Security level, Sealing 

Identity, and more.

Data can be sealed against an enclave using a 
hardware derived Seal Key
�The Seal Key is unique to the CPU and the specific 

enclave environment

Well designed enclaves never contain hard 
coded secrets, instead, they are provisioned or 
created after the enclave is loaded
�Enclave binaries are un-encrypted and inspectable
�Should verify that the ‘right app/enclave is executing 

on the right platform’ using attestation

Persist provisioned Secrets across execution 
runs using HW provided Seal Key
�Avoids having to re-attest and re-establish trust each 

time the application runs
Enclave

Application Service Provider

REPORT

Attestation

Response
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Reference Number: 332680-002               Revision: 1.1

How SE Works:  Protection vs. Software Attack

14

Untrusted Part
of App

Trusted Part
of App

Application

Privileged System Code
OS, VMM, BIOS, SMM, …

1. App is built with trusted 
and untrusted parts

Intel and the Intel logo are trademarks of Intel Corporation in the U. S. and/or other countries. *Other names and 
brands may be claimed as the property of others. Copyright © 2015, Intel Corporation.



•    

CIS 4360 – Secure Computer Systems 20

Reference Number: 332680-002               Revision: 1.1

How SE Works:  Protection vs. Software Attack

15

Untrusted Part
of App

Trusted Part
of App

Create Enclave

Application

Privileged System Code
OS, VMM, BIOS, SMM, …

Call Gate 1. App is built with trusted 
and untrusted parts

2. App runs & creates 
enclave which is placed 
in trusted memory

Intel and the Intel logo are trademarks of Intel Corporation in the U. S. and/or other countries. *Other names and 
brands may be claimed as the property of others. Copyright © 2015, Intel Corporation.
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Reference Number: 332680-002               Revision: 1.1

How SE Works:  Protection vs. Software Attack

16

Untrusted Part
of App

Trusted Part
of App

Create Enclave

CallTrusted Func.

Execute

Application

Privileged System Code
OS, VMM, BIOS, SMM, …

Call Gate 1. App is built with trusted 
and untrusted parts

2. App runs & creates 
enclave which is placed 
in trusted memory

3. Trusted function is 
called; code running 
inside enclave sees data 
in clear; external access 
to data is denied

SSN: 999-84-2611

Intel and the Intel logo are trademarks of Intel Corporation in the U. S. and/or other countries. *Other names and 
brands may be claimed as the property of others. Copyright © 2015, Intel Corporation.
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How SE Works:  Protection vs. Software Attack

17

Untrusted Part
of App

Trusted Part
of App

Create Enclave

CallTrusted Func.

Execute

Return

(etc.)

Application

Privileged System Code
OS, VMM, BIOS, SMM, …

Call Gate 1. App is built with trusted 
and untrusted parts

2. App runs & creates 
enclave which is placed 
in trusted memory

3. Trusted function is 
called; code running 
inside enclave sees data 
in clear; external access 
to data is denied

4. Function returns; enclave 
data remains in trusted 
memory

m8U3bcV#zP49Q

Intel and the Intel logo are trademarks of Intel Corporation in the U. S. and/or other countries. *Other names and 
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What  Is   Intel® SGX?

Partitioning Enclave  Interface  Definition Attestation  &  Sealing Provisioning  Enclave  Secrets
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SGX Application

Identify sensitive application data (secrets) and 
the operations that work on/with that data
�Ex. Key material, proprietary algorithms, biometric 

data, CSR generation, etc.

Partition this functionality to an enclave
�Do not hard code secrets into the enclave

1. App built with trusted and untrusted 
parts

2. App runs & creates the enclave 
which is placed in trusted memory

3. Trusted function is called, execution 
transitioned to the enclave

4. Enclave sees all process data in 
clear; external access to enclave data 
is denied

5. Trusted function returns; enclave 
data remains in trusted memory

6. Application continues normal 
execution
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1Protected execution environment embedded in a process

�With its own code and data
�Providing Confidentiality & 

Integrity
�Controlled entry points
�Multi-thread support
�Full access to app memory 

and processor performance
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�Security perimeter is the 
CPU package boundary
�Data and code 

unencrypted inside CPU 
package
�Data and code outside 

CPU package is 
encrypted and integrity 

checked

�External memory reads 
and bus snoops see only 
encrypted data

Careful definition of the enclave interface is critical
�The enclave’s interface is it’s attack surface; it should 

be minimal and avoid data leakage

Enclave Definition Language (EDL) is used to define 
an enclave’s Trusted and Untrusted interface 
functions
�Tools process the EDL to create proxy / bridge code to 

call into (ECALL) and return from (OCALL) an enclave

Untrusted Caller

Untrusted Proxy
marshals parameters

Application

Enclave Function

Trusted Bridge
unmarshals parameters

Enclave

ECALL

OCALL
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�Reduces the trusted computing base to the smallest possible footprint
�Prevents SW attacks even when OS/drivers/BIOS/VMM/SMM are compromised
�Secrets remain protected even when attacker has full control of the platform
�Prevents memory bus snooping, memory tampering,  and “cold boot” attacks against 
memory images in RAM 
�Provides hardware based attestation capabilities to measure and verify valid code and 
data signatures
�In-band execution utilizing the full power of the Intel® Processor

Example Usages

�User authentication factors and their computation remain private
�Company digital assets are protected regardless of the OS security posture
�Ultra Premium video content securely streamed to the home
�Conversations are kept confidential when video conferencing or using VOIP
�Peace of mind while managing financial accounts when using a browser 

Intel® Software Guard Extensions enables applications to execute code and protect secrets from within their

own protected execution environment, giving developers direct control over their application security
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Support for enclave attestation to a 3rd party
�Can attest; Enclave SW, CPU Security level, Sealing 

Identity, and more.

Data can be sealed against an enclave using a 
hardware derived Seal Key
�The Seal Key is unique to the CPU and the specific 

enclave environment

Well designed enclaves never contain hard 
coded secrets, instead, they are provisioned or 
created after the enclave is loaded
�Enclave binaries are un-encrypted and inspectable
�Should verify that the ‘right app/enclave is executing 

on the right platform’ using attestation

Persist provisioned Secrets across execution 
runs using HW provided Seal Key
�Avoids having to re-attest and re-establish trust each 

time the application runs
Enclave

Application Service Provider

REPORT
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which is placed in trusted memory
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Careful definition of the enclave interface is critical
�The enclave’s interface is it’s attack surface; it should 

be minimal and avoid data leakage

Enclave Definition Language (EDL) is used to define 
an enclave’s Trusted and Untrusted interface 
functions
�Tools process the EDL to create proxy / bridge code to 
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�Reduces the trusted computing base to the smallest possible footprint
�Prevents SW attacks even when OS/drivers/BIOS/VMM/SMM are compromised
�Secrets remain protected even when attacker has full control of the platform
�Prevents memory bus snooping, memory tampering,  and “cold boot” attacks against 
memory images in RAM 
�Provides hardware based attestation capabilities to measure and verify valid code and 
data signatures
�In-band execution utilizing the full power of the Intel® Processor

Example Usages

�User authentication factors and their computation remain private
�Company digital assets are protected regardless of the OS security posture
�Ultra Premium video content securely streamed to the home
�Conversations are kept confidential when video conferencing or using VOIP
�Peace of mind while managing financial accounts when using a browser 

Intel® Software Guard Extensions enables applications to execute code and protect secrets from within their

own protected execution environment, giving developers direct control over their application security
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Support for enclave attestation to a 3rd party
�Can attest; Enclave SW, CPU Security level, Sealing 

Identity, and more.

Data can be sealed against an enclave using a 
hardware derived Seal Key
�The Seal Key is unique to the CPU and the specific 

enclave environment

Well designed enclaves never contain hard 
coded secrets, instead, they are provisioned or 
created after the enclave is loaded
�Enclave binaries are un-encrypted and inspectable
�Should verify that the ‘right app/enclave is executing 

on the right platform’ using attestation

Persist provisioned Secrets across execution 
runs using HW provided Seal Key
�Avoids having to re-attest and re-establish trust each 
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the operations that work on/with that data
�Ex. Key material, proprietary algorithms, biometric 

data, CSR generation, etc.

Partition this functionality to an enclave
�Do not hard code secrets into the enclave

1. App built with trusted and untrusted 
parts

2. App runs & creates the enclave 
which is placed in trusted memory

3. Trusted function is called, execution 
transitioned to the enclave

4. Enclave sees all process data in 
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Careful definition of the enclave interface is critical
�The enclave’s interface is it’s attack surface; it should 

be minimal and avoid data leakage

Enclave Definition Language (EDL) is used to define 
an enclave’s Trusted and Untrusted interface 
functions
�Tools process the EDL to create proxy / bridge code to 

call into (ECALL) and return from (OCALL) an enclave
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�Reduces the trusted computing base to the smallest possible footprint
�Prevents SW attacks even when OS/drivers/BIOS/VMM/SMM are compromised
�Secrets remain protected even when attacker has full control of the platform
�Prevents memory bus snooping, memory tampering,  and “cold boot” attacks against 
memory images in RAM 
�Provides hardware based attestation capabilities to measure and verify valid code and 
data signatures
�In-band execution utilizing the full power of the Intel® Processor

Example Usages

�User authentication factors and their computation remain private
�Company digital assets are protected regardless of the OS security posture
�Ultra Premium video content securely streamed to the home
�Conversations are kept confidential when video conferencing or using VOIP
�Peace of mind while managing financial accounts when using a browser 

Intel® Software Guard Extensions enables applications to execute code and protect secrets from within their

own protected execution environment, giving developers direct control over their application security
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Support for enclave attestation to a 3rd party
�Can attest; Enclave SW, CPU Security level, Sealing 

Identity, and more.

Data can be sealed against an enclave using a 
hardware derived Seal Key
�The Seal Key is unique to the CPU and the specific 

enclave environment

Well designed enclaves never contain hard 
coded secrets, instead, they are provisioned or 
created after the enclave is loaded
�Enclave binaries are un-encrypted and inspectable
�Should verify that the ‘right app/enclave is executing 

on the right platform’ using attestation

Persist provisioned Secrets across execution 
runs using HW provided Seal Key
�Avoids having to re-attest and re-establish trust each 

time the application runs
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Enclave Certificate: SIGSTRUCT 

•  The enclave builder (also called “Sealing Authority”) 
signs a certificate for each enclave. The certificate 
contains
–  The expected value of the Enclave Identity, which is a hash of 

contents and properties of the enclave pages
–  The public key of the Sealing Authority
–  The product ID

•  For each enclave, there two registers
–  MRENCLAVE: it records the measurement of the contents and 

properties of the pages of an initialized enclave
–  MRSIGNER: after CPU checks the MRENCLAVE value against 

the expected one in SIGSTRUCT, it stores a hash of the public 
key of the Sealing Authority in MRSIGNER

•  The MRENCLAVE value represents the enclave identity, 
while MRSIGNER represents the enclave builder identity
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Local Attestation 

Enclave B wants to verifies Enclave A in the same machine
1.  So B sends MRENCLAVEB to A
2.  A asks the h/w to create a report about its identities with a MAC 

tag (the tag is created using a key only known by B). B then 
verifies the report using the Report Key (each enclave has its 
unique Report Key)

3.  Optionally, B asks the h/w to create a report and then sends it to A

CIS 4360 – Secure Computer Systems 27
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platform TCB. Should the platform TCB change, say through a 
microcode update, the platform attestation key should be replaced 
in order to properly represent the trustworthiness of the TCB. 

3.1 Intra-Platform Enclave Attestation 
Application developers may wish to write enclaves which can co-
operate with one another to perform some higher-level function. In 
order to do this they need a mechanism for the enclaves to 
authenticate one another. For this purpose Intel® SGX architecture 
provides the EREPORT instruction.   

When invoked by an enclave, EREPORT creates a signed 
structure, known as a REPORT. The REPORT structure contains 
the two identities of the enclave, the attributes  associated with the 
enclave (attributes identify modes and other properties established 
during ECREATE), the trustworthiness of the hardware TCB, and 
additional information the enclave developer wishes to pass on to 
the target enclave, and a message authentication code (MAC) tag. 
The target enclave is the enclave which will verify the MAC over 
the REPORT allowing it to determine that the enclave that created 
the REPORT has run on the same platform. 

The MAC is produced with a key called the “Report Key”. 
As shown in Table 1, Report Key is known only to the target 
enclave and to the EREPORT instruction. The validating (target) 
enclave can retrieve its own Report Key using the EGETKEY 
instruction. EGETKEY provides enclaves with keys, among them 
the Report Key, usable for symmetric encryption and 
authentication. The target enclave uses the Report Key to re-
compute the MAC over the REPORT data structure, and verify 
that the REPORT was produced by the attesting (reporting) 
enclave. The Intel® SGX architecture uses AES128-CMAC [3] as 
the MAC algorithm. 

 
Table 1: Access to Report Key and Seal Key 

Key Instruction Key association 
Seal Key EGETKEY Current enclave 
Report Key EREPORT Target enclave 

EGETKEY Current enclave 
 
Each REPORT structure also includes a 256-bit field for 

User Data. This field binds data that is inside the enclave to the 
identity of the enclave (as expressed by the REPORT). This field 
can be used to extend the REPORT with auxiliary data by 
populating it with a hash digest of of the auxiliary data, which is 
then provided alongside the REPORT. The use of the User Data 
field enables an enclave to build a higher level protocol to form a 
secure channel between itself and another entity.  

For example, by exchanging REPORTs that authenticate 
public Diffie-Hellman keys, that were randomly generated inside 
the enclave using mutually agreed parameters, the enclaves can 
generate an authenticated shared secret and use it to protect further 
communications between themselves. The Intel® Architecture 
supports the generation of true random values through the 
RDRAND instruction [4] available for use by enclave software. 

 The figure below shows an example flow of how two 
enclaves on the same platform would authenticate each other and 
verify that the other party is running inside an enclave on the same 
platform and therefore meets Intel® SGX’s security model 

User Platform

Application A Application B

N

e�

Enclave B

Report B

Enclave A

Report A

M

Figure 3: Intra-Platform Attestation Example 

1. After communication paths between enclave A and B have 
been established, enclave A obtains enclave B’s 
MRENCLAVE value. Note that the communication path in 
this step doesn’t have to be secure. 

2. Enclave A invokes the EREPORT instruction together with 
enclave B’s MRENCLAVE to create a signed REPORT 
destined for enclave B. Enclave A transmits its REPORT to 
enclave B via the untrusted communication path. 

3. After receiving the REPORT from enclave A: 
x Enclave B calls EGETKEY to retrieve its Report Key, re-

computes the MAC over the REPORT structure, and 
compares the result with the MAC accompanying the 
REPORT. A match in the MAC value affirms that A is 
indeed an enclave that is running on the same platform 
as enclave B and as such that A is running in an 
environment that abides to Intel® SGX’s security 
model.  

x Once the firmware and hardware components of the 
TCB have been verified, Enclave B can then examine 
Enclave A’s REPORT to verify the software 
components of the TCB: 

o MRENCLAVE reflects the contents of the 
software image running inside the enclave.  

o MRSIGNER reflects the sealer’s identity 
x Enclave B can then reciprocate by creating a REPORT 

for enclave A, by using the MRENCLAVE value from 
the REPORT it just received.  

x Enclave B transmits its REPORT to enclave A. Enclave 
A can then verify the report in a similar manner to 
enclave B confirming that enclave B exists on the same 
platform as enclave A. 

3.2 Inter-Platform Enclave Attestation 
The authentication mechanism used for Intra-platform enclave 
attestation uses a symmetric key system, where only the enclave 
verifying the REPORT structure and the EREPORT instruction 
that creates the REPORT have access to the authentication key. 
Creating an attestation that can be verified outside the platform 
requires using asymmetric cryptography. The Intel® SGX enables 
a special enclave, called the Quoting Enclave, which is devoted to 
remote attestation. The Quoting Enclave verifies REPORTs from 
other enclaves on the platform using the Intra-platform enclave 
attestation method described above, and then replaces the MAC 
over these REPORTs with a signature created with a device 
specific (private) asymmetric key. The output of this process is 
called a QUOTE. 

3.2.1 Intel® Enhanced Privacy ID (EPID) 
Attestation using standard asymmetric signing schemes has drawn 
privacy concerns when a small number of keys are used across the 
life of the platform. To overcome this problem Intel has introduced 
an extension to the Direct Anonymous Attestation scheme used by 
the TPM [5] &[6] called Intel® Enhanced Privacy ID (EPID)[7] 
that is used by the Quoting Enclave to sign enclave attestations. 

  In	
  SGX,	
  A8esta9on	
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  the	
  process	
  of	
  proving	
  that	
  some	
  
target	
  so>ware	
  is	
  properly	
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Remote Attestation Flow 

•  When an app receives an attestation request (containing a nonce) 
from an off-platform challenger (1), the app requests its enclave 
produce a report (2), which is then sent to the Quoting Enclave (by 
Intel) (3 and 4); it verifies the report then signs it with a private key 
(Enhanced Privacy ID Key) (5). The challenger then asks Intel’s 
attestation service to verify the signature.

•  The challenger should not send secret to the enclave until its identity 
is what the challenger expects and the signature has been verified

 
CIS 4360 – Secure Computer Systems 28

 

  1 

Intel® Software Guard Extensions:  
EPID Provisioning and Attestation Services 

 

Simon Johnson, Vinnie Scarlata, Carlos Rozas, Ernie Brickell, Frank Mckeen 
Intel Corporation 

{ simon.p.johnson, vincent.r.scarlata, carlos.v.rozas, ernie.brickell, frank.mckeen }@intel.com 

 

 

ABSTRACT 
Intel® Software Guard Extensions (SGX) has an 
attestation capability that can be used to remotely 
provision secrets to an enclave. Use of Intel® SGX 
attestation and sealing has been described in [1]. This 
paper describes how the SGX attestation key are 
remotely provisioned to Intel® SGX enabled 
platforms, the hardware primitives used to support 
the process, and the Intel Verification Service that 
simplifies the verification of an SGX attestation. The 
paper also includes a short primer on the Intel® 
Enhanced Privacy Identifier which is signature 
algorithm used by Intel® SGX attestation architecture. 

1 Introduction 
Intel® SGX is a set of processor extensions for 
establishing a protected execution environment 
inside an application [2]. This execution environment 
is called an enclave. SGX enclaves are created without 
secrets. Secrets are delivered after the enclave has 
been instantiated on the platform. The process of 
proving that the enclave has been established in a 
secure hardware environment is referred to as remote 
attestation. To perform an attestation the platform 
must have access to an attestation key. In [1] Intel 
outlined an architecture for how the platform 
produces the attestation but did not outline how the 
attestation key was delivered to the platform. It also 
did not outline the responsibilities of a relying party 
when verifying the attestations. 

This paper outlines the services infrastructure 
Intel has constructed to support the initial 
implementations of the Intel® SGX technology. In 
Section 1, we recap the attestation flow outlined in [1] 
and identify requirements for a corresponding 
attestation key provisioning architecture. In particular, 
we highlight the need for recovery mechanism when 
the Trusted Computing Base (TCB) is modified.  

Section 2 provides a high level overview of how 
initial implementations of Intel® SGX provide a 
recovery mechanism that allows the platform to be 
updated, and attest to this update. 

Section 3 outlines the Intel® Enhanced Privacy 
Identifier (EPID) architecture used to support Intel® 
SGX architecture. EPID is the algorithm of choice for 
SGX attestations. 

Section 4 details the provisioning and 
attestation verification services Intel has established 
to support SGX. 

1.1 Attestation Primer 
Attestation is the process of demonstrating that a 
software executable has been properly instantiated 
on a platform. The Intel® SGX attestation allows a 
remote party to gain confidence that the intended 
software is securely running within an enclave on an 
Intel® SGX enabled platform. The attestation conveys 
the following information in an assertion: 

x Identities of software being attested. 
x Details of unmeasured state (e.g. the mode 

software is running in). 
x Data which software associates with itself. 

SGX uses an asymmetric attestation key, 
representing the SGX TCB, to sign an assertion with 
the information listed above. 
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Figure 1: Attestation Flow 



Sealing 

•  After an enclave receives secrets from the remote 
challenger, it may want to store the secret in disk, so 
that it can be retrieved for later uses

•  However, the secret should not be revealed unless 
the same h/w and s/w environments are present

•  Thus, the secret should be encrypted using a Seal 
Key that is derived from 
–  The Root Provisioning Key that reflects the h/w
–  MRENCLAVE value or MRSIGNER value
–  Intel SGX libs

•  The effect is that nobody can steal the secret 
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Caveats 

•  Direct system calls (e.g., I/O) are prohibited inside 
the enclave, as the kernel is not trusted by the 
enclave

•  Workaround: You can invoke the external untrusted 
app code or APIs to perform IO, but this is risky

•  https://software.intel.com/en-us/forums/intel-
software-guard-extensions-intel-sgx/topic/539803

•  http://stackoverflow.com/questions/28114746/what-
does-it-implies-to-disable-syscall-in-intel-sgx
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–  The ISCA slides contain clear interpretation of instructions
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SGX and I/O 

•  system calls for read/write operation is same as interrupt 
which is not supported within Enclave. (IO operations are 
not supported by SGX)

•  But SGX includes instructions to let you temporarily exit 
the enclave in order to call untrusted code so that you 
can perform I/O, make general system calls, etc. and 
then return to the enclave. This imposes a performance 
penalty, and you are executing untrusted code during 
this time (which is not protected by SGX), so this should 
only be done when necessary and the amount of time 
spent outside the enclave should be minimized.

•  https://software.intel.com/en-us/forums/intel-software-
guard-extensions-intel-sgx/topic/532658
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