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Biometrics and AI

Biometrics is best defined as measurable physiological and/or behavioral characteristics that can be utilized to verify the identity of an individual. They include fingerprints, retinal and iris scanning, hand geometry, voice patterns, facial recognition and other techniques. They are of interest in any area where it is important to verify the true identity of an individual. Initially, these techniques were employed primarily in specialist high security applications, however we are now seeing their use and proposed use in a much broader range of public facing situations.

Biometrics can be used for a variety of reasons. It will banish the use of cards and PIN. In any situation where we would like to verify an individual’s identity in respect to a transaction may be a candidate for biometrics. One may want to use an ATM machine, or any other banking transaction, retail sale, or automated border control. But one must take care that biometrics cannot be applied in every situation. There are certain case in which biometrics may not be the most secure method or verification and identification.

Since biometrics is a vast field, I would narrow it down to facial recognition for the purpose of this research paper.

Primary Facial Recognition Technologies

There are four primary methods that are used for facial recognition to identify and verify subjects. These techniques include eigenfaces, feature analysis, neural network, and automatic face processing. Since these techniques use different algorithms, some types of facial scan technology are more suitable that others for applications such as surveillance, forensics, and network access.
EIGENFACE

This technique is patented by MIT which utilizes two dimensional, global grayscale images representing distinctive characteristics of a facial image. “Eigenface”, in other words, is known as “one’s own face”. 

Distinctive characteristics of the entire face are highlighted for use in future authentication. Combining features of approximately 100-125 eigenfaces can reconstruct the vast majority of faces. Once the subject is enrolled in the system, the subject’s eigenface is mapped to a series of numbers. Like all facial recognition technologies, eigenface technology is best utilized in properly lit, and only in frontal image captures.

FEATURE ANALYSIS

Feature analysis is one of the most widely used facial recognition technology used in the industry. This technique is used in many vendor products. This technique is related to eigenface, but it is more capable of accommodating changes in appearance or facial aspect. Facial analysis dozens of features from different regions of the face, and also incorporated the relative location of these features. 

Neural Network

In neural network mapping technology, features from both faces – the enrollment and verification face – vote on whether there is a match or not. Neural networks employ an algorithm to determine the similarity of the unique global features of live versus enrolled or reference faces, using as many details of the facial image as possible. An incorrect outcome prompts the matching algorithm to modify the weight it gives to the various facial features. This method, in turn, would lead to an increased ability to identify faces in several difficult conditions. Neural network facial recognition can do either 1-1 or 1-many recognition.

Automatic Face Processing(AFP)

AFP is a more rudimentary technology, using distances and distance ratios between easily acquired features such as eyes, nose, mouth, ears, etc… Though this technique is not as vigorous as eigenfaces, neural network or feature analysis, but AFP may be more effective in dimly lit, frontal images. 

	Figure: Face Recognition using Eigenfaces

	

	Source: http://vismod.www.media.mit.edu/tech-reports/TR-516/node8.html


Face recognition technology has been around for several years. In the last twenty years, it has come a long way. Today, computers are able to automatically identify information related to various biometrics for secure transactions, surveillance and security. These applications usually work in controlled environments and recognition algorithms can take advantage of the environmental constraints to obtain high recognition accuracy. 

However in the next generation of biometric recognition, the machines will be able to recognize faces in smart environments. To achieve this goal computers must be able to reliably identify nearby people in a manner that fits naturally within the pattern of normal human interactions. They must not require special interactions and must conform to human intuitions about when recognition is likely. This implies that future smart environments should use the same modalities as humans, and have approximately the same limitations. These goals now appear in reach -- however, substantial research remains to be done in making person recognition technology work reliably, in widely varying conditions using information from single or multiple modalities.

