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                                     FINAL EXAM QUESTIONS

                                             NETWORKS

Q.1  Explain the UDP Protocol.

Ans: The Internet has two main protocols in the transport layer,a connectionless

         protocol and a connection-oriented protocol.The connectionless protocol

         is UDP(User datagram protocol)

         UDP provides a way for applications to send encapsulated IP datagrams

         and send them without having to establish a connection.UDP transmits

         segments consisting of an 8-byte header followed by a payload.The two

         ports serve to identify the end points within the source and the destination 

         machines.When a UDP packet arrives.its payload is handed to a 

         process attached to the destination port.The port fields thus help the

         transport layer to deliver the segments correctly.

                                            The UDP header

                                                        32 Bits                                                                                

	                        Source
	                   Destination port

	                     UDP length
	                    UDP checksum


The source port in the header is required when a reply must be sent back to the 

source.

The destination port is required to identify the destination machine and the 

process.

The UDP length field includes the 8-byte header and data.

The UDP checksum is optional and is stored as 0 if not calculated.

However,UDP does not allow for error control.flow control,or retransmission 

upon receipt of a bad segment.

UDP is useful in client-server situations to send short messages across.

e.g  DNS(Domain name system)

Q.2  What is the Leaky Bucket algorithm?

Ans: Imagine a bucket with a small hole in the bottom.No matter the rate at which

         water enters the bucket,the output is at a constant rate.Also,when the bucket is      

         full,any additional water entering the bucket spills over the side and is lost.

         The same idea is applied to the packets.

         Each host is connected to the network by an interface containing the leaky

         bucket,that is a finite internal queue.If a packet arrives at the queue when

         it is full,the packet is discarded.In other words,if 1 or more processes

        within the host try to send a packet when the maximum number is

        already queued,the new packet is discarded.This arrangement can be 

        built into the hardware interface or simulated by the host operating

        system.This algorithm was first proposed by Turner and is called

        the Leaky Bucket algorithm.

       This mechanism turns an uneven flow of packets from the user processes

       inside the host into an even flow of packets onto the network,smoothing out the 

       burst  and greatly reducing the chances of congestion.

       Implementation of Leaky Bucket algorithm is easy.

Q.3What is IPv6 after IPv4? What happened to IPv5?

    Ans:   IP Version 6 (IPv6) is the newest version of IP, sometimes called  IPng for    "IP, Next Generation". IPv6 is fairly well defined but is not widely deployed. The main   differences between IPv6 and the current widely-deployed version of IP (which is  IPv4) are: 

· IPv6 uses larger addresses (128 bits instead of 32 bits in IPv4) and so can support many more devices on the network, and 

· IPv6 includes features like authentication and multicasting that had been bolted on to IPv4 in a piecemeal fashion over the years.

IPv5 never existed. The version number "5" in the IP header was assigned to identify packets carrying an experimental non-IP real-time stream protocol called ST. ST was never widely used, but since the version number 5 had already been allocated the new version of IP was given its own unique identifying number, 6. 

Q.4 How CIDR can be used to effectively manage the IP address space?


Ans:Using CIDR IP addressing, any number of contiguous bits can be assigned to identify networks, depending on the number of hosts it needs to support. This will greatly reduce the number of wasted IP addresses. For example, let us say a network has 900 hosts. If classful IP addressing is used, this network needs 4 class C IP addresses or one class B IP address. If a class B IP address is used, as the maximum number of hosts in a class B network is 65534, a very large number (65534 - 900) of host IP addresses will be wasted. As the number of class C IP networks is limited (2097152), it is not preferable to assign 4 class C IP addresses to this network. On the other hand, if CIDR is used, then this network can be assigned an IP address with a network prefix of 22 (i.e. /22). This means, 10 bits are available for hosts, resulting in 1024 available host IP addresses, satisfying the exact requirements of the network. So CIDR the IP address space can be effectively used.

Q.5 What is the format of the various IP address classe
Ans:The format of the different IP address classes is shown below: 

    

    IP Address  IP Address format                   

    Class                                          

    

    Class A     0NNNNNNN.HHHHHHHH.HHHHHHHH.HHHHHHHH 

    Class B     10NNNNNN.NNNNNNNN.HHHHHHHH.HHHHHHHH 

    Class C     110NNNNN.NNNNNNNN.NNNNNNNN.HHHHHHHH 

    Class D     1110MMMM.MMMMMMMM.MMMMMMMM.MMMMMMMM 

    Class E     1111RRRR.RRRRRRRR.RRRRRRRR.RRRRRRRR 


    In the above table,
    N denotes the network ID bits,
    H denotes the host ID bits,
    M denotes the multicast address bits and
    R denotes reserved bits.

