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1.a) Describe the two models of internetworking approaches.

   b) Discuss their advantages and disadvantages.

Solution :  

a) Two styles of internetworking are possible

Concatenated Virtual Circuit Model: 

This is similar to a connection-oriented approach. The subnet sees that the destination is remote and builds a Virtual circuit to the router nearest the destination network. Then it constructs a virtual circuit from that router to an external gateway. This gateway records the existence of the virtual circuit in its tables and proceeds in the next subnet. This process continues until the destination host has been reached. Once data packets begins flowing along the path, each gateway relays incoming packets, converting between packet formats and virtual circuit numbers as needed. Clearly all data packets must traverse the same sequence of gateways. Consequently packets in a flow are never reordered by the network.

Datagram Model:

This is similar to a connection-less approach. In this model the only service the network layer offers to the transport layer is the ability to inject datagrams into the subnet and hope for the best. There is no notion of a Virtual Circuit at all in the network layer, let alone a concatenation of them. It does not require all packets belonging to one connection to traverse the same sequence of gateways. Routing decision is made separately for each packet, possibly depending on the traffic at the moment the packet is sent. It can use multiple routes and thus achieve a higher bandwidth than the concatenated virtual circuit model. There is no guarantee that the packets arrive at the destination in order, assuming that they arrive at all.

b) Concatenated Virtual Circuit model 

Advantages:

1. Buffers can be reserved in advance

2. sequencing can be guaranteed

3. short headers can be used 

4. troubles caused by delayed duplicate packets can be avoided.

Disadvantages:

1. table  space required in the routers for each open connection.

2. No alternate routing to avoid congested areas.

3. vulnerability to router failures along the path

Datagram Model:

Advantages:

1. Robustness in the face of router failures.

2. Can be used over subnets that do not use Virtual circuits inside

Disadvantages:

1. More potential for congestion.

2. Longer headers are needed.

3. No sequencing.

2.a) What is  Nagle’s Algorithm.

 b) What is Silly window syndrome. Explain Clark’s solution to the Silly window 

     syndrome.

Solution :

a) The main purpose of Nagle’s algorithm is to avoid inefficient use of bandwidth. When data come into the sender one byte at a time, just send the first byte and buffer all the rest until the outstanding byte is acknowledged. Then send all the buffered characters in the TCP segment and start buffering again until they are all acknowledged. If the user is typing quickly and the network is slow, a substantial number of characters may go in each segment, greatly reducing the bandwidth used.

The algorithm additionally allows a new packet to be sent if enough data have trickled in to fill half the window or a maximum segment.

b) Silly window syndrome is a problem that can degrade TCP performance. 

This problem occurs when data are passed to the sending TCP entity in large blocks, but an interactive application on the receiving side reads data 1 byte at a time.

Clark’s solution is to prevent the receiver from sending a window update for 1 byte.

Instead it is forced to wait until it has a decent amount of space available and advertise that instead. Specifically, the receiver should not send a window update until it can handle the maximum segment size it advertised when the connection was established or until its buffer is half empty, whichever is smaller. 

The sender can also help by not sending tiny segments. Instead, it should wait until it has accumulated enough space in the window to send a full segment or at least 

one containing half of the receiver’s buffer size.

Nagle’s algorithm and Clark’s solution to the silly window syndrome are complementary. Nagle’s algorithm tries to solve the problem caused by the sending application delivering data to TCP a byte at a time. Clark’s solution tries to solve the problem of the receiving application sucking the data up from TCP a byte at a time.

Both solutions can work together. The goal is for the sender not to send small segments and the receiver not to ask for them.

3.Is there a setup phase for each connection in (MPLS) MultiProtocol Label Switching?   

   How are forwarding table entries created in MPLS?

Solution : There is no setup phase for each connection in MPLS.

There are two ways for the forwarding table entries to be created.

a) Data driven approach: When a packet arrives, the first router it hits contacts the router downstream where the packet has to go and asks it to generate a label for the flow. This method is applied recursively. Effectively, this is on-demand virtual circuit creation. The protocols that do this spreading are very careful to avoid loops. They often use a technique called colored threads. The backward propagation of an FEC(Forwarding Equivalence Class) can be compared to pulling a uniquely colored thread back into the subnet. If a router ever sees a color it already has, it knows there is a loop and takes remedial action. This approach is used on networks in which the underlying transport is ATM.

b) Control driven Approach: It is used on networks not based on ATM. It has several variants. One of them works like this. When a router is booted, it checks to see for which routes it is the final destination. It then creates one or more FEC’s for them, allocates a label for each one, and passes the labels in their forwarding tables and send new labels to their neighbors, until all the routers have acquired the path. Resources can also be reserved as the path is constructed to guarantee an appropriate quality of service.

4.a)What is  (ICMP) Internet Control Message Protocol?

   b) Explain the principal ICMP message types.

Solution :

The operation of the Internet is monitored closely by the routers. When something unexpected occurs, the event is reported by the ICMP (Internet Control Message Protocol) which is also used to test the Internet. Many types of ICMP messages exist.

Each ICMP message type is encapsulated in an IP packet.

The Principal ICMP message types are:

1.Destination Unreachable: This message is used when the subnet or a router cannot locate the destination or when a packet with the DF bit cannot be delivered because a “small-packet” network stands in the way.

2.Time Exceeded: This message is sent when a packet is dropped because its counter has reached 0. This event is a symptom that packets are looping, that there is enormous congestion, or that the timer values are being set too low.

3. Parameter Problem: This message indicates that an illegal value has been detected in a header field. This problem indicates a bug in the sending host’s IP software or possibly in the software of a router transited.

4. Source Quench: This message was used to throttle hosts that were sending too many packets. When a host received this message, it was expected to slow down. This message is rarely used any more because when congestion occurs, these packets tend to add more fuel to the fire.

5. Redirect: It is used when a router notices that a packet seems to be routed wrong. It is  used by the router to tell sending host about the probable error.

6.Echo and Echo Reply: They are used to see if a given destination is reachable and alive. Upon receiving an Echo message, the destination is expected to send an Echo reply message back.

7. Time stamp Request and Time stamp Reply: They are similar except that the arrival time of the message and the departure time of the reply are recorded in the reply. This facility is used to measure network performance.

5. a) What is Resource Reservation?

    b) What are the different kinds of resources that can potentially be reserved?

Solution:

a) Once we have a specific route for a flow, it becomes possible to reserve resources along that route to make sure the needed capacity is available. This is known as Resource Reservation.

b) Resources that can potentially be reserved are

· Buffer Space: This resource is often in short supply.  When a packet arrives, it is usually deposited on the network interface card by the hardware itself. The router software then has to copy it to a buffer in RAM and queue that buffer for transmission on the chosen outgoing line. If no buffer is available, the packet has to be discarded since there is no place to put it. For a good quality of service, some buffers need to be reserved for a specific flow so that flow does not have to compete for buffers with other flows. There will always be a buffer available when the flow needs one, up to some maximum.

· CPU cycle: CPU cycles are also a scarce resource. It takes router CPU time to process a packet, so a router can process only a certain number of packets per second. Making sure that the CPU is not overloaded is needed to ensure timely processing of each packet.

· Bandwidth: This is the most obvious.  If a flow requires 1 Mbps and the outgoing line has a capacity of 2 Mbps, trying to direct 3 flows through that line is not going to work. Thus, reserving bandwidth means not over subscribing any output line.

