MIDTERM QUESTIONS AND ANSWERS

Question 1







(Submitted by Carlo Boza) 





(A) What is byte stuffing? Describe the method. 

The “flag byte” is another second method used to delimit frames (besides “character count” and “bit-stuffing”), which inserts a flag byte at the beginning and end of the frame. A problem with this method occurs when this method is that a flag byte pattern be found in the data; consequently that flag byte pattern will be misinterpreted as a delimiter.

To solve the previous problem, “byte stuffing” is used. That consists in inserting an ESC byte before the “accidental” byte pattern (in the data). Consequently an accidental flag delimiter pattern will be distinguished from an authentic byte delimiter by the additional ESC byte preceding it (the accidental flag delimiter pattern). In other words, the ESC byte makes accidental flag patterns located in the data to be ignored.

(B) What problems might arise with this type of framing method and how are they solved? 

If an “accidental” ESC byte is found at the end of the frame (as part of the data), then after stuffing with a flag byte for delimiting the frame, that ESC flag will make the flag byte delimiter be ignored, and consequently two frames be considered as one. To solve this second problem, an ESC flag is inserted before every “accidental” ESC flag pattern found in the data, so that, the “accidental” ESC flag can be ignored.

(C) What is the major disadvantage of this method? 

It is tied to the use of 8-bit character codes only. To allow character codes with an arbitrary number of bits per character and frames with an arbitrary number of bits, “bit-stuffing” method is used. That consists in inserting the “01111110” bit pattern to delimit frames (beginning and end of frame), and whenever 5 (five) 1’s is found in the data, a ‘0’ is inserted. That way, the delimiter pattern (01111110) can never be “accidentally” found in the data. 

     (D)      Which bit stream will the sender send to the receiver in order to transmit the following two frames? Assume that no other Esc and Flag bytes are contained in the frames.

Initially:


Solution


Question 2:








(Submitted by Joe Jupin)
What is Hamming Distance?  Design “good” code words for the following data words:  00, 01, 10, 11.  Assume each code word is 4 bits long.

The Hamming Distance is the number of bits that a set of code words differs when exclusive “OR”ed (^).  The smallest number is the Hamming Distance. 

Example:
1110



1100





0110



0110





____



____





1000 Hamming Dist = 1 
1010 Hamming Dist = 2

For the set 1110, 1100, 0110, the Hamming Distance is 1 because it’s the smallest.  The Hamming Distance can be used to correct or detect errors in a trans mission.  If there are d errors, you need a Hamming Distance of 2d+1 to correct or d+1 to detect.

“Good” code words for 00, 01, 10, 11 are:

0011
0110
1001
1100

__
__
__
__

The Hamming Distance is 2, which will detect 1-bit errors.

Question 3:








(From Home work)

The following Hamming coded (single bit correction) string was received: 010101010111. Is there an error? If yes, in which position?

                      

 0 1  0  1  0  1  0  1  0   1  1   1

Positions        1 2  3  4  5  6  7  8  9 10 11 12   

The string is interpreted as check bits at positions that are in bold.

3 = 1+2                      

5 = 1+4                      

6 = 2+4                      

7 = 1+2+4                  

9 = 1+8                      

10 = 2+8                    

11 = 1+2+8                

12 = 4+8                    

A) Hence for the check bit 1 we look at bits 3,5,7,9,11 => according to our string received check bit 1 = 0 + 0 + 0 + 0 + 1 = 1 which is not true.

B) For check bit 2 we look at bits 3,6,7,10,11 =>according to our string received check bit 2 = 0 + 1+ 0 + 1 + 1 = 1 which is true.

C) For check bit at position 4 we look at bits 5, 6, 7, 12 => according to our string received check bit 4 = 0 + 1 + 0 + 1 = 0 which is not true.

D) For check bit at position 8 we look at bits 9,10,11,12 => according to our string received check bit 4 = 0 + 1 + 1 + 1 = 1 which is true.

From the above it is observed that check bits at position 1 and 4 are incorrect implying that an error has occurred. The two common positions they share are bit positions 5 and 7. But bit position 7 is also used for calculation of check bit 2 which has been determined to be correct. As a result there is an error at bit position 5.

Question 4:







(Submitted by Jinesh Sanghvi)

A) What is a Carrier Sense Protocol?

Whenever any station needs to transmit frame, it first senses (checks) the channel for any transmission already going on. If the station senses a carrier on the channel then it does not transmit. If there is no carrier on the channel, then it transmits frames.
   

Carrier Sense means to verify whether any transmission is already in process.
B) Name and describe three CSMA protocols?

The three types of CSMA protocol are

1-persistent CSMA

Non Persistent CSMA

P-persistent CSMA

1-persistent CSMA:

In this protocol, the station checks whether there is a carrier on the channel. If the channel is not busy (i.e. absence of the carrier) then it transmits or else it continuously keeps on checking carrier until it transmits.
Non Persistent CSMA:

In this protocol, the station senses whether the carrier is present on the channel. If the channel is idle (ie absence of carrier) then it transmits or else it waits for random amount of time and then checks for the carrier again (ie it does not continuously sense the carrier).
p-persistent CSMA:

This protocol is used for slotted time schemes. If there is no carrier on the channel, then the station transmits with probability ‘p’.   If there is a carrier present, then it waits for the next time slot.
C) Describe one collision free protocol?

Bit-Map Protocol (Collision Free Protocol)

In this protocol, before any transmission begins, an N-bit contention slot is transmitted. If station 0 wants to transmit then it generates 1 during time slot 0. In other words, if any node j wants to transmit then it generates ‘1’ during the jth time slot.
In this way, every station knows in advance, which stations are going to transmit and that’s why no collision occurs during transmission. Once all the station that have registered to transmit finish their transmission, then other N bit contention slots follows and the stations can again register if they wish to transmit frames.
Bit-Map protocol is also called Reservation protocol because each station generates the wish to transmit before actual transmission thereby making reservation.
If a station wished to transmit after its slot to register has passed, then it has to wait for all the station to finish transmitting and can register to transmit when the next N-bit contention slots arrives.
D) Difference between CSMA and Collision free protocols

	CSMA
	Collision Free Protocols

	Each station senses the carrier on the channel before transmitting.
	Each station j registers by generating ‘1’ during the ‘jth’ time slot so that it can transmit in near future.

	Collision occurs, if two or more stations senses the station idle simultaneously and thereby transmits at the same time
	No Collision occurs.

	No overhead
	1-bit overhead per station

	No advantages for any particular stations.
	Higher order stations have the advantage as compared to lower stations.


Question 5:






    (Submitted by Jayashree Rameshan)

5. (A) How do bridges use backward learning to find the location of hosts?

When a frame arrives, a bridge must decide whether to discard or forward it, and if the latter, on which LAN to put the frame. This decision is made by looking up the destination address in a big (hash) table inside the bridge.

When the bridges are first plugged in, all the hash tables are empty. None of the bridges know where any of the destinations are, so they use a flooding algorithm: every incoming frame for an unknown destination is output on all the LANs to which the bridge is connected except the one it arrived on. As time goes on, the bridges learn where destinations are. Once the destination is known, frames destined for it are put on only the proper LAN and are not flooded. The bridges operate in promiscuous mode, so they see every frame sent on any of their LANs. By looking at the source address, they can tell which machine is accessible on which LAN. For example if bridge B1 sees a frame on LAN2 coming from C, it knows that C must be reachable via LAN2, so it makes an entry in its hash table noting that frames going to C should use LAN2. Any subsequent frame addressed to C coming in on LAN1 will be forwarded, but a frame for C coming in on LAN2 will be discarded.

The following routing procedure is followed for each incoming frame.

1. If the destination and source LANs are the same, discard the frame.

2. If the destination and source LANs are different, forward the frame.

3. If the destination is unknown, use flooding.
   
    (B) Consider the network of the fig. If machine E, G, H were to suddenly become 

white would any changes be needed to the labeling? How would B1 and B2 tables change, Illustrate all steps?

       



  
[image: image1.wmf] 


If machines E, G, H were to suddenly become white there would be changes to the labeling. The table inside B2 has to be updated to relabel the port to LAN2 as W instead of GW since on LAN2, there are no gray hosts any more. Also, table inside B1 has to be updated to relabel the port to bridge B2 as W instead of GW. B2 has to forward only frames that are white. So there is no point in B1 sending a gray frame to B2 since there are no gray hosts on that port.

Question 6:







(Submitted by Sandeep S. Dixit)

Describe and illustrate the Bellman-Ford algorithm (distance vector routing) on the graph in Fig. 2 using the s node as the source node. We assume that data flow is only in the marked directions, but the exchange of distance vectors is symmetric.
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Figure 2
 Initially,

	
	        s
	       u
	       v
	        x
	       y

	      s
	        -
	     u,10
	        X
	     x,5
	      X

	      u
	       X
	        -
	       v,1
	     x,2
	      X

	      v
	       X
	       X
	        -
	      X
	     y,4

	      x
	       X
	      u,3
	       v,9
	       -
	     y,2

	      y
	      s,7
	        X
	       v,6
	      X
	        -


After 1 exchange

	
	        s
	       u
	       v
	        x
	       y

	      s
	        -
	     x,8
	     u,11
	      x,5
	     x,7

	      u
	       X
	      -
	     v,1
	      x,2
	     x,4

	      v
	     y,11
	       X
	      -
	       X
	     y,4

	      x
	     y,9
	      u,3 
	     v,4
	       -
	     y,2

	      y
	     s,7
	      s,17
	     v,6
	       s,12
	        -


After 2 exchanges

	
	        s
	       u
	       
	        x
	       y

	      s
	        -
	      x,8
	     x,9
	      x,5
	      x,7  

	      u
	      x,11
	      -
	     v,1
	      x,2
	      x,4

	      v
	      y,11
	      y,21
	      -
	      y,16
	      y,4

	      x
	      y,9
	      u,3
	     v,4
	       -
	      y,2

	      y
	      s,7
	      s,15
	     v,6
	      s,12
	        -


After 3 exchanges

	
	        s
	       u
	       
	        x
	       y

	      s
	        -
	      x,8
	     x,9
	      x,5
	      x,7  

	      u
	      x,11
	      -
	     v,1
	      x,2
	      x,4

	      v
	      y,11
	      y,19
	      -
	      y,16
	      y,4

	      x
	      y,9
	      u,3
	     v,4
	       -
	      y,2

	      y
	      s,7
	      s,15
	     v,6
	      s,12
	        -


Question 7:







(Submitted by Sumit Basu)

Router B is connected to routers A, C and F. It receives the following Link State packets from the nodes in the network. We assume that all link costs are symmetric unless explicitly stated otherwise.
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(a) Construct the network topology (by a graph) as seen by B, after receiving the Link State packets.

(b) Suppose the link F-B goes down. Show what link state packets will flow in the network to reflect this change until the costs stabilize. You may skip the sequence number field in the packets and assume that none of them times out.

(c) How would F and B measure the delay between them to form a metric? 

Network topograph seen by B, after receiving the Link State packets:



B


10
2
1

C

A

F

G

4 6

The routing tables look like:

	C
	

	B      10

A       4

F       11

G      17


	A
	

	B       2

C       4

F       3

G       9


Etc

Now suppose the link F-B goes down. So now the packets that will flow in the network to reflect this change is as follows:

	C
	

	B      10

A       4


	A
	

	B       2

C       4


	B
	

	A       2

C       10


	F
	

	G      6


	G
	

	F     6


Since B would not receive any acknowledgement back from F and vica-versa,

No value for F would be indicated in the packet sent out by B. Similarly, no

Value for B would be indicated in the packets sent out by F.

Question 8:







(From Home Work)
Discuss the flow of information at the correct layers in a connection from

C1 to C2.

                          C1              S1              R1            R2             C2

  


                        HOST   ETHERNET      ROUTERS            HOST

                                        SWITCH

                   C1 ,C2 ->  Hosts

                         S1  ->  Ethernet switch

                     R1,R2 -> Routers

       ----------------------------------------------------------------------------------------

                                                                                                                           Application

      -----------------------------------------------------------------------------------------

                                                                                                                           Transport

      ------------------------------------------------------------------------------------------

                                                                                                                            Network

     -------------------------------------------------------------------------------------------

                                                                                                                             Link/Lan


    --------------------------------------------------------------------------------------------

                                                                                                                             Physical

   ---------------------------------------------------------------------------------------------

 ________________________________________________
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