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1.
Describe briefly the different layers of the OSI model and the TCP/IP Reference Model. Compare the OSI and TCP/IP Reference Models.

The OSI model has seven layers:

· Physical Layer

· Data Link Layer 

· Network Layer

· Transport Layer

· Session Layer

· Presentation Layer

· Application Layer

The Physical Layer is concerned with transmitting raw bits over a communicating channel. It is designed to make sure that when one side sends a 1 bit, it is received by the other side as a 1 bit, not as a 0 bit.

The Data Link Layer transforms a raw transmission facility into a line that appears free of undetected transmission errors to the network layer. It accomplishes this task by having the sender break up the input data into data frames and transmits the frames sequentially. If the service is reliable, the receiver confirms correct receipt of each frame by sending back acknowledgement frame. This layer also handles the issue of keeping a fast transmitter from drowning a slow receiver in data.

The Network Layer controls the operation of the subnet. A key design issue is determining how packets are routed from source to destination from routes that can be based on static tables or can be dynamic.

The Transport Layer accepts data from above, split it up into smaller units if need be, pass these to the network layer, and ensure that the pieces all arrive correctly at the other end. All this must be done efficiently and in a way that isolates the upper layers from the inevitable changes in the hardware technology. This layer determines what type of service to provide to the session layer.

The Session Layer allows users on different machines to establish sessions between them. Sessions offer various services, including dialog control, token management and synchronization.

The Presentation Layer is concerned with the syntax and semantics of the information transmitted. This layer manages the abstract data structures and allows higher-level data structures to be defined and exchanged.

The Application Layer contains variety of protocols that are commonly needed by users,

Such as HTTP, application protocols for file transfer, electronic mail, and network news.

The different layers of the TCP/IP Reference model are:

· Internet Layer

· Transport Layer

· Application Layer

· Host-to-Network Layer

The Internet Layer is similar to the OSI network layer. It permits hosts to inject packets into any network and have them travel independently to the destination. They may arrive in different order than they were sent, in which case it is the job of higher layers to rearrange them, if in-order delivery is desired. This layer defines an official packet format and protocol called IP (Internet Protocol). The job of this layer is to deliver IP packets where they are supposed to go. Packet routing and avoiding congestion is the main issue.

The Transport Layer in TCP/IP model is just as in the OSI transport layer. Two transfer protocols have been defined: TCP and UDP

The Application Layer contains all the higher-level protocols such as TELNET, FTP, SMTP, and HTTP etc.

The Host-to-Network layer is below the Internet layer. The TCP/IP reference model does not say much about what happens here, except to point out that the host has to connect to the network using some protocol so it can send IP packets to it. This protocol is not defined and varies from host to host and network to network.

Comparison of the OSI and TCP/IP Reference Models:

The OSI and TCP/IP Reference Models have some common features:

Both are based on the concept of a stack of independent protocols.

The functionality of the layers is roughly similar such as in both models the layers up through and including the transport layer are there to provide an end-to-end network-independent transport service to processes wishing to communicate.

Both the models also have a lot of differences:

The OSI model has 3 central concepts: Service, Interface and Protocol

Service defines what the layer does. Interface defines how users can access the services.

Hidden protocols do the job, with just public interface. This is good object-oriented approach and makes for a general model without concern for specific protocols.

However, the TCP/IP model did not originally clearly distinguish between service, interface and protocol. So protocols in the OSI model are better hidden than in the TCP/IP model and can be replaced relatively easily as the technology changes.

The OSI reference model was devised before the corresponding protocols were invented. So the model was not biased toward one particular set of protocols, s fact that made it quite general. However, for TCP/IP the reverse was true, the protocols came first and the model was just a description of the existing protocols. The protocols fit in the model perfectly. However, the model did not fit any other protocol stacks. So it was not useful for describing non-TCP/IP networks.

2.
What are the various physical media that are used for the actual guided transmission of data in the physical layer? What are the different types of wireless transmissions? 

The various physical media that can be used for the actual transmission of raw bit stream in the physical layer are:

· Magnetic Media

· Twisted Pair

· Coaxial Cable

· Fiber Optic

The different types of wireless transmissions are:

· The Electromagnetic Spectrum

· Radio Transmission

· Microwave Transmission

· Infrared and Millimeter Waves

· Lightwave Transmission

3.
What is byte stuffing? Describe the method. What problems might arise

with this type of framing method and how are they solved? What is the major disadvantage of this method?

Byte stuffing or character stuffing is a framing method used in the data link layer to get around the problem of resynchronization after an error by having each frame start and end with special bytes. The starting and ending deliminator are the same and known as the flag byte.

	FLAG
	Header
	Payload field
	Trailer
	FLAG


In the above example FLAG is used as the flag byte. In this way, if the receiver ever loses synchronization, it can just search for the flag byte to find the end of the current frame. Two consecutive flag bytes indicate the end of one frame and start of the next one.

The problem that might occur with this method is, when binary data is transmitted, the flag byte’s bit pattern might occur in the data. This situation would interfere with framing. 

This problem can be solved by inserting a special escape byte (ESC) just before each accidental flag byte in the data. The data link layer on the receiving end removes the escape byte before the data are given to the network layer. If an escape byte occurs in the middle of the data, it is stuffed with an escape byte. Thus, an single escape byte is part of an escape sequence, whereas a doubled one indicates that a single escape occurred naturally in the data.

The major disadvantage of this method is that it is closely tied to the use of 8-bit characters. Not all character codes use 8-bit characters, like UNICODE uses 16-bit characters.

4.
Why do we need VLANs? After VLANs are colored, how do bridges / switches know the “color” of a frame?

We need VLANs for the following reasons:

· Security: We treat LANs as a single shared media. If multiple departments share the same physical LAN, it is harder to restrict which hosts see packets from which department. Hosts can be in promiscuous mode.

· Load:
Administrators can distribute available capacity by department. This makes better organizational sense.

· Broadcasting: Every machine regularly sends broadcast messages. To reduce the effects of a broadcast storm, while still maintaining transparent bridges, one can use VLANs.

· Thus VLANs allow network administrators to rewire the building in software.

One of the following methods might be used by bridges / switches to know the “color” of a frame:

· Every port is assigned a VLAN color. This only works if every machine attached at the port is of the same color.

· Every MAC address is assigned a VLAN color. Bridges / Switches maintain a table mapping MAC addresses to colors.

· Every layer 3 protocol or IP address is assigned a VLAN color. This works but violates the independence of layer principle. Data link layer device looking into network layer fields. Such switches are limited to carrying network layer packets they understand.

5.
What is the Optimality Principle for routing? What are the different routing algorithms?  What are the different steps of Link State routing?

The optimality principle for routing states that, if router J is no the optimal path from router I to router K, then the optimal path from J to K also falls along the same route.

The different routing algorithms are:

· Shortest Path Routing

· Flooding

· Distance Vector Routing

· Link State Routing

· Hierarchical Routing

· Broadcast Routing

· Multicast Routing

· Routing for Mobile Hosts

· Routing in Ad Hoc Networks

The different steps of link state routing that a router must do are the following:

· Discover its neighbors and learn their network addresses.

· Measure the delay or cost to each of its neighbors.

· Construct a packet telling all it has just learned.

· Send this packet to all other routers.

· Compute the shortest path to every other router.

