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ABSTRACT

The amount of multimedia information that can be accessed and the use of digital media have increased over the past few years. In parallel with these benefits, we have a severe raise in digital piracy. Digital copies are easily made. In order to stop this from happening we have to find ways to protect the original image. 
It would be useful to automatically retrieve information about the data. One way of doing this is fingerprinting. An analysis is performed in order to extract the most important features that allow an unambiguous identification. 

1.  INTRODUCTION
Image authentication plays an important role in security and communications. Images are being transferred over the Internet and are readily available for access from any part of the world and without introducing authentication mechanism, it is almost impossible to distinguish if an image is original or being manipulated.

There are two main approaches to image authentication. The first one is Watermarking [1]. This method involves adding a fragile data (key) that is difficult to remove, to our image. Watermarking systems can be visible or invisible. And while some of them hide the information in the spatial domain, the others exploit the visual properties of the frequency domain.
The second approach doesn’t involve any modifications to the original image. It is called Fingerprinting [2]. In this case we only extract the most important features of the image that uniquely characterize the image just like human fingerprints identify a person. 
Fingerprints can be used in different ways: as an additive information to an image, or information that is deleted from it. In the first case they can be used for recognition purpose. And they are of great importance for our purpose, since image authentication can be performed without altering the original image. For example, legitimate owners of a digital media can be provided with a set of keys (fingerprints) to assure legal ownership.

In Section 2 we discuss the requirements for such fingerprints while in Section 3 we present the algorithm.

The algorithm proposed in this paper belongs to the class of fingerprinting techniques. It represents a combination of ideas introduced in papers [3] and [4] that have been modified and improved so that the algorithm can be robust to color transformations and rotation.
2. THE REQUIREMENTS 
What we propose here is an algorithm that uses the original image to “extract“ some kind of identity from it and store it for authentication purposes. The choice of the features that can be used for this task is actually the subject of image retrieval over large image databases. The selected features have to obey the following rules:
· Uniquely characterize each image  

· Occupy significantly less storage space than the original image

· Much higher compressibility than the         original image
Since we are interested not only in recognition of images in the large data bases, but in discovering has the copyrighted image been tampered as well, we will also need a feature that can withstand most of the standard image processing tasks.
Our algorithm has to be robust to various image transformations. Our main concern will be recognition of rotated images.

3. THE ALGORIYHM
3.1. Fingerprint vector extraction

This is the first phase in our algorithm. We have to choose the features that are going to represent the image. That’s why this phase is of great importance.

This phase is split into two parts: pre-processing in which we convert the original signal (image) into “standard’’ signal, and fingerprint computing in which we extract the fingerprint vector from the standard signal.

3.1.1 Pre-processing

Figure 1 shows the main steps of the pre-processing algorithm. First, extraction of the YCrCb components is performed. Our algorithm works only with the luminance component, but it can easily be modified to combine all three YCrCb components. Then the following steps are performed:

· resampling to 348 x 284
· low pass filtering
· down-sampling in both directions of a factor 2
As the result we get the standard signal.
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Figure 1 – Pre-processing phase.

3.1.2 Fingerprint computing
In this phase we perform the following actions:

· construction of a variance matrix

· splitting the matrix into blocks

· selection of minima for each block

All of these actions are performed on the standard signal.

Variance matrix construction                                                                                                                                    

For each pixel of a component matrix a local variance is computed considering a (2*K+1)*(2*K+1) square block, where K=7. We do not calculate the variance for those pixels whose distance from the edge is less than 7. The variance value is put in the new matrix in the same position of the pixel. The variance matrix is going to be smaller than the original one. Since we are using K=7 and our standard signal, the final size of a matrix is 160*128.
Block splitting
Variance matrix has to be split into block in order to analyze it. Blocks are of size 16*16, so we have exactly 80 blocks.
Minima selection

In this step we are going thru every block selecting a minimum variance value. This value is called a star and every block has one. In next step we remove the stars that are on block borders because they can easily move to the neighbor block under some transformations. Then we would have two stars in the same block, which is unacceptable. After we removed the star on the border of a block we have to select a new star for that block, which is going to be the next smallest value in that block. This way the total number of stars remains 80. At the end we form a new matrix that is full of ’’0’’ except in the position of stars where we have ’’1’’. Borders are also made with ’’1’’. This matrix is just used for presentation purposes. We clearly see that this information can be stored much more efficiently (described in 3.2).

If we performed the same steps for the chrominance components also, at the end of this phase we would have three fingerprint matrixes, one for every component of the standard signal. While this way the fingerprint would occupy more storage than when we calculate it only for luminance component, our system would be more robust to color transformations.
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Figure 2 – Fingerprint computing phase
3.2 Fingerprint storage
As we mentioned, the fingerprint matrix is used for representation. What we need is a more efficient way of storing the fingerprint of every image. If we use only the luminance component, our choice would be a one-dimensional vector. The vector will have two kinds of data: the number of stars (in our case it is always 80, we kept this field from the previous approach when we didn’t choose a new star once the one on the border is eliminated) and their exact position in the matrix (values of x and y). This way we occupy much less memory because there is less information to store. The vector size is therefore always 81. 
One more advantage is that we can easily restore to the original matrix.
If we were to use all three components (YCrCb) we would have a three-dimensional fingerprint vector (Figure 3). 
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Figure 3 – 3D Fingerprint vector

Compression is very important if we want to build a fingerprint database. If we choose to store the fingerprints as described above the compression level is going to be very high. Compression can be performed with WinZip or similar programs.
3.3 Verification process
The situation that we are considering is that we have a big database full of images and a database of corresponding fingerprint vectors for each image which we use for identification purposes.
In the verification process we form the fingerprint vector for the image that is under investigation and then we compare it to all the fingerprint vectors in the database. The result of comparing two vectors is the percentage of the stars that are found in the same position. If we use all three components the result would be the mean of all three percents.
The comparison process is easy. We calculate the Euclidean distance between every two stars in the corresponding vectors. If the distance is less than 1.41 we increment the number of the same stars S. If a star in one vector is found to be in the neighborhood of the star in the second vector, meaning that their distance is 1.41 or less, we consider them to be the same star. We use this method because it has been observed that sometimes, after a possible image manipulation, the position of the stars might slightly change.
If the final percent of the same stars is more than 20% we conclude that a positive match has been found. If the percent is less than 20% we consider it to be a completely different image. After a great number of tests, we concluded that the best threshold is 20%. This threshold can be changed, depending on the situation.  
The similarity percent falls into one of these 3 categories:

· 100% - This is a completely same image

· > 20% - This is the same image, but transformed or modified
· < 20% (usually very small percentage) - This is a completely different image
4. RESULTS
The test that we performed can be divided into three groups:

· Unique identification
· Robustness against image tampering

· Robustness against image rotation

4.1 Unique identification

We used a database of 30 fish images. Some of them are very similar in colors and shape and some are completely different. After calculation of fingerprint functions for each image in the data base we can compare them. The results showed that the unique identification is possible and that the similar images have the percent of same stars that is close to 20% and the completely different ones bellow 5%.
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Figure 4 - Database of fish images
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Figure 5 – Test results
The second test that we performed involved comparing two completely same images, when we alter only couple of pixels in one of them. The results didn’t show a 100% mach, they showed a 98.5% similarity. From this we can conclude that the algorithm is very sensitive.
We also tried to print the image and scan it. Again, when we compare it to the original we do not get a 100% mach. Also, the same thing happens when we photograph it and then compare it.
4.2 Robustness against image tampering

In this group of tests we used one image that we modified in all kind of ways. We tested the JPEG image ’’gallilea’’ against couple of common image processing tasks. They were all performed in Adobe PhotoShop CS. The results are shown bellow.

negative                        - 100 %  SAME STARS 
texturizer                       - 90 %   SAME STARS 

resize                             - 76 %   SAME STARS

missing parts                 - 70 %   (+/- 10%)   SS

chalk and charcoal        - 57 %   SAME STARS 
watercolor                     - 55 %   SAME STARS 
emboss                          - 49 %   SAME STARS

graphic pen                   - 49 %   SAME STARS

stamp                            - 44 %   SAME STARS

notepaper                      - 25 %   SAME STARS

stained glass                 - 22.5% SAME STARS

x-o effect                      - 20 %   SAME STARS
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Figure 6 – Image transformations
In this test we showed that the identification is possible even when the image is altered using some transformation. More transformations and in more detail are available in the Appendix 1.
4.2 Robustness against image rotation

One of the main problems in image authentication is how to recognize a rotated image. If we were to use the algorithm without any additional methods that take the rotation in concern, we could recognize an image if it was rotated up to 3 degrees. The rotation that is larger than that could not result in a positive mach.
The problem that we are facing is that we don’t know in advance is our image rotated or not. To overcome this, every time we compare two images, we use the following trick:

· First we suppose that the query image is not rotated, we calculate its fingerprint and compare it to the fingerprint of the image in the data base. 
· If we do not get the positive mach, we try again but this time we suppose that our image is rotated. We perform ROTATION CORRECTION using the method we proposed and then re-calculate query image fingerprint and perform comparison to the data base image again.
This process is repeated for every image in the data base.
We propose a novel method for performing rotation correction when comparing two images (fingerprints). In our approach we claim that we can solve the back-rotation problem by using the Hough transformation [6]. 
Hough transform is a technique widely used in image analysis, computer vision, and digital image processing to extract image features (in our case lines). Each line in the image feature space is represented as a point (peak) in the Hough space. The more points the line is constructed from in the original space, the more dominant the peak in the Hough space is. Moreover, each detected line is described with a radius and an angle.

We should also mention that a Pre-processing step in this technique is edge detection and edge connection (we used canny edge detection).

Most dominant line in an image is the one consisting of most points. This line has the “highest” peak in the Hough space.  Angle of the most dominant line represents a good parameter for rotation correction. We are going to calculate this angle for every image in the database and we will add it to the fingerprint vector of every image.
Same images have the same angle of the dominant line. If an image is rotated, the angle of its dominant line differs from the angle of an original. The difference between these two angles is a value that represents the angle by witch the rotated image has been rotated. Rotating it back by this angle and calculating the fingerprint of the resulting image we can compare it to the fingerprint of the original and get a positive mach.
This method showed good results in a lot of cases. When we compare the original image to the rotated one we get around 60% of the same stars most of the time. Only disadvantage of this method is that it slows down the verification process.

However, after careful examination we noticed that the method can be unstable in some cases. When rotated, the image can easily lose some pixels or they can be shifted in a way that the most dominant line is not the most dominant anymore and some other line took its place. That is why we concluded that it would be a good idea to look at a number of dominant lines, not just one. Once we have the peeks of all those lines in the Hough space for both images, we can try to find some transformation (rotation + translation) that would match those peeks in a best possible way. Doing this will result in the angle by which we need to rotate back the rotated query image.
Figure 7 shows two images, one is rotated and one is not. Dotted lines represent the first 5 dominant lines that were found using Hough transformation. We can see that they match, but not necessarily in the order that they were picked by.
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Figure 7 –  (1) Original image and detected line segments         (2) Rotated image and detected line segments
5. CONCLUSIONS
In this report we presented a technique for automatic identification of digital images in the large databases. The algorithm proved to be robust to various manipulations of images. Even the more complex tampering techniques like rotation have proved to be withstanded by the algorithm.
The results are satisfactory, but there is a lot more room for improvement. 
Future work would be focusing on improving the algorithm so it can identify zoomed images. We would need to add a technique to our algorithm that would be able to match only parts of images to the original images in full size.
Also, it would be useful if we could accomplish MPEG video identification. By choosing only the most important frames in the video sequence (by calculating temporal variance) we could calculate their fingerprints and compare them to the fingerprints of frames in another video sequence in the data base of videos.
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