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Introduction
The amount of multimedia information that can be accessed and the use of digital media have increased over the past few years. In parallel with these benefits, we have a severe raise in digital piracy. Digital copies are easily made. In order to stop this from happening we have to find ways to protect the original image. 
It would be useful to automatically retrieve information about the data. One way of doing this is hashing. An analysis is performed in order to extract the most important features that allow an unambiguous identification.
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Fig 1. Original Image
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Fig 2. Image Fingerprint



There are two main approaches to image authentication. The first one is Watermarking [1]. This method involves adding a fragile data (key) that is difficult to remove, to our image. Watermarking systems can be visible or invisible. And while some of them hide the information in the spatial domain, the others exploit the visual properties of the frequency domain.
The second approach doesn’t involve any modifications to the original image. It is called Hashing or fingerprinting [2]. In this case we only extract the most important features of the image that uniquely characterize the image just like human fingerprints identify a person. 
Fingerprints can be used in different ways: as an additive information to an image, or information that is deleted from it. In the first case they can be used for recognition purpose. And they are of great importance for our purpose, since image authentication can be performed without altering the original image. For example, legitimate owners of a digital media can be provided with a set of keys (fingerprints) to assure legal ownership.
Proposed Work
The algorithm proposed here belongs to the class of hashing techniques. It represents a combination of ideas introduced in papers [3] and [4] that have been modified and improved so that the algorithm can be robust to color transformations and rotation.
What we propose here is an algorithm that uses the original image to “extract“ some kind of identity from it and store it for authentication purposes. The choice of the features that can be used for this task is actually the subject of image retrieval over large image databases. The selected features have to obey the following rules:
· Uniquely characterize each image  

· Occupy significantly less storage space than the original image

· Much higher compressibility than the original image
Since we are interested not only in recognition of images in the large data bases, but in discovering has the copyrighted image been tampered as well, we will also need a feature that can withstand most of the standard image processing tasks.
Our algorithm has to be robust to various image transformations.
After we finish this, our main concern will be recognition of rotated images, which is one of the main problems in image authentication.
Our idea is this:

Using edge detection and edge linking process the original image can be transformed into an image consisting only of lines. Using Hough Transformation [6] we can determine which pixel belongs to which line. We can also determine an angle of every line with respect to the x-axis. Most dominant line in every image is the longest one, one that consists of most pixels and the one that has the smallest number of separations. Every image has this line and since it’s angle can also be calculated we concluded that this value is useful in rotation correction. The value of this angle is calculated for every image and it’s stored in the Hash vector together with the other information.
Same images have the same angle of the dominant line. If an image is rotated, the angle of its dominant line differs from the angle of an original. The difference between these two angles is a value that represents the angle by witch the rotated image has been rotated. Rotating it back by this angle and calculating the hash of the resulting image we can compare it to the hash of the original and get a positive mach.

Timeline

Week 1 - Derive the problem analytically and deal with the problems that occur. 
Week 2 - Find an appropriate hash function. Extracting the hash value

    from the standard signal (transformations of the original image that we perform  

    on all images before extracting) using robust features.
Week 3 - Find out how effective our hash function is by comparing the hash of original
    picture with the hash of pictures in the database (where we will have also    

    various images that are the transformations of the original one and also some 

    similar images)
Week 4 - Deal with the problem when image is rotated more than 3 degrees.
Week 5 - Make a reasonable number of different experiments using our method and 

                report the results in the tables. Make conclusions and write the project. 
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