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Some extensions to the lattice model for computer security
control are considered in this paper. These extensions include:
(1) a lattice model suitable for a system in which securiy classes
can be dynamically created; (2) definitions of class-combining
operators other than the least upper bound in dynamic systems;
and (3) a join-semilattice and a partial order model which have
fewer restrictions than the lattice model. Several possible
implementations of the extended lattice model are also con-
sidercd. Lattices are categorized by the dimensions of their par-
tial orders. A dimension-two lattice implementation, based on
the concept of NTree, is considered for both staric and dynamic
systems. The implementation for dynamic lattices proposed
here proves to be efficient.

Keywords: Computer security, Lattice security model, Multi-
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1. Introduction

1.1. Motivation

Wth the increasing applications of computers
in life-critical applications [1] (air-traffic
control, robotics, etc.) there are more demands for
the study of computer security, and there arc many
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books [2-5] that discuss approaches for build-
ing sccure systems. In gencral, access control, informa—
tion flow control, inference control, and cryptographic
control are four mcasures [2] commonly used to
achieve sccurce systems. We consider only informa-
tion flow control in this paper.

Information flow control aims at preventing secur-
ity leakage as information flows through the com-
puter system. A common modcl for information
flow control is the multilevel model [6], which pro-
vides an object classification scheme together with
a set of rules. The same set of levels is used for both
subjects and objects. For objects, a level represents
the measure of sensitivity of the data in the object
and thercfore the level is also called security level.
For subjects, the level is called clearance level and
represents the clearance or privilege of subjects. A
subject can access an object if its clearance level is
greater or equal to the object’s security level. One
common and uscful application of the level con-
cept arises from marking subjects and objects with
categorics, for cxample NATO, administrative,
financial. The rules of this modcl guarantee that
information will flow from onc objcct to another
only if the target object has the same or a higher
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classification level than the source. This muldlevel
model has been applied to several projects such as
the Military Message Experiment (MME) and the
Air Force Data Services Center (AFDSC) version of
Multics [7]. A variadon of the lattice model is pre-
sented in {8] where ecach subject can change its
level between two bounds.

A general problem with the muldlevel security
model is that it is restrictive and some situations
cannot be modeled by it. Figure 1 shows an
cxample of a university file system where the
department chair (a subject) has access rights for
both professor files (objects) and student files
(objects). The professors can inspect student files or
reccive data from them; that is, information can
only flow in the directions indicated. This situation
cannot be modeled by the multilevel model, since
that model requires a toral ordering. A more
flexible model, allowing partal orderings of objects
was proposed by D. Denning [9]. That model
proved to be valuable to certify security at compile
time [10] and to verify the security of system spe-
cifications [2].

1.2. Denning’s Lattice Model

This gencralized model is called the lattice model
of security because its elements form a mathemati-
cal structure called a “lattice.” The lattice model 1s
defined by a tuple with five components, (SS, OS,
CS, *, =), where:

chairman file

(Cr')

professor A file professor B file

(¥.) ()

student files
(S{)

Fig. 1. University file system.
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(1) SS is a set of subjects. These are the active
agents capable of causing information flow.

(2) OS is a set of objects capable of storing infor-
mation.

(3) CSis a sct of sccurity classes. Each object from
the set OS is assigned a security class.

(4) *is a class-combining operator. For any opera-
tion involving two objects, the operator * specifics
the class of the resulting object.

(5) — is a flow relation; this specifics the legal flow
of information between any two security classcs.

Furthermore (CS, —, *) constitutcs a mathematdcal
structure called a lattice, where CS is a finite par-
tially ordered sct with respect to the partial order
defined by —. » is defined as a least upper bound
(LUB or @) operator on CS. O, represents the class
to which object O, belongs. Sometimes we just call
C the class for O; if it docs not cause confusion.
When two objects O, and O from different classes
arc combined the resulting object should be put in
O »O¢,. Similarly to the muldlevel model each
subject is assigned a clearance level (or an upper
bound). A subject can access an object if its clear-
ancc level is greater or equal to the object’s sccurity
level. In the above university file system example,
chairman, professors and students are subjects and
their files are objects. Specifically, professor A can
only access the student file and his own file.

In the following discussion, when considering the
combination of two objects, we always mean two
objects from different classes. Combining two
objects from the same class is trivial, with the com-
bined object being assigned to the same class.

Using the lattice model, the university file system
example of Fig. 1 can be represented as:

object set OS ={dcpartument chair file,
professor A file, professor B file,
student file},

and flow relations:
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professor A file — department chair file
professor B file — department chair file
student file — professor A file

student file — professor B file

So the lattice model extends the basic flow-control
mechanisms of the muldlevel model, and that
modcl is therefore a special case of the lattice
model where the object classes are totally ordered.

1.3. Why Should We Reconsider the Lattice Model?

A basic property in any lattice is the fact that for
cvery pair of nodes (classes) there exists a greatest
lower bound. This property, however, is not used
for flow control, since when two objects from dif-
ferent classes arc combined, the new object is
always put in onc of their common upper bound
classes. An important question is the existence of
models which are less restrictive, but which have
similar mechanisms to control information flow
without complicating the definition of class-
combining operator.

Another question is whether the LUB should be
used for the * operadon. In the university file
system cxample, if there are three professors then
a data file constructed out of two professor files
has the same security level as one constructed out
of three professors files. The LUB cannot sup-
port a finc resoluton of sccurity class defini-
tion; also this approach causes the problem of
class overclassification [10], that is, the data arc put in
a higher sccurity class than they should be. There are
some mcchanisms to overcome this problem, but
all of them are costly. This overclassification prob-
lem is especially undesirable in a system where
security classes can be dynamically created, as we
will discuss later.

An cfficient implementation of the lattice model, a
problem not discussed in the original paper [9], is
also an important factor for the practical uscfulness
of the model. If a lattice is represented in terms of a
partial order —, then its space complexity (number

of flow relations for the worst case) is O(C,7),
where n is the total number of objects and C,? is
the binomial coefficient. For checking the relation
—~ between two classes some algorithm is needed
to search these O(C,?) rules. A betrer lattice repre-
sentation is needed to avoid complex scarch
algorithms.

1.4. Contributions of this Paper

Three possible extensions to the lattice model are
considered here. One model is constructed by
deleting the greatest lower bound requirement in
the lattce. The resulting model is shown to be a
type of join-semilattice. Another model is derived by
replacing the LUB by another class-combining
operator. This model is called the partial-order
model. A further extension is to consider definitions
of the class-combining opcrator other than the
LUB in a dynamic system, where any level of
security resolution can be cnforced.

An implementation of the lattice model (or any
partially ordered system), based on the work of
Sandhu [11], is considered where lattices (or partial
order systems) are categorized in terms of dimen-
sion, and cach class is represented by a vector of
intcgers. By this representation we not only reach a
space complexity of O(n) in describing the lattice
but we also climinate complex scarch algorithms.
Lattices with dimension two arc considered as
examples in both static and dynamic systems. We
also improve the algorithm for dynamic systems
given in [11].

1.5. Organization of the Paper

In scction 2 we discuss three possible extensions to
the lattice modecl. In section 3 the improved imple-
mentation of the lattice model is considered, with
an cmphasis on dynamic systems. Finally scction 4
presents some conclusions.

2. Some Extensions to the Lattice Model

2.1. A Join-Semilattice Model
As was mentioned carlier, the greatest lower bound
property is not used in the original lattice flow
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control model, since whenever two clements from
different classes arc combined only their LUB is
used to find the class to which the result belongs.
When this property (restriction) is deleted from the
lattice model, another mathematcal structure
called a join-semilattice [12] is derived. In general a
join-semilattice is a lattice with no lcast element
requirement, which can be interpreted as a model
with no public informaton. The difference
between these two models is illustrated by the
cxample in Fig. 2 (based on an example in [2]),
where a non-lattice model is transformed into a
lattice model and a join-semilattice model.

Transformation from a non-latdce modcl to a
lattice model is performed in the following way:
for every two objects O, O, that have upper
bounds but no LUB, crcatc a new class (named

©) which is a common upper bound for O,
and é ,or O,=(0,0;), O —’(O O, )5 and for any
upper bound of OC and O“J . thc condition
(O 0,)—~U is satisfied. So we actually create a
LUB for O and O, If O and Of; arc two
clements in a loop, then all thc clcmcnts in the
loop arc compressed into a single class in the
latrice. Actually it is possible to take an arbicrary
model and transform it into a latdce model by

adding some new classes (thercfore enhancing
security resolution) or compress scveral existing
classes (therefore reducing security resolution) [2].
The difference between the lattice model and the
join-semilatdce model is that the latter needs one
fewer class (the class low in Fig. 2) than the former.
In general, the semilattice model needs fewer pre-
cedences (two fewer precedences in this example)
than the lattice model.

2.2. A Partial-Order Model

An cven less restricted security model for informa-
tion flow, a partial-order model, is proposed now. A
class set CS is called a partal-order model it for
cach pair of classes in CS there at least exists onc
minimal upper bound (an upper bound U, is a mini-
mal upper bound if there does not exist an upper
bound U such that U<U, ). C+C, is considered as
the minimal upper bound of C, and C, if there is
no other upper bound C, with C;<C, and
C,;<C,, such that C,<CxC,. An upper bound U,

is a least upper bound if for any other upper bound
U, U, <U. In general a least upper bound must be
a minimal upper bound, but not vice versa. A
system is closed with respect to an operation + if for
any two clements E, and E, in the system, E +E, is
still an clement in the system; otherwise, the system
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Fig. 2. (a) A non-lattice model. (b) Lattice model. (¢) Join-semilattice.
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is non-closed. In this work we do not separate the
discussion for closed systems and non-closed systems (or
open systems) under the operation *. In a static
system, C#C; is not allowed if there are no minimal
upper bounés in the class set, while in a dynamic
system a new class is created for the result of such
an operation. In Fig. 3, both A and B arc minimal
upper bounds of classes D and E, but not least
upper bounds for D and E (actually there is no
LUB for D and E).

In the partial-order model, object O in class C is
represented by O%, ., ., which means object O
is in class C, and the set {C,,C,,...,C,} is called the
object history of object O, indicating that object O
was constructed from objects in C,, C,, ..., and C,.
This representation docs not show the order and
the number of the compositions. This means that
there may be several objects coming from the same
class. Objects are defined as simple or compound. An
object is compound if there is more than one class
in its object history. A simple object is a special case
of a compound cl)'gject with the form O°, (sce Fig.
3). The class-combining operation is defined as:

OU}(’/ l.<‘/3,....c_/'l:*oaio i cinf Ocnfm
where

Cu=C,+C »..xC; CxCx..xC;
Cv={(C, C,,...,C,}U{C,,C,,....C, )

n

There may exist several minimal upper bounds. If
in Fig. 3 initially there are four simple objects in
classes B, D, and E, then the class combining opera-
tion on O, and O, will create a new object O; in
class A or class B. Let us assume it will be created
on class A, that is:

D E — () DE =0O.A
O;"p*0, 5 =04 DI U ES O, ID.E

2

An operation on O in A and O, in B will create
a new object O, which stll remains in B. Since
0, 4*0; 0.6 = O DBy jop = O’y p.e So this
definiton enforces the information flow policy
without producing the overclassificaton problem.
By using the partial-order model the example in
Fig. 2 can then be transformed into the structure
(for a closed system) of Fig. 4. The class High is not
needed if a non-closed system is uscd.

Comparing the above two cxtensions with the
lattice model for this example, the parnal-order
model is the closest to its original modcl, that is,
the model which has the least changes in the secur-
ity resolution of the original model. But the
partial-order model requires a history for cach
object in the model. Though the number of secur-
ity classes in general is static and it is relatively
small, the number of objects is dynamic. So the
overhead in keeping the object history may be
significant when many class-combining operations
arc performed.

C
B { O4Bg ) A
{OsPp )} D E { O:1Eg, OzEg)

High

/ \G\B
>

DE

mn—e ) —e—qn

Fig. 3. A partial-order model.

Fig. 4. A pardial-order model for the example in Fig. 2.
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2.3. Definition of Class-Combining Operator in a
Dynamic System

We will consider an extension of the cxisting
latticc model in another direction: considering
other possible definidons of the class-combining
operator (). If O,, O, arc two objects, O *O¢, is the
class where a newly created object is assigned. In a
static system there are five possible definitions for

(o
O

OrO= ¢ OO =000,

other upper bounds

L others

O¢,, O, and “others” cannot be sclected because
they would violate the information flow policy,
although in some situations an information flow
policy violation docs not necessarily causc a secur-
ity violation. For example, a combinaton of a
SECRET paragraph from a TOP-SECRET filc and
a SECRET file should generate a SECRET file. To
incorporate the ability to do this, a class of trusted
subjects together with a sct of appropriate mechan-
isms should be included in the system. However,
the presence of such mechanisms (such as the one
used in SIGMA [13]) makes it difficult to deter-
mine the actual sccurity policy enforced by the
system and complicates the user interface. Other
upper bounds are possible but this choice will
causc overclassification of data. Therefore O, @0,

On On .. O

Fig. 5. Low resolution in the combination of objects.
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is the only suitable definidon for O*O¥; in static
systems.

The problcm with the definition of O *Of =
O4@0¢ is that it cannot provide fine sccunry
resolution for some systems. Figure 5 shows a case
where a combination of two objccts from two
classes belongs to the same sccurity class of an
object created by combining 1 objects from n dif-
ferent classes, that is:

=OF

In [

04,00, =0, 80,®...00
(1<i<j<n)

This situation is especially undesirable in systems
where new security classes can be created dynami-
cally. The following class-combining opcraror
definidon is based on the policy of creating a new
sccurity class for cach newly created object.

000, =

(0.0 it O°;, O¢; have no relation
MAX{O<, O} it O, OF; are related

where (0,0;) is a newly created class and three
rules arc added in the latdce:

—_— (O,O/ )L‘
O, — O.0,)

(0.0) — 0,80,

and MAX represents an operation that sclects the
highest security class of the two classes. This pro-
cess is illustrated in Fig. 6 where O¢; and O¢; are not
related.

The drawback of this approach is the number of
newly created object classes. A system that begins
with 1 objects will end up with 2" objects solely by
the class-combining opcrator (not including the
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inscrtion of new classes from the outside). A trade-
off 1s neceded to balance the degree of sccurity
rcsolution and the number of security classes.
Another policy is possible in which new classes are
added only when they are required for some secur-
ity rcasons, otherwisc no new classes are added, so
that the LUB is still used as * operation.

2.4. Comparison of the Different Models

Table 1 shows a summary of different sccurity
models by listing their advantages, disadvantages,
and suitable applicatons.

This table can be used to select the most suitable
model for a given application. Models can also be
combined based on application needs; for example,

0,80 0;®0,

Fig. 6. Creating a new security class.

TABLE 1. Comparison of the different models

the dynamic class generation for combined objects
can be used together with the partial order model.
On the other hand, several models can be used in a
single application when necessary.

3. Efficient Implementation of the Lattice
Model

We present now some implementation ideas for
the lattdce model. Most of these ideas are related
only to the structure of the partial order and there-
fore are also useful to implement lattices or partial
orders that describe other models; for example,
Sandhu’s lattces [11] describe structuring of uscr
or resource groups with respect to access control
(not information flow).

3.1. Classification of the Lattice by Dimension

A sct of vectors can be used to represent a lattice
model [11]. For each class C; in a particular latuce
model, a vector (V,,V,,...,V,) is assigncd where
the V,(1<j<n) are 1ntcgcrs and C, is of a higher
order than Cif and only if V, <V, for all k from 1
to n. This representation can also be used to
describe the extended models proposed here, that
is, the semilattice and partial-order models. This set
of vectors is called a realizer with a size of n. The
dimension [14] of a latticc model is the size of its
smallest realizer.

Advantages

Disadvantages

Suitable applications

Lattice model Well-defined model

Join-semilattice model Less restriction on application

structures than the lartice model

Partial-order model Least restriction on applicadon

structures

Dynamic class gencration  Provides any degree of security
for combined objects resolution

No support for fine security resolution
and strict restriction on the application
structure

No support for tine security resolution

Overhead in keeping object history

Too many classes gencrated
dynamically

Static systcms

Static systems

Static systems that
require the application
strucrure to remain
relatively fixed

Dynamic systems where
fine resolution is the
objective
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Figure 7 shows some lattice models for different
dimensions, for example dimension 1(a), and
dimension 3 (b). The example shown in Fig. 1 is a
latticc model with dimension 2. A model with
dimension 2 is called Ntree in [11]. The Ntree
representation greatly reduces storage requirements
and simplifics the algorithm for determining the
ordering of two classes.

3.2. A Static Lattice Implementation

The vector assignment is straightforward for static
systems [11]. One possible assighment strategy for a
lattice L (with dimension n) is as follows:

(1) Determine all the total orders for L (through
the procedure of topological sorting); these total
orders are labeled as L,.

( ) Sclect a realization R of L in which R={L,, L,,

L., and L, NL,N...NL,=L, n is the dimen-
sion of P, and L nL,N.. ﬂL,, is defined as the set
of ordered pairs {(u, (u, V)EL, A(u,v)EL, AL A
(u, v)EL, I

(3) Assign a vector (V;,V,,...,V,) to each sccur-

A6 A (4,4,4)
TN

B 3 B (4,43) C (4,3,4) D (3.4,9)
XX

cC2 E (4.3.3) F (3,4,3) G (3.3.9)

P
D1 H (3.3.3)
(a) (b)

Fig. 7. Lattice models with different dimensions.
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ity class C; in the lattice, in which V,; (1 <j<n) is
the position of C; in the total order L,.

This vector assignment is used when the lattice
dimension can be predetermined. In Fig, 1, we first
determine all the total orders: L, =CP,P,S;, L,=
CPP.S;. Since L, NL,={(C;, Py), (C, P,), (P, Sy),
(P,, S¢), (Cy, Sp)t=the lattice, then R={L,, L,} is a
realizer based on step 3 of the algorithm above. (1,
1) is assigned to C, (2, 3) to P,, (3, 2) to Py, (4, 4) to
S. Figure 7 shows two graphs w1th different dimen-
sions (Fig. 7(a) with dimension 1 and Fig. 7(b) with
dimension 3).

If the dimension cannot be defined a priord, it has
been proved [15] that there is no way to determine
the dimension without enumerating all possible
rcalizers, and this is very costly. Onc simple
method is to select the first realizer for the vector
assignment, but the number of components in a
vecror is in general greater than the lattice dimen-
sion. In other words, we trade off memory for fast
VeCTor assignment.

A criterion for judging a method for lattice imple-
mentation is the simplicity of the operator * imple-
mentation. The Ntree represcntation supports a
relatively simplex(or LUB) operation. The vector
for cach class is stored in an array, say A. When two
objccts from two different classes (with index i and
J, respectively) are combined, it is required to find
the class to which the resulting object belongs.
Algorithms 1 and 2 (written in pscudo Pascal) show
the implementation of the * operaton in both
closed and non-closed systems.

Algorithms 1 and 2 always scarch up starting from
index max(i, J) Vectors are stored in onc of the top-

ological sorting orders to guarantce that che first
upper bound (of A[i] and A[ j]) is the LUB.

Algorithm 1: For a closed system it finds the address
of the class to which the combination of two
objects from Ali] and A j] belongs.
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procedure FIND_LUB_IN_CLOSED_SYSTEM (i, j) return LUB;
( s:=max(i, ) { s is the starting search position}
Find : = false;
while not Find do
( if Als)> Al and AL > AL
then ( Find:=true;

LUB:=s;

ss=s+1;

’

)

Algorithm 2: For a non-closed system it finds the position of the class to which the combination of two
objects from A[7] and A j} belongs.

procedure FIND_LUB_IN_NON_CLOSED_SYSTEM (i, j) return LUB;
( st=max(i, j) {s is the starting search position}
Find : = falsc;
while not Find and _s <End_Of Array do
( ifAls]=Ali] and Als] = A[j]
then { Find:= truc;

LUB:=s5;

ss=s+1;
)
If not Find then return Combination_Is_Not_Allowed

)

365
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3.3. A Dynamic Lattice Implementation

It is possible that new security classes be added
dynamically. This can be achieved through a
dynamic refinement process [11]. The refinement
rcplaces an element in a lattice by a sublattice.
Figure 8 shows an example of such a dynamic
refinement.

We will consider here the conservation refinement,
where the dimension of the latdce is not changed
throughout the refinements (the lattices of Fig. 8(a),
(b) have the same dimension). The clements to be
replaced are called exploded group (c.g., B in Fig. 8),
while the rest of the elements are called unexploded

gl’OMp.

A good vector assignment for dynamic assignment
should keep constant the vectors for unexploded
groups during the refinement process. One assign-
ment which has this property is the Quota offset
numbering [11], which assumes that the total num-
ber of new classes to be added is predetermined. A
quota ¢[C] that represents the total number of new
classes (these are the new classes that will replace C)
is assigned to class C.

Supposc that R={L1, L2} is a realizer for a two
dimensional latdee, where;

L,=C,,C,....C

m

L,=C/,C,,....,C,

"

The positions of a class C;in L, and L, correspond
to the values of clements in the vector associated
with C;. In quota offsct numbering the positions of
C, and C,’ arc sdll assigned the value 1, and the
posidon of C,(C/) is defined as:

PIC(C=p[Ci- (C- )] +9[Cim (C2 )

The main disadvantage of quota offsct numbering
is that it is sometimes impossible to predetermine
the quotas, because onc needs to know not only the
total number of ¢lements created dynamically, but
also the distribudon of these elements.

TABLE 2. Quora offsct numbering for Fig. 8(a)

91C] plki] riLs] Vector
A 10 1 I A (1.1)
B 2 1 31 B (11.31)
C 20 13 1 C (13, 11)
D 5 33 33 D (33, 33)

L, =ABCD, L,=ACBD.

(a)

//A\\
b/lj\d \C
Nt 4
Ny

o™

(b)

Fig. 8. A dynamic refinement: (a) before refinement; (b} after refinement.
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We propose here a much simpler vector assign-
ment for dynamic refinement. In this method, we
do not need any a priori knowledge of the total
number of elements created dynamically. The only
changes in the vectors are that values are defined to
be positive real numbers instead of positive integers
as before. The initial assignment is exactly the same
as the vector assignment in the static lattice, or the
ith component of the vector assigned for class C is
the position of C in the total order L. Suppose this
position number is P, and we have a refinement to
replace C by a sublattice with n elements. Since
P.—1 and P.+1 have been used for other classes,
these cxpanding elements should be assigned to
real numbers within (P, —1, P +1) (to keep the
relationship between the exploded and unexploded
groups). Considering that the classes with position
P.—1 and P_+ 1 might also be exploded groups, we
restrict the range from (P.—1).6 to P_.6 (exclusive
of P.6) or [(P.—1).6, P.6) (note that the range
((P.— 1).5, Pc.5] is also possible). In order to sparsely
assign these n classes across this region (this is
important to reducc number of bits to represent a
real number since each class can be further
refined), the first ten elements should be assigned
to (P.—1).6, (P.—1).7, (P.—1).8, (P.—1).9, P, P..1,
P.2,P_.3,P.4,P.5 When n is greater than 10, one
more digit is added which can represent one
hundred more elements. Further refinements are
also possible in these newly created clements. If a
refinement (with n elements in the sublattice) is
applied to an element with a vector (a, a,...a,,
a,'a;’...a,)), the n new vector assignments should be
selected from [aja,...(2,,—1).6, a,a,...2,,.6) for the

Hnt "

first vector component and [a/a,...(a, —1).6,
a,'a,’...a,"6) for the second vector component. For
simplicity, the sclecdon for both components
should be the same in the sense that they have the
same sct of newly added digits. For example in
Fig. 8:
L,=ABCD  L,=ACBD
We have a refinement (with five elements in the
sublattice) for B with vector (2, 3). The sets we
select are (1.7, 1.9, 2.1, 2.3, 2.5) for first clement (2),

where (7,9, 1, 3, 5) is a sct of newly added digits. So
for the sccond component, we have a set (2.7, 2.9,
3.1, 3.3, 3.5). The actual assignment is also based on
the structure of the sublattice. Since we have a
realizer:

L, =abced

L,=adcbe

Then

a=(17,2.7) b=(1.9,3.3) c=(2.1,3.1)
d=(23,29) e=(25,3.5)

For the unexploded group we have A =(1, 1)
C=(3,2) D=(44)

This idea can be easily incorporated at the coding
stage. Suppose a byte is the smallest addressable unit.
Initially each element in a vector is implemented
by several bytes (the number of bytes used depends
on the number of classes). When a refinement is
inidalized (28 x i+ clements), (i+1) morc bytes
arc used which are appended to the element to be
refined. Thesc bytes are separated from the inigal
bytes by a decimal point. In the (i + 1) byte after the
decimal point, only the first log, j most significant
bits are used. The extra (8-log,i) bits can be used
for further refincment.

For Example 8, B is now represented as (00000010,
00000011). Since the refinement to B is with five
clements, the first log,5 =3 bits of the newly added
byte will be used (the rest of the bits can be con-
sidered as 0s). One possible sclection can be:

{00000000, 00100000, 01000000, 10000000,
11000000}

or {00, 20, 40, 80, c0} in hexadecimal notation,
so a=(02.00, 03.00)

b=(02.20, 03.80)
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¢ =(02.40, 03.40)
d=(02.c0, 03.20)

¢=(02.80, 03.0)

This type of coding can also be applied to Conserva-
tive quota offset numbering [11], where a different
type of refinement is considered.

4. Conclusions

Some extensions to the lattice model for multdlevel
computer sccurity are considered in this paper. A
class-combining opcrator other than LUB is con-
sidered for dynamic systems. It is shown that this
definition gives a finer precision in class organiza-
tion. Two models for multilevel security systermns
are proposed: join-semilattice and partal-order.
Both models are less restrictive than the latdce
model. The join-semilattice model slightly extends
the lattice model by dcleting the GLB requircment.
The partial-order latrice, covering all the loop-free
systems, is 2 much more general model, although
its data-combining operations arc more comp%i—
cated than the ones in the lattice model. With these
models, there is more flexibility to select a security
model suitable for different applications. Some
possible lattice and partal-order implementations
arc considered for both static and dynamic systems
based on the Ntree concept. An cfficient imple-
mcntation for dynamic lattices and pardal orders
has also been proposed. These models and imple-
mentations can be of value for flow analyzers such
as FDM, Gypsy, or SRM [4]. As indicated in [16] all
of the currently used mandatory security models
can be described by lattices.
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