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Abstract With the quick development of the sharing economy, ride-hailing services have been increasingly popular

worldwide. Although the service provides convenience for users, one concern from the public is whether the location

privacy of passengers would be protected. Service providers (SPs) such as Didi and Uber need to acquire passenger and

driver locations before they could successfully dispatch passenger orders. To protect passengers’ privacy based on their

requirements, we propose a cloaking region based order dispatch scheme. In our scheme, a passenger sends the SP a cloaking

region in which his/her actual location is not distinguishable. The trade-off of the enhanced privacy is the loss of social

welfare, i.e., the increase in the overall pick-up distance. To optimize our scheme, we propose to maximize the social welfare

under passengers’ privacy requirements. We investigate a bipartite matching based approach. A theoretical bound on the

matching performance under specific privacy requirements is shown. Besides passengers’ privacy, we allow drivers to set

up their maximum pick-up distance in our extended scheme. The extended scheme could be applied when the number of

drivers exceeds the number of passengers. Nevertheless, the global matching based scheme does not consider the interest of

each individual passenger. The passengers with low privacy requirements may be matched with drivers far from them. To

this end, a pricing scheme including three strategies is proposed to make up for the individual loss by allocating discounts

on their riding fares. Extensive experiments on both real-world and synthetic datasets show the efficiency of our scheme.

Keywords order dispatch, pricing, privacy, ride-hailing

1 Introduction

Nowadays, ride-hailing services have rapidly

developed [1, 2]. Millions of users are attracted by the

travel convenience provided by such a service. How-

ever, the public concerns about location privacy also

rise along with the development of the ride-hailing ser-

vice. Specifically, the service providers (SPs), such as

Didi or Uber, could access and gather millions of travel

traces per day. With novel data mining techniques,

SPs have the ability to infer the private information of

passengers by digging in the travel trace records. [3, 4]

have shown that the SP could infer the living or work-

ing addresses of passengers, or collect their habits and

interest. Passengers might suffer from location-based

scams if such information is exposed to unauthorized

organizations. In extreme cases, it might lead to eco-

nomic or social reputation damage to passengers. Thus,

it is necessary to protect the location privacy of pas-

sengers when providing ride-hailing services.

The existing privacy protection schemes for ride-

hailing can generally be divided into the spatial cloak-

ing based approaches [5, 6] and the homomorphic encryp-

tion based approaches [7–9]. In the spatial cloaking ap-

proach, cloaking regions rather than actual locations of
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passengers are reported to the SP. The passenger’s ac-

tual location is indistinguishable in the corresponding

cloaking region. To match passengers with drivers with-

out knowing actual passenger locations, one existing so-

lution is to let each passenger choose the nearest availa-

ble driver. In this way, the SP could not know the ac-

tual locations of passengers. However, social welfare is

not considered in this approach. Specifically, the overall

pick-up distance is not optimized, and the efficiency of

the ride-hailing system is not fully achieved. In the ho-

momorphic encryption based approach, some encrypted

or non-sensitive information could be attained by the

SP, and the SP performs the calculation on these mes-

sages. For example, the SP might only know the dis-

tance between passengers and drivers without knowing

their locations. It is hard for the SP to infer the actual

passenger locations. The weakness of the homomor-

phic encryption based approach is that it usually leads

to additional communication overheads. We aim to de-

sign a scheme that could overcome the shortfall of both

approaches.

The existing cloaking region based approach also

might be attacked by the model proposed in [10]. In the

attacking model, the SP is assumed to be honest but cu-

rious, i.e., the SP would send accurate driver locations

to passengers but try to infer passenger locations. The

SP could use the Voronoi diagram [11] to infer passenger

locations, since the SP knows that each passenger would

choose the nearest available driver. Although [10] pro-

poses an enhanced scheme to prevent such attacks, the

authors of [10] did not consider the social welfare.

We aim to design a dispatch scheme which could

maximize the social welfare (or minimize the overall

pick-up distance) while ensuring privacy requirements

of passengers and maintaining a low communication

overhead. In this paper, a privacy-preserving order dis-

patch scheme based on spatial cloaking is introduced.

Different from the existing approaches, our scheme

lets the SP globally match passengers with drivers

based on pick-up distances in a centralized manner. In

this way, each passenger may no longer be matched with

the nearest available driver. Consequently, the SP can-

not infer the passenger locations by using the attacking

model in [10]. The trade-off is that the performance of

matching is affected, since the SP only knows the cloak-

ing regions rather than the actual locations of passen-

gers. We investigate the trade-off and prove that our

scheme could achieve a theoretical bound on the social

welfare under given privacy requirements.

On the other hand, maximizing the social welfare

(i.e., minimizing the overall pick-up distance) may sac-

rifice some individuals’ interest. The SP needs to al-

locate incentives (such as discounts on ride fees) to

make up for their losses. For example, passengers with

low privacy requirements may be matched with drivers

who are far from them, while passengers with larger

cloaking regions may be matched with relatively nearer

drivers. In such cases, the low-privacy passengers could

be charged more money than those high-privacy passen-

gers, which is not reasonable. Therefore, we propose to

make up for the loss of each individual, which has not

been fully discussed in previous researches. A pricing

scheme is introduced; specifically, the SP would first

collect additional fees from passengers for their privacy

requirements, since the performance of the matching

is affected by these requirements. The additional fee

is positively correlated with the privacy requirement.

Then, the SP would allocate part of the collected fees

as discounts to make up for individual losses. The indi-

vidual loss of each passenger is compared with the dis-

tance to the nearest driver. Allocating discounts would

not leak the location privacy of passengers since the

SP cannot determine which driver is the nearest to the

passenger. It is challenging to determine a closed-form

equation to describe the relationship between privacy

requirements and their side effects on the matching per-

formance. The reason is that the performance of global

matching is not only determined by each passenger’s

privacy requirement, but also affected by other passen-

gers’ settings. In this paper, three discount allocation

strategies are investigated.

An application scenario of our scheme is shown in

Fig.1. Each passenger would send a cloaking region

that contains his/her actual location to the SP. The

size of the cloaking region is chosen by passengers based

on their privacy requirements. Instead of letting pas-

sengers choose drivers, the SP would globally match

drivers with passengers based on the locations of cloak-

ing region centers and drivers. By using this scheme,

the SP could not infer the actual locations of passengers

by using the Voronoi diagram. However, the trade-off

is that passengers cannot be matched with the optimal

drivers in terms of the social welfare or their own inte-

rest, since their actual locations are unknown to the SP.

After passengers report their satisfaction, the SP could

allocate discounts based on our pricing scheme. Finally,

passengers could contact the assigned drivers on secure

channels and start their ride.

This paper is an extended version of the conference

paper [12] published in IEEE MASS 2019. Besides pas-
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senger privacy, we consider the pick-up distances of

drivers in an extended scheme. Specifically, the original

matching scheme might lead to extremely long pick-up

distances for drivers, which is not reasonable. In the

extended scheme, we allow drivers to set up the maxi-

mum pick-up distance to avoid such cases. The match-

ing process of the original scheme is modified accord-

ingly. The trade-off is that it might result in unserved

passengers. The extended scheme could be deployed

when the number of drivers is more than that of pas-

sengers.

Passenger

Driver

Cloaking   
Region

Service 
Provider

Fig.1. Application scenario.

Our contributions are summarized as follows.

• We propose a cloaking region based order dispatch

scheme. It could prevent the attack introduced in [10],

with no significant communication overhead.

• We further extend our scheme in consideration

of drivers’ pick-up distance. In the extended scheme,

drivers are allowed to set limitations on pick-up dis-

tances.

• We evaluate the loss of social welfare caused by

privacy requirements (inaccurate passenger locations in

matching). A theoretical bound on the loss is given.

•We investigate three discount strategies that could

make up for the performance loss in the matching pro-

cess.

• Extensive simulations based on real-world and

synthetic datasets are conducted to verify the signifi-

cant performance of our algorithms.

The remainder of the paper is organized as follows.

Section 2 reviews related work. Section 3 presents

our system model. Section 4 shows the ride matching

algorithm and analyzes its performance and privacy-

preserving properties. Section 5 investigates an ext-

ended case where the drivers’ pick-up distance con-

straints are considered. Section 6 introduces our dis-

count allocation strategies. Section 7 simulates our ap-

proaches on both synthetic and real-world datasets. Fi-

nally, Section 8 concludes the paper.

2 Related Work

This section reviews the existing strategies of pro-

tecting location privacy in ride-hailing systems and ap-

proaches used for discount allocation.

2.1 Location Privacy in Ride-Hailing System

We first focus on researches about protecting the lo-

cation privacy of each passenger in the ride-hailing sys-

tem. The importance of this topic is increasingly driven

by the public’s rising attention to location privacy

and the quick development of intelligent transporta-

tion systems [13]. Researchers proposed several general

privacy-preserving approaches for pervasive computing,

such as [14–16]. Rather than the general approaches,

privacy protection schemes for ride-hailing systems are

closer to our work. Therefore, we would mainly review

these schemes.

We could divide the common privacy protection

schemes for ride-hailing systems, such as [10, 17–22],

into two groups. One group uses the location cloak-

ing approach [5, 6, 10] to protect location privacy; while

the other group is based on the homomorphic encryp-

tion approach [7–9]. In the location cloaking approach,

instead of uploading their actual locations to the SP,

passengers would report cloaking regions centered at ar-

bitrary fake locations within their nearby areas. Their

actual locations are not distinguishable within cloaking

regions [23]. The SP would send locations of all availa-

ble drivers in cloaking regions to passengers. Then,

passengers can choose drivers based on some metrics.

[23] proposes to let each passenger choose the nearest

driver. However, [10] points out that the SP could infer

actual passenger locations to a certain degree by us-

ing the Voronoi diagram [11]. To enhance the privacy

level, [10] proposes to choose relatively nearer drivers

with a higher probability. Although the possibility of

inferring actual locations of passengers is decreased, the

social welfare is not considered. In this paper, besides

caring about the privacy of each passenger, we also aim

to maximize the social welfare with a certain theoreti-

cal bound, and a global matching based scheme is pro-

posed. Although [2] proposes to optimize the social

welfare, the privacy issue is not considered.

2.2 Discount Allocation Problems

To the best of our knowledge, there is little research

work on the discount allocation algorithm (also called

pricing for privacy) for the ride-hailing systems. The

authors in [24] designed a usage-based dynamic pricing
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scheme with privacy preservation for smart grids, in

which they enabled the electricity price to correspond

to the electricity usage in real time. Zhuo et al. in [25]

studied the trade-off between the amount of traffic be-

ing offloaded and the users’ satisfaction in 3G network,

and further proposed a novel incentive framework to

motivate users to leverage their delay tolerance for 3G

traffic offloading. Essentially, the discount allocation

algorithm is used to motivate individuals to participate

in the privacy-preserving ride-hailing system by provid-

ing them some benefits (i.e., discount).

The most common incentive mechanism is the

auction model [26], such as generalized second-price

auction [27], Vickrey-Clarke-Groves (VCG) auction [28].

The VCG auction is a type of sealed-bid auction of

multiple items, in which bidders submit bids that re-

port their valuations for the items, without knowing

the bids of the other bidders. Then, the auction sys-

tem assigns the items in a socially optimal manner: it

charges each individual an amount equal to the harm

they cause to other bidders. It gives bidders an incen-

tive to bid their true valuation, by ensuring that the

optimal strategy for each bidder is to bid their true

valuation of the items. In this paper, we adopt the idea

of payment determination in the VCG auction while

taking the fairness of discount into consideration.

3 Model

In this section, we first briefly describe the overview

of the ride-hailing system. Then, notations used to

model the system are introduced. The formulation of

our problem is given at last.

3.1 Overview of Ride-Hailing Systems

The ride-hailing system consists of three parties:

passengers, drivers, and the service provider (SP). Pas-

sengers have travel demands and would contact the SP

to request drivers. In this paper, each passenger also

has their own privacy requirements. We assume they

are willing to afford additional costs caused by their

privacy requirements. Drivers would pick up passen-

gers from the origins and send them to the destinations.

We assume that idle drivers would share their locations

with the SP without privacy requirements. Instead,

drivers could set limitations on pick-up distances, i.e.,

the longest distance they could afford to pick up the

passengers assigned by the SP. The SP would gather

passenger requests and the locations of idle drivers, and

match passengers and drivers.

The SP is the potential attacker of the ride-hailing

system. We assume the SP is honest-but-curious.

Specifically, the SP would follow the order dispatch

scheme and would not integrate malicious plugins in its

mobile apps for either the passenger or the rider side,

since the applications released by the SP usually would

be reviewed by app stores. The SP is just curious about

passengers’ origins and destinations from which the SP

could infer valuable information such as the hobbies of

the passengers. In addition, we assume drivers would

not cooperate with the SP. Although drivers know the

actual origins and destinations of passengers, they have

no other information about passengers such as their

payment information.

3.2 Existing Attack Model

An attack model on passengers’ location privacy in

the ride-hailing system is proposed in [10]. The attack

model assumes each passenger has a cloaking region in

which his/her location is indistinguishable with other

locations in the region. The service provider (SP) would

send each passenger the locations of drivers in the pas-

senger’s clocking region. Each passenger would choose

the nearest driver. It seems that the SP could not di-

rectly access passengers’ locations except their cloaking

regions. However, toward this dispatch scheme, the SP

could improve the inference of passengers’ locations by

using the Voronoi diagram. Specifically, the SP could

construct a Voronoi diagram based on all drivers’ lo-

cations to launch the attack. In the Voronoi diagram,

each driver’s location would be enclosed by a Voronoi

polygon which contains all the locations whose distance

to the driver is less than or equal to its distance to any

other driver. Based on each passenger’s selection, the

SP could infer that the passenger’s location is within

the chosen driver’s Voronoi polygon. If the Voronoi

polygon is smaller than the passenger’s cloaking region,

then the SP could reduce the passenger’s cloaking re-

gion into its intersection of the Voronoi polygon.

3.3 Notations

We first introduce the notations used in the pa-

per. Table 1 summarizes our commonly used nota-

tions. Let P denote the set of actual passenger loca-

tions, and a passenger location in the set is denoted as

pi, 1 6 i 6 |P|. Let D denote the set of driver locations,

and each driver location is denoted as dj , 1 6 j 6 |D|.
To protect the location privacy, each passenger

would construct a cloaking region based on their pri-
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vacy requirements. The cloaking region [29] of a pas-

senger is a geographical region in which the passenger’s

actual location is indistinguishable from other points

within the region. The privacy of each passenger is

quantified by the area of the cloaking region. By de-

fault, we assume that the shape of each cloaking region

is square as shown in Fig.2(a). Actually, its shape could

also be circled as shown in Fig.2(b), and the conclusions

of our paper can be easily extended. Formally, let Ri

and Si denote the cloaking region and the privacy re-

quirement of passenger pi, respectively. To generate the

cloaking region Ri, the passenger pi would randomly

choose a location p′i as the center of Ri. To ensure

that the actual location pi is contained in the cloaking

region, p′i should be chosen from the choice region as

shown in Fig.2. The area of the cloaking region Ri is

Si, or the side length of Ri is 2ri =
√
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of the matching process and the privacy-preserving pro-

perty of our scheme.

4.1 System Framework

The framework of our dispatch system is shown in

Fig.3. In the first step, drivers need to upload their

locations to the SP, and passengers need to send their

cloaking regions to the SP. Also, drivers could set maxi-

mum pick-up distances based on their preference, which

is described in Section 5. In this subsection, we consider

the simple version that ignores limitations on pick-up

distances. The privacy requirements of passengers are

represented by the sizes of cloaking regions.

Passengers

1. Cloaking Regions

2. SP Applies
Matching Alg.;

3. Nearby Driver Locations

4. Satisfaction Report

5. Pricing

1. Locations

SP Drivers

1' . Max Pick-up Distance
(Used in Extended Scheme)

6. Actual Pick-up Locations

Sends Assigned Driver Info.

Fig.3. System framework.

Then, in the second step, the SP would match pas-

sengers with drivers by using the weighted bipartite

matching algorithm [2], and send the matching results

to passengers. Details of the matching process are in-

troduced in Subsection 4.2. This step aims to maxi-

mize social welfare or to minimize the overall pick-up

distance. Then in the third step, the SP would send

the locations of drivers around the cloaking regions to

passengers. The SP broadcasts driver locations with

the purpose of letting passengers evaluate their satis-

faction with the matching results. In the fourth step,

passengers would report their satisfactions to the SP

and the SP applies the discount allocation strategies

(introduced in Section 5) to make up for the individual

loss in the fifth step. After receiving the discount, each

passenger could contact the matched driver in a private

communication channel and share his/her actual loca-

tion to the driver. The procedure of our order dispatch

scheme is shown in Algorithm 1.

In the scheme, only idle drivers would share their

locations with the SP. In addition, once a driver is

assigned to pick up a passenger, he/she stops sharing

his/her location. After arriving at the passenger’s des-

tination, the driver would start sharing his/her location

after a random-length time period. These could prevent

the SP from inferring private passenger locations from

the traces of idle drivers.
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locations and drivers. The distance between the loca-

tions used in the example is given in Fig.5.

Matching with 
Actual Locations

Matching with 
Obfuscated Locations

p

p

p
p

d

pp

d

d

'

''

Fig.4. Effect of cloaking regions in the matching process [12].

   

  

   

  

  

   

p'

p'

p

p

p

p '

d d dd d d

(b)(a)

Fig.5. Distance table of the example [12]. (a) Distances between
actual locations and drivers. (b) Distances between reported lo-
cations and drivers.

In this example, we can find out that the overall

pick-up distance of matching with obfuscated locations

is not optimal since the actual passenger locations are

unknown in the matching process. Specifically, passen-

gers p1, p2 and p3 should be matched with the drivers

d1, d2 and d3 respectively if their actual locations are

used in the matching process. The optimal overall pick-

up distance is dis(p1, d1) + dis(p2, d2) + dis(p3, d3) =

2
√
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Since the obfuscated location of each passenger must

be located within the cloaking region, we have that

dis(pi, p
′
i) 6

√
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shown that dis(pi, dj) 6 dis(p′i, dj) +
√
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the nearest driver, the distance between the true loca-

tions of pi and d′j can be calculated. Thus, it is easy to

compute the difference (i.e., the LD loss) between the

actual distance and the nearest distance for pi, denoted

as ∆li. Note that ∆li here is a non-negative value, i.e.,

∆li > 0. This is true because the best assignment re-

sult for pi is its nearest driver and now ∆li = 0; in

other cases, we always have ∆li > 0. Moreover, larger

∆li indicates more loss for pi. Also, the system must

compensate more money for the passengers with larger

loss. Based on this observation, we design the LD loss

based discount allocation strategy as follows.

For each passenger pi ∈ P ′, the allocated discount,

denoted as ti, is proportional to its LD loss ∆li, i.e.,

ti = γ × T × ∆li
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dj ∈ D. Similarly, we use Gj = W−tj − W to denote

the global SW loss of dj ∈ D. Since the total profits

enjoyed by all drivers are (1 − γ) × κ × T , we provide

each individual driver dj with the following discount:

tj =
(1 − γ)× κ× T ×Gj
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the passenger, it is hard for the SP to infer the passen-

ger’s actual location based on the loss. For the global

SW loss based strategy, the discount is calculated by

using the VCG auction mechanism. The discount price

is not proportional to the extra pick-up distance, but

is mainly determined by the decrease of others’ over-

all social welfare value after excluding the passenger

from the passenger set. It is difficult for the SP to in-

fer the passenger’s location based on the difference in

social welfare. The joint discount allocation strategy

does not reveal more information to SP other than the

LD loss and the global SW loss. Besides, the SP could

not infer the nearest driver to each passenger based on

the global SW loss. Thus, the joint discount allocation

strategy would not leak passengers’ location privacy.

6.5 Example

The LD loss based discount allocation strategy is

easy to understand. To better understand the global

SW loss based discount allocation strategy, we use an

example shown in Fig.7 to illustrate the allocation pro-

cedure. We suppose three passengers and four drivers

in the system. The distance values between drivers and

passengers are shown as follows.

dis(p1, d1) = 1, dis(p1, d2) = 3, dis(p1, d3) = 4,

dis(p1, d4) = 3, dis(p2, d1) = 3, dis(p2, d2) = 4,

dis(p2, d3) = 5, dis(p2, d4) = 7, dis(p3, d1) = 6,

dis(p3, d2) = 9, dis(p3, d3) = 7, dis(p3, d4) = 8.

In the example, we directly use the distance instead

of the social welfare value. Based on this given infor-

mation, the platform can output the optimal matching

between passengers and drivers so that the overall pick-

up distance can be minimized (i.e., the social welfare is

maximized), as shown in Fig.7(a). Then, the discount

allocation procedure is conducted as follows.

Note that since no passenger is assigned to the

driver d4, he/she has no SW loss for other drivers. Next,

we calculate the global SW loss for drivers d1, d2, and

d3. First, for the driver d1, we first exclude d1 and

conduct the matching between the passengers and the

remaining drivers. In order to minimize the total dis-

tance, we get the matching results in Fig.7(b). Now, we

compute the total pick-up distance of other drivers ex-

cept d1, i.e., 4+7+3 = 14. In the initial matching, the

total distance of d2, d3 and d4 is 4+7+0 = 11. There-

fore, the difference is calculated as 14−11 = 3. That is,

the global SW loss of d1 is 3. Similarly, after excluding

d2 and d3, we conduct the same operations. The cor-

responding results are shown in Fig.7(c) and Fig.7(d),

respectively. At the same time, the global SW loss for

d2 and d3 is calculated as in Fig.7.

After determining the SW loss for each driver, the

allocated discount is computed as follows. Note that

the total discounts for all drivers are (1 − γ) × κ × T .

Therefore we just need to focus on how to calculate the

percentages for each driver. According to the proposed

discount allocation algorithm, we get that the percent-

ages for d1, d2, d3 and d4 are 3

Excluding d Excluding d Excluding d

4

7

1

4

3

7

3

8

3

p

p

p

d

d

d

d

p

p

p

d

d

d

p

p

p

d

d

d

p

p

p

d

d

d

(b)(a) (c) (d)

Fig.7. Walk-through example of the global social welfare loss based discount allocation. (a) Initial matching between passengers and
drivers. (b) The SW loss of d1 is (4 + 7+ 3)− (4 + 7 + 0) = 3. (c) The SW loss of d2 is (3 + 7+ 3)− (1 + 7+ 0) = 5. (d) The SW loss
of d3 is (1 + 4 + 8) − (1 + 4 + 0) = 8.
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7 Experiment

In this section, we evaluate the performances of the

proposed algorithms. We conduct the simulations on a

computer with Interr CoreTM i7-8700 CPU @3.20 GHz

and 32 GB RAM under a Windowsr platform. More-

over, all simulations are implemented in Matlab.

7.1 Experimental Setup

In the experiment, we use both synthetic and real-

world datasets. In the synthetic dataset, the locations

of passengers and drivers are randomly generated using

uniform distribution. Specifically, we first generate a

planar size in 30 × 30 km2. Then, we generate driver

and passenger locations in the area, where each loca-

tion is represented by a 2D coordinate. The distribu-

tions of the coordinate values are uniform. In the real-

world dataset, these locations are randomly sampled

from the order and trace data 1○ in Chengdu, China,

from Didi Inc. We mark part of the locations in the

map of Chengdu, as shown in Fig.8. To the best of

our knowledge, there is no available dataset that con-

tains privacy requirements of passengers. Therefore, we

assume that the privacy requirements obey normal dis-

tribution. The mean of the distribution is denoted as

µ, and the standard deviation is set as µ/3, which could

guarantee that 99.7% of the generated privacy require-

ments are positive by expectation. If a negative privacy

requirement is generated, we manually adjust it to 0.

In both datasets, we set the number of drivers as the

same as that of passengers.

Fig.8. Illustration of the real-world dataset.

We first investigate the matching performance of

our scheme on both datasets. We compare our scheme

with the simple spatial cloaking approach in which each

passenger greedily chooses the nearest available driver.

The comparison algorithm is denoted as greedy. We

also compare our scheme with the optimal matching

in which the actual locations of passengers are used.

Then, we simulate the discount allocation strategies.

Note that the location information of drivers is public to

the passengers, thereby the loss of each passenger is cal-

culated easily. Then, the global SW loss based alloca-

tions for drivers and passengers are computed according

to two matching results. In the joint discount allocation

algorithm, we set the parameter λ from {0.3, 0.5, 0.7},
and the default λ is 0.5. In addition, the total discounts

allocated to drivers or passengers are proportional to

the number of drivers or passengers.

7.2 Simulation Results

Fig.9 shows the comparison of different algorithms

on the overall pick-up distances. Fig.9(a) illustrates

the simulation results on the synthetic dataset. From

the figure, we can find out that our ride matching algo-

rithm outperforms the simple spatial cloaking approach

(denoted as greedy). The reason is that each driver

could only be chosen once, and the global matching

based algorithms could coordinate between passengers

and minimize the overall pick-up distance. If actual

locations of passengers are known, the bipartite match-

ing algorithm should achieve the optimal value as the

black solid line shown in the figure. When the passenger

locations are protected by cloaking regions, the match-

ing performance decreases as the red and the blue lines

shown in the figure. By comparing the red line and

the blue line, we can verify that larger privacy require-

ments would result in larger overall pick-up distance.

Fig.9(b) illustrates simulation results on the real-world

dataset. It shares similar trends with the results on the

synthetic dataset. The difference is that the effect of

privacy requirements is more obvious. When changing

the value of µ from 1 to 2, the relative difference be-

tween the red line and the blue line is larger in Fig.9(b)

than that in Fig.9(a). Although the effect of the value

of µ is more obvious, our scheme still outperforms the

simple spatial cloaking approach.

Fig.10 shows the comparison of different algorithms

on the pick-up distance distribution. Figs.10(a) and

10(b) plot the cumulative distribution function (F (x))
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Fig.9. Comparison of overall pick-up distances [12]. (a) On the synthetic dataset. (b) On the real-world dataset.
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Fig.10. Comparison of pick-up distance distributions [12]. (a) On the synthetic dataset. (b) On the real-world dataset.

of the pick-up distances (x). From Fig.10(a), we can

find out that 60% of the pick-up distances are less than

4.4 km when the simple spatial cloaking approach is

used. The corresponding value of our scheme is 4.9 km

when µ = 3, which is larger. In contrast, when in-

vestigating 80% of the pick-up distances, they are less

than 8.4 km when the simple spatial cloaking approach

is used, and the corresponding value of our scheme is

6.4 km when µ = 3. This shows that allowing pas-

sengers to choose the nearest driver could benefit some

passengers whose pick-up distance is relatively small,

while it also has negative effects on the pick-up dis-

tances of some other passengers. With our scheme, the

pick-up distances are more concentrated compared with

the simple spatial cloaking approach. We can find out

the similar conclusion in Fig.10(b).

We test our extended scheme, which considers the

distance constraint set by drivers, on the real-world

dataset. We modify the optimal matching and greedy

algorithm to fit in the distance constraint. For the op-

timal matching which is labeled as “optimal” in Fig.11,

the actual locations of passengers are known. There-

fore, the actual pick-up distances between drivers and

passengers could be calculated. The edges which break

the distance constraint are deleted in the bipartite

graph before the weighted bipartite matching is applied.

For the greedy approach, passengers would choose the

nearest driver whose pick-up distance limitation is not

violated. The simulation result is shown in Fig.11.

In Fig.11, we compare the average pick-up distances

and the number of unserved passengers of different

schemes. As we explained in Section 5, allowing drivers

to set pick-up distance limitations might result in un-

served passengers. Especially, in our experiment, the
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Fig.11. Performance of extended scheme on the real-world dataset. (a) Average pick-up distances. (b) Number of unserved passengers.

number of drivers is the same with the number of pas-

sengers. In the experiment, the maximum pick-up dis-

tances of drivers are sampled from the normal distri-

bution N (5, 5/3), i.e., the mean is 5 and the standard

deviation is 5/3, and the negative limitations are ig-

nored. Fig.11(a) shows the average pick-up distances

of passengers who are assigned drivers to serve. We

find out that the matching-based schemes could achieve

shorter pick-up distances than the greedy approach.

One counterintuitive result is that the average pick-up

distance of the optimal could be larger than that of our

scheme. The reason is that the number of unserved

passengers is different. Although the optimal approach

has larger average pick-up distances, it has a smaller

number of unserved passengers. Fig.11(b) shows the

number of unserved passengers. We find that the op-

timal approach always achieves a smaller number than

our scheme. It also shows the trade-off of our extended

scheme. Considering that the unserved passengers need

to wait for the next round of order dispatch, the ext-

ended scheme is more suitable for the case where there

are more drivers than passengers.

We evaluate the allocated discount for each passen-

ger based on three allocation algorithms, as shown in

Fig.12(a). We see that the allocated discount diffe-

rences among all passengers in the LD loss based al-

gorithm are larger than those of the other algorithms,

and the discount differences in the global SW loss based
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Fig.12. Discount distribution for passengers [12]. (a) Passenger index. (b) CDF (cumulative distribution function).
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algorithm are the smallest. This means that the loss of

each passenger dominates in the joint discount alloca-

tion algorithm. Moreover, we present the cumulative

distribution function (CDF) of the allocated discount

for three algorithms in Fig.12(b). We also show the dis-

count results when changing parameter λ. We find that

in the LD loss based allocation algorithm, the largest

discount value for one passenger is about 5.5 and there

are about 40% passengers who get no discount. While

in the global SW loss based algorithm, the differences in

the allocated discounts for passengers are small. When

we change parameter λ, all passengers will get certain

discounts.

We also evaluate the influences of the individual pri-

vacy requirement, as shown in Fig.13. We let one indi-

vidual privacy radius change from 1 km to 15 km, while

keeping the others unchanged. Moreover, to evaluate

the effect of the number of passengers, we set the num-

ber of passengers and drivers as {25, 50, 75}. In this

setting, we observe that the individual local distance

loss for the certain passenger would increase along with

the increase of his/her individual privacy requirement,

as shown in Fig.13(a). And we find that the more the

passengers are involved, the smaller the local distance

loss one individual would suffer. This is because the

density of passengers and drivers will increase. Accord-

ingly, the matching distance between passengers and

drivers would decrease. Thus, the local distance loss

for each passenger will decrease. On the other hand,

we evaluate different fares on the privacy requirement,

as shown in Fig.13(b). When one passenger increases

his/her privacy requirement, the privacy fare, which is

proportional to his/her clocking region, would increase

accordingly. Meanwhile, the LD loss based discount

will also increase according to the former conclusion.

Then, the additional fare (which denotes the difference

between the privacy fare and the allocated discount)

has an upward trend. These observations are consis-

tent with our theoretical analysis.

Furthermore, we show the variance of the additional

expense in Definition 1 in Fig.14(a). We find that the

LD loss based algorithm always achieves the minimum

variance value while the global SW loss based algorithm

gets the maximum variance value. When we increase

the number of passengers and drivers, the variance val-

ues of all algorithms will decrease. This is because the

global matching result will get better when more pas-

sengers and drivers join. These simulations are consis-

tent with our theoretical analysis. On the other hand,

we also evaluate the discount allocation for each driver

in Fig.14(b). Since the true locations of passengers are

not invisible to drivers, only the global SW loss based

algorithm can be applied for drivers. We thus find that

the allocated discount values for each passenger change

a little.

8 Conclusions

A cloaking region based privacy-preserving order

dispatch system for ride-hailing services was investi-

gated in this paper. Unlike the previous schemes in

which passengers choose the desired drivers, we investi-

gated the approach that lets the service provider match

passengers and drivers in a centralized way. Our ap-
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proach could efficiently prevent the privacy inference at-

tacks proposed in [10]. In addition, our approach would

not introduce large communication overhead. Based

on the matching approach, we proposed to maximize

the social welfare (i.e., minimizing the overall pick-up

distance) of the order dispatch. Although our scheme

could not achieve the optimal social welfare since the

actual passenger locations are unknown to the service

provider, we could guarantee that the overall pick-up

distance of our matching result is upper bounded by

OPT +
√
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jar T, Tramèr F, Gligor V, Hubaux J P. PrivateRide: A

privacy-enhanced ride-hailing service. Proceedings on Pri-

vacy Enhancing Technologies, 2017, 2017(2): 38-56.

[24] Liang X, Li X, Lu R, Lin X, Shen X. UDP: Usage-based

dynamic pricing with privacy preservation for smart grid.

IEEE Trans. Smart Grid, 2013, 4(1): 141-150.

[25] Zhuo X, Gao W, Cao G, Dai Y. Win-coupon: An incen-

tive framework for 3G traffic offloading. In Proc. the 19th

Annual IEEE Int. Conf. Network Protocols, October 2011,

pp.206-215.

[26] Gao G, Xiao M, Wu J, Huang L, Hu C. Truthful incentive

mechanism for nondeterministic crowdsensing with vehicles.

IEEE Trans. Mobile Computing, 2018, 17(12): 2982-2997.

[27] Edelman B, Ostrovsky M, Schwarz M. Internet advertising

and the generalized second-price auction: Selling billions

of dollars worth of keywords. The American Economic Re-

view, 2007, 97(1): 242-259.

[28] Vickrey W. Counterspeculation, auctions, and competitive

sealed tenders. The Journal of Finance, 1961, 16(1): 8-37.

[29] Cheng R, Zhang Y, Bertino E, Prabhakar S. Preserving

user location privacy in mobile data management infras-

tructures. In Proc. the 6th Int. Workshop on Privacy En-

hancing Technologies, June 2006, pp.393-412.

Yubin Duan received his B.S. de-

gree in mathematics and physics from

University of Electronic Science and

Technology of China, Chengdu, in 2017.

He is currently a Ph.D. candidate in

the Department of Computer and In-

formation Sciences, Temple University,

Philadelphia. His current research fo-

cuses on urban computing.

Guo-Ju Gao received his B.S.

degree in information security from the

University of Science and Technology of

Beijing, Beijing, in 2014. He is currently

working toward his Ph.D. degree in

computer science and technology in the

University of Science and Technology of

China, Hefei. His research interests include privacy preser-

vation, mobile crowdsensing and incentive mechanisms.

Ming-Jun Xiao is a professor in

the School of Computer Science and

Technology at the University of Science

and Technology of China (USTC),

Hefei. He received his Ph.D. degree in

computer science and technology from

USTC in 2004. His research interests

include crowdsourcing, mobile social networks, mobile

cloud computing, blockchain, data security and privacy.

He has published more over 80 papers in referred journals

and conferences, including TMC, TC, TPDS, TKDE,

TSC, etc. He served as the TPC member of INFOCOM

2020, DASFAA 2020, INFOCOM 2019, ICDCS 2019,

DASFAA 2019, etc. He is on the reviewer board of several

top journals such as TMC, TON, and so on.

Jie Wu is the director of the Center

for Networked Computing and a Laura

H. Carnell professor at Temple Univer-

sity, Pennsylvania. He also serves as the

director of International Affairs at Col-

lege of Science and Technology. Prior to

joining Temple University, he was a pro-

gram director at the National Science Foundation and was a

distinguished professor at Florida Atlantic University. His

current research interests include mobile computing and

wireless networks, routing protocols, cloud and green com-

puting, network trust and security, and social network ap-

plications. Dr. Wu regularly publishes in scholarly jour-

nals, conference proceedings, and books. He serves on sev-

eral editorial boards, including IEEE Transactions on Ser-

vice Computing and the Journal of Parallel and Distributed

Computing. Dr. Wu was general co-chair for IEEE MASS

2006, IEEE IPDPS 2008, IEEE ICDCS 2013, ACM Mobi-

Hoc 2014, ICPP 2016, and IEEE CNS 2016, and program

co-chair for IEEE INFOCOM 2011 and CCF CNCC 2013.

He was an IEEE Computer Society Distinguished Visitor,

ACM Distinguished Speaker, and chair for the IEEE Tech-

nical Committee on Distributed Processing (TCDP). Dr.

Wu is a CCF Distinguished Speaker and a fellow of IEEE.

He is the recipient of the 2011 CCF Overseas Outstanding

Achievement Award.


	1 Introduction
	2 Related Work
	2.1 Location Privacy in Ride-Hailing System
	2.2 Discount Allocation Problems

	3 Model
	3.1 Overview of Ride-Hailing Systems
	3.2 Existing Attack Model
	3.3 Notations
	3.4 Problem Formulation

	4 Privacy Preserving Dispatch Process
	4.1 System Framework
	4.2 Matching with Cloaking Regions
	4.3 Matching Performance and Privacy

	5 Dispatch with Pick-up Distance Constraints
	5.1 Distance Constraint
	5.2 Extended Scheme

	6 Discount Allocation Strategies
	6.1 Local Distance Loss Based DiscountAllocation
	6.2 Global Social Welfare Loss Based Discount Allocation
	6.3 Joint Discount Allocation
	6.4 Detailed Discount Allocation Algorithms
	6.5 Example

	7 Experiment
	7.1 Experimental Setup
	7.2 Simulation Results

	8 Conclusions

