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A new pairwise key scheme based on
deployment knowledge in multi-phase sensor
networks
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Abstract—The lifetime of a sensor network is generally longer
than that of a single sensor node, so to ensure the connectivity
of the network, new nodes need to be deployed into the network
in multi-phase. Such networks are called multi-phase sensor
networks. In sensor networks, establishing a pairwise key
between two neighboring nodes is a fundamental security
requirement. However, for sensor nodes with strictly limited
capabilities, there are great challenges in establishing a
pairwise key between two neighboring sensor nodes deployed
at different phases. In order to solve this problem, some
scholars have proposed some solutions based on backward
key-chains and forward key-chains, however, how to further
improve the networks’ resilience against node capture attacks
still needs further research; and some scholars have proposed
some solutions based on key pools of each phase are
independent, but how to improve the probability of establishing
a pairwise key between two neighboring nodes deployed at
different phases is still a very challenging problem. In this
paper, we propose a new pairwise key scheme based on
deployment knowledge. Theoretical analysis and simulation
show that the proposed model can achieve high probability of
establishing a pairwise key between two neighboring nodes and
good resilience against node capture attacks by setting
appropriate parameters.

Index Terms—multi-phase sensor networks, pairwise key, key
update.

. INTRODUCTION

Sensor networks (SNs) usually consist of a large number of
sensor nodes. A sensor node is battery powered and equipped
with integrated sensors, data processing, and short-range radio
communication capability. So, the lifetime of a single sensor
node is much shorter than that the operating lifetime of the
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network. To ensure the connectivity of a network, new nodes
need to be periodically deployed into the network. Such
networks are called multi-phase sensor networks (MSNS).
MSNs are often deployed outdoors or even in hostile
environments, and are vulnerable to various attacks [1]-[2].
Hence, it is important to protect communication among sensor
nodes to maintain message confidentiality and integrity. As one
of the most fundamental security services, pairwise key
establishment enables two neighboring sensor nodes to
communicate securely with each other. Therefore, different key
pre-distribution schemes have been developed for SNs [3]-[15].
However, in these schemes [3]-[15], throughout the entire
lifecycle of the network, the same key pool is used. Obviously,
they are not suitable for MSNs. This is because when an
adversary captures a certain number of nodes, the keys in the
key pool will basically be compromised. This means that
newly deployed nodes not only do not help the network, but
also pose a greater threat. Because the key information
pre-distributed to them has been compromised.

A. Motivation

To enable nodes deployed at different phases to establish
pairwise keys, some scholars construct multi-phase key pool
using one-way hash function [11]-[20]. Multi-phase key pools
include the following two categories: one is backward
multi-phase key pools, and the other is forward multi-phase key
pools. So far, the backward multi-phase key pools are generally
constructed by using one-dimension backward key chains [11]
- [13], two-dimension backward key chains [14] and
three-dimension backward key chains [15], [16]. For a
backward key chain, when the generation key of a certain phase
is compromised, the keys generated in these phases which are
less than or equal to the phase are no longer secure. In [17]-[20],
some solutions have been proposed to improve the security of
networks by adding forward multi-phase key pools. Similarly,
for a forward key chain, if the generation key of a certain phase
is compromised, these keys generated in these phases which are
equal to or greater than the phase are no longer secure. That is,
the adversaries can obtain a large number of keys of a forward
key pool by compromising a small number of sensor nodes.
When most keys in the forward key pools are compromised,
these key pools will be ineffective. To improve the resilience
against node capture attacks of networks, some schemes have
been proposed in [21-23] by using independent key pools at
each phase. The focus of such schemes is how to establish a
pairwise key between two neighboring nodes deployed at
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different phases. In [21], Durresi et al. proposed a scheme in
which two neighboring nodes deployed at different phases can
establish a pairwise key with the help of bridge nodes.
Obviously, if a large number of bridge nodes are compromised
or unable to function properly, these nodes deployed at
different phases will not be able to communicate securely with
each other. In [22], Zhou et al. proposed a scheme where a
pairwise key can be established directly between two
neighboring nodes deployed at two adjacent phases. In this
scheme, as the number of deployment phase increases, its
connectivity decreases rapidly. In [23], during a node’s lifetime,
Ergun and Savas proposed a scheme where a node can
probabilistically establish a pair-wise key with its neighbors
using the pre-distribution keys. Compared with the scheme in
[22], the connectivity of the scheme declines slower. However,
the storage overhead of the scheme is high, and the resilience
against node capture attacks also declines. Therefore, further
research is needed to address the issue of secure connectivity
between two neighboring nodes deployed at different phases.

B. Main contribution of our scheme

In this paper, by using deployment knowledge, we propose a
new pairwise key scheme. Our main contributions are as
follows:

1) In our scheme, the key pool of each deployment phase
is independent, but nodes only need to store keys from one
phase, and communication between nodes deployed at different
phases is achieved through key update methods. This reduces
the storage overhead of nodes, and at the same time, this
scheme uses a combination of key space and master key
technology to improve the resilience against node capture
attacks.

2) A new method for establishing path keys has been
proposed. The essential difference between this method and
traditional methods is that it does not require two adjacent
nodes on the path key to be actual neighboring nodes. Under the
same conditions, it increases the probability of nodes
establishing a shared key through path keys.

3) In our scheme, using deployment knowledge, the shared
keys establishment and the keys update can be completed
locally.

C. Organization

The rest of this paper is organized as follows. At first, the
background of our scheme is presented in Section II. The
proposed scheme will be presented in Section Ill. Together
with a comprehensive comparison with some known schemes,
the theoretical and experimental results will be described in
Section 1V. At last, the conclusion will be made in Section V.

Il. RELATED WORK

The first random key pre-distribution scheme, namely E-G
scheme, was proposed by Eschenauer and Gligor [3], in which
each sensor selects a set of keys randomly from a large key pool
before deployment to establish a shared key between two nodes.
To enhance the security of E-G scheme against small-scale
attacks, g-composite scheme was proposed [4], in which g
common Kkeys are required for two nodes to establish a shared
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key. Liu and Ling proposed a random key pre-distribution
scheme where the key pool is constructed by using the key
space [5]. Du et al. also proposed a similar scheme based on
symmetric matrix [6]. This scheme exhibits a nice threshold
property: when the number of nodes being compromised is less
than the threshold, the probability of communications between
any two additional nodes being compromised is close to zero.
Msolli et al. proposed a new method for constructing a key pool
[7], in which the key pool consists of the keys and these keys’
hashed value. Due to the fact that the adversary cannot obtain
the original key after obtaining its hashed key, its security
performance is improved as compared to the E-G scheme [3].
Gandino et al. proposed a method to reduce energy
consumption during the process of establishing shared keys [8],
which randomly selects a portion of keys from multiple shared
keys for the establishment of shared keys. Gandino et al.
proposed a method for establishing shared keys between nodes
based on master keys [9]. Two neighboring nodes in the
network can use the master key to establish a shared key. Once
the node completes the key establishment, the master key is
deleted. But if the master key is known by the adversary before
deletion, the entire network is no longer secure. This article
proposes a new method to reduce the time required for nodes to
establish shared keys. Altun et al. proposed a method for
establishing shared keys between nodes based on the superior
property of wireless channels [10].

In order to make the proposed key management schemes
applicable to MSNs, some scholars have proposed methods
based on online key distribution and updates [11] - [12]. In
these methods, a small number of keys are pre-distributed to
sensor nodes before deployment, but authentication between
nodes and keys distribution require the participation of the base
station. Khah et al. proposed a multi-level security management
scheme [13], in which the closer the base station is, the higher
the security level of the network. At the same time, with the
participation of the base station, this scheme can achieve the
generation, distribution, and updating of multiple kinds of keys.
Das proposed a two-phase key pool scheme [14]. The nodes
deployed at the first phase select keys from these two key pools,
but the keys selected from the second key pool need to be
hashed before pre-distribution. New nodes added to the
network require storing keys from the second key pool. The
two-phase key pool improves the security performance of using
only one key pool. Zhou et al. and Messai constructed
multi-phase key pools by using one-dimension backward key
chains [15-17]. In [15], nodes deployed at the ith phase, which
are pre-distributed keys from the key pool of the ith phase only.
Usually, most of the pre-distribution keys need to be hashed
before being stored in nodes. It is computationally infeasible to
infer the original keys after processed by hash operation.
Therefore, the resilience of this schemes is high, but there is a
loss in local connectivity. Similar to the scheme in [15], in [16],
a small number of keys are pre-distributed to a sensor node
before deployment, and a large number of keys after being
processed by hash operation, are pre-distributed to a mobile
sink. In the POK scheme [17], the key server pre-distributes a
key chain to each pair of nodes deployed in the first phase. This
leads to a significant decrease in the probability of nodes being
able to directly establish pairwise keys as the network size
expands. In [18], Li et al. built multi-phase backward key pools
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using two-dimension backward key chains. This solution has
good resilience when a small number of nodes are
compromised during the pairwise key establishment phase. In
[19], to resist mobile sink replication attacks, Zhou et al.
construct multi-phase key pools by using 3-dimensional
backward key chains. In [20], Li et al. proposed a kind of
three-dimension backward key chain technology based on
deployment knowledge. By adjusting the number of
pre-distribution keys of the first, second and third dimension,
the scheme can be applied to various deployment scenarios. To
improve the networks’ resilience against node capture attacks,
in [21], Castelluccia and Spognardi proposed a solution in
which multi-phase key pools are constructed by using
backward key chains and forward key chains simultaneously.
In the solution, nodes deployed in the ith phase, which need to
be pre-distributed the same number of keys from the ith phase
forward key pool and the ith phase backward key pool,
respectively. However, when a small number of nodes are
compromised, the whole forward multi-phase key pool will be
ineffective. That is, this scheme cannot significantly improve
the network resilience against node capture attacks. In [22], Ito
et al. proposed a solution, which can improve the resilience of
the forward multi-phase key pool by using key space
technology. But when a large number of nodes are
compromised, the resilience against node capture attack is
degraded to the scheme based on key space in [5]. In [23],
Sarimurat and Levi introduced a new key update solution. In
this solution, the jth key of the i+1th phase can be calculated
jointly by using the jth and the j+1th keys of the ith phase.
Therefore, a new key will be added to the key pool when a key
update occurs. As compared with the scheme in [23], its
connectivity decreases, but its resilience improves. In [24],
Messai and Seba proposed a scheme, where 1Ds of keys can be
updated. At the same time, to improve the scheme’s resilience,
a new method of establishing pairwise key between nodes
based on 2-composite scheme was proposed.

Durresci et al. proposed the SCON scheme [25]. In this
scheme, key pools of each phase are independent, and nodes
deployed in the ith phase store keys from the ith phase key pool
only. To enable the nodes deployed at the two adjacent phases
to establish pairwise keys, bridge nodes are introduced. The
bridge nodes deployed in the ith phase store keys from the ith
phase key pools and the i-1th phase key pools simultaneously.
Therefore, the bridge nodes of the ith phase can
probabilistically establish pairwise keys with nodes whose
deployment phases are adjacent to them. In the scheme, bridge
nodes are difficult to be deployed, and its resilience against
bridge node capture attacks is poor. In order to improve the
applicability of the SCON scheme, Zhou et al. constructed key
pools using deployment knowledge and one-dimension key
chains, which makes key pools of two neighboring deployment
phases are associated [26]. However, only nodes deployed in
the two adjacent deployment phases can directly establish
pairwise keys. In [27], to improve the local connectivity, Ergun
and Savas proposed the RGM scheme. In the RGM scheme,
before deployment, nodes deployed in the ith phase store keys
from the key pools of the ith phase to the (i+Gw-1)th phase,
where Gw represents a generation window which is the time
period where this node is alive. Obviously, compared with [25]
and [26], its local connectivity is improved significantly.
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However, its resilience declines rapidly because of carrying a
lot of key information.

I1l. DEPLOYMENT KNOWLEDGE AND THREAT
MODELS

Here, we will introduce our scheme from the following four
aspects: 1. deployment model and threat model. 2. keys
pre-distribution. 3. pairwise key establishment; 4. key update.

A. Notations

In this paper, we use the following notations for the
description convenience.
TABLE | NOTATIONS USED

Notation  Description

S(im) The set of nodes being deployed in the cell (r,c) at the ith phase

cw A gen_erat_ion window which is the time period where a sensor
node is alive.

t The number of nodes in S, ,, , which equals to|S/, .,

R The communication radius of sensor nodes

The average number of neighbor nodes across the entire
Avg deployment region. The setting of this parameter value directly
affects the performance of the scheme.

Len The length of regular hexagons

N The maximum phase of nodes deployed to the network

The probability of nodes in S(‘m) locating in (r,c) and NC, - The

P setting of this parameter value will have a significant impact on
the performance of the solution.

H() A one-way hash function

Hk() A one-way hash function with the key K

Ex() A encryption function with the key K

min(x,y) Represents the minimum value of x and y

max(x,y) Represents the maximum value of x and y
Represents the probability that a node in S(‘,YC) selects nodes

Pic from the set of neighbor cells deployed in the cell (r,c) recently.
This parameter is important for the performance of this scheme.
Represents the probability that a node in S(‘;fc) selects nodes

Pec from Sg:i) . This parameter is an important parameter for the
performance of this scheme.
The number of nodes captured by adversaries before the key

i update of newly deployed nodes at the ith phase is completed.

cc If CC' isequal inall phases, use CC instead. This parameter is
important for the performance of the scheme.

% Represents the residual operator

@ Represents the XOR operation

B. Deployment Knowledge Model

Some scholars have proposed deployment models for
randomly distributed sensor nodes in networks [3] - [8], which
have the advantage of supporting node mobility. To adapt to
this model, the entire network shares a global key pool. Nodes
only need to store keys selected from the global key pool before
deployment. However, in the application of static sensor
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networks, nodes are highly likely to fall around the deployment
point [28] - [32]. Therefore, scholars divide the deployment
area into cells, and at the same time, the global key pool is
divided into multiple key pools based on deployment cells. The
key pools of two non-neighboring cells do not have common
keys. Before deployment, nodes store keys from the key pool of
the corresponding deployment cell. This model is called a
model based on deployment knowledge. It is obvious that the
solutions based on deploying knowledge can not only reduce
the storage overhead of nodes, but also improve the probability
of establishing shared keys between nodes and the resilience.
In our scheme, the deployment model is similar to the
scheme in [23], the difference is that the nodes of our scheme
are deployed by multiple phases. The set of nodes deployed in
the ith phase is represented by S'. A target field is partitioned
into hexagon cells (see Fig. 1). Each cell has a deployment
point that resides in the center of the cell. The set of nodes
deployed in the cell at the ith phase is represented by S(r o

Node distribution follows two-dimensional Gaussian
distributions with the deployment point (x', y') as center, as

=+ (y-y1?]
f(xy)= e % @)

where o is the standard deviation of distribution. Combined with
the formula (1), the length of the cell Len can be estimated
using the following formula:

20.-2In (1— P)
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Fig. 1 Deployment area division diagram,® represents the deployment point.

C. Architecture of the Network

The network consists of a large number of sensor nodes and a
base station. After the network is deployed, the sensor nodes in
the network are stationary. Nodes in the network transmit data
to the base station through one hop or multiple hops. The base
station can be located at any position in the network,
responsible for pre-distributing key information to nodes,
receiving and analyzing data sent by nodes in the network.

D. Threat model

In our scheme, sensor nodes can be compromised. That is to
say, if an attacker captures a sensor node, all key information it
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holds will also be compromised. Moreover, the adversary may
pool the keying materials from multiple compromised nodes to
break the security of the network or to launch advanced attacks.
such as eavesdropping, false data injection attacks, etc.

In our scheme, because the time of pairwise key
establishment and update is short, we assume that in the two
phases only a few nodes of newly deployed are compromised
[2], [8], [16], [17], [20], [21]. Meanwhile, we assume that the
base station is secure.

E. Keys pre-distribution

Keys pre-distribution is divided into the following three
steps. For the convenience of description, the following will
take the node a (aeS(im)) as an example for detailed

introduction.

Step 1. The pre-distribution keys information for pair-wise
key establishment between two neighboring nodes deployed in
the same set.

The key server generates a t-degree binary symmetric
variable polynomial for the set S(ir,c) [29]:

t
(r C)(X y) - Z ;1 szhyJ2 (3)

Ji02=0

where Ai . :Ai . and t—|S

(re)
The pre- dlstrlbutlon key K(r o
calculated by using the following formula:

(rc)(IDa'y) ZB y (4)

Step 2. The pre-distribution keys information for pairwise
key establishment between two nodes deployed in two
neighboring cells.

Supposing the cell (r1, ¢1) is the neighbor cell of the cell (r,c).

, represents that nodes deployed in the cell (r1, c1) recently

(x,y) for node a can be

[
S(l’ o1

when nodes in the set S!

(r.c

connection nodes from the S('lr .

, are deployed. Node a (a€S/,.,)

selects t; horizontal

according to the formula (5).
ID, = 1D, +H" (1D, || r, Il |1y ) %t (®)

represents the minimum ID in the set S('lr o -

H(H"(inf))= H*(H""(inf)) =..= H""(inf) . If ID, has
been assigned to itself, it needs to be recalculated until the
calculated ID, is not pre-assigned to itself (The detailed
process can be found in Algorithm 1).

t =[Pt} (6)

) is the horizontal connection node

where ID,

Assuming node b (b e 1r )

selected by the node a, the following key will be pre-distributed
to it:
(m)(IDb,ID) 7

Step 3. The pre-distribution keys information for pairwise
key establishment between nodes deployed at different phases.

These keys consist of the following two parts. The first part
is the pre-distribution master key MKa,. Below is a detailed
introduction to the second part of these keys.
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Algorithm 1: Algorithm for calculating identity without
repetitive.

void computing_non_rep_ID(int IDO, int ID1, ID_List list[])
/DO represents the 1D,, ID1 represents the 1D,
{ int f[t],i,h0;
for(i=0;i<t;i++) f[i]=0;
ho=H (1D0||r I|c, I, )%t ;
for(i=0; i<t1;)
if(f[h0]==0) { f[h0]=1; list[i]=1D1+h0; i++; }
h0=H (h0)%t ;

¥
i

Case 2. Ifa (aeS,)and b (beS ), the node b can

calculate the key K(ilrl,cl)(IDw ID,) pre-distributed to the node a;

Case 3. If a (aeS,,)and b (beS;, ), the node b can

calculate the pairwise key between them using the formula (9);

Step 3. If two neighboring nodes al and a2 cannot directly
establish a pairwise key, the path key establishment process is
initiated. The process of establishing a path key is described as
follows:

Step 3-1. The node broadcasts the ID of the communication
partner to its neighboring nodes;

Step 3-2. After receiving the above information, neighboring
nodes establish path keys according to the following two
situations (The detailed process can be found in Algorithm 2):

Node a (aeS;,,,) will select t, vertical connection nodes

+1
r.c)

according to the formula (5).
t,= LPSC 'tJ (8)
Assuming node b (be Sé;lc)) is the vertical connection node

selected by the node a, then the following keys will be
pre-distributed to the node a:

{H(HMKD(IDa)) i=1

from the set S

©)

a,b

Huk, (1D,) i>1
where MKy, represents the master key of the node b.

F. Pairwise key establishment

After all nodes are deployed, the shared key establishment
phase will immediately start, and the establishment process is
as follows:

Step 1. Node broadcasts its own ID;

Step 2. The process of directly establishing a shared
pair-wise key between two neighboring nodes a and b includes
the following three situations:

Fig. 2 Path key establishment process. A black solid line indicate that two
adjacent nodes can directly establish a pairwise key, a black dotted line
represent that two adjacent nodes cannot directly establish a pairwise key, a red
solid line indicate that two non-adjacent nodes can directly establish a pairwise
key, and a red solid line with direction represent the direction of the path key
transmission.

Case 1. Ifa(aeS;,)andb(beS, ), the pairwise key
between them is: K, (ID,,1D,) ;

Algorithm 2: Algorithm for establishing path keys between neighboring
nodes

void Path_key(int IDO, int ID1, int ID2, Neig_List nlist[], Share_Flag
sf)
*IDO represents the ID, , ID1 represents the 1D, , nlist[] represents the

neighbor nodes list of ID2, Sf is a variable used to identify that ID2 can
directly establish a shared key with IDO and ID1 simultaneously. If it
can, the value is 1, otherwise it is 0. If sfis 1, then sk1 and sk2 are used
to represent the shared key between ID2 and ID0 and ID1, respectively.
*/
{ intpl,p2,m;
if (sf==1)
{ pl=find(nlist,1D0);
/*find is an algorithm for searching for elements in a list. If found, it
returns the position of the corresponding element in the list. If not
found, it returns -1. */
p2=find(nlist,ID1);
rn=random();
/*random() represents a function that generates random numbers*/
if (p11=-1 && p2!=-1)
{ send(IDO||ID2]| Eg, (rn)||Hg, (rn));

/Isend() represents a function for sending information
send (ID1]| ID2]| Eg,, (rn) || Hg, (rn));

}
if (p1!=-1 && p2==-1)

send (1DO| ID2|[ 1D1]| Eg,, ()|l Hg, () Il Ege, () [ Hgeo () ;

}
if (p1==-1 && p21=-1)
{
send (ID1]| ID2]| IDO|| Eg, () || Hg, (M) | Eg, () || Hg, () ;
}

¥
¥

Case 1. If this node can directly establish pairwise keys
with al and a2 and belongs to their common neighbor nodes,
then, this node generates a random number as the path key for
al and a2 and securely sends this key to them. As shown in Fig.
2, the node a4;

Case 2. If this node is not al and a2’s common neighbor
node, but can directly establish pairwise keys with them
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respectively, as shown in Fig. 2, the node a3, then, the node a3
generates a random number as the path key for al and a2, and
sends two encrypted data of the path key to al, al receives its
own encrypted data and then forwards the other encrypted data
belonging to a2 to it. After decryption, al and a2 can obtain
their shared path key.

Step 3. If there are multiple path keys ki, Ka,..., kn, the shared
key between them is: sk =k, @--- @Kk, -

G. Key Update

The key pre-distribution method shows that if two nodes
with adjacent or identical deployment points, and their
deployment phases are not adjacent, it is impossible to directly
establish a pairwise key between them. Therefore, in order to
enable two nodes whose deployment phases are non-adjacent to
establish a pairwise with a certain probability, in this paper, a
key update method is proposed. For the convenience of
description, the following will take the newly deployed node
S(im) as an example to explain the key update process:

Step 1. Build a cluster around the newly deployed nodes.

Step 1-1. Newly deployed nodes compete to become cluster
heads according to the following rules:

Assuming S(‘m) is the newly deployed nodes set, NN, is
the neighbors set of node b (NNch(im) ). When the
following conditions are met:

R _
|NNb|2[1—e 2ffz}|s('m,

The node b becomes the alternative cluster head, and the
greater the value of [NN,|, the higher the probability of
becoming the cluster head. In the formula (10), A represents the
error value, T represents the number of repetitions and its initial
value is 1. If no nodes in S(‘m) meet the conditions of the
formula (10), T increases by 1 successively until there exist

nodes meet the conditions of the formula (10). For the
convenience of description, the selected cluster head is

represented by CS; . . CS; . broadcast the following

clustered messages:
inf, = { IDcsg,‘c) , h} , Where h=0.

AT

(10)

Step 1-2. When node d receives inf., if d belongs to one of
the following two types of nodes, it needs to participate in the
broadcast:

Typel. d eSS, (1<i'<i);

Type 2. the neighbors of node d contain the first type of
nodes those have not received theinf.. As shown in Fig. 3,
there are five nodes: 7, 12, 15, 20, and 25.

If d participates in broadcasting, assuming h’" is the smallest
h value received by d, then d broadcasts the following message:

infe ={ID.,, ,h'+1]
(r.c)

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Fig. 3 Schematic of nodes involved in broadcasting during clustering. In the
figure, nodes with a node number greater than or equal to 60 are newly
deployed nodes, and the black points represent nodes deployed in the same cell
with these newly deployed nodes. The cluster head is the node 60.

Step 2. Nodes deployed in the cell (r,c), which need to send

their IDsto CS/, , .

Step 3. the cluster head fuses these I1Ds information into a list
of nodes, finally, CS(im) sends the list to newly deployed nodes

in the cluster.
Step 4. The nodes in S(‘m) calculate the nodes which need to

be updated and their update keys, and securely send these
update keys to the corresponding nodes. Taking a2 as an
example, we will provide a detailed introduction.

As shown in the Fig. 4, assuming bz and by are vertical

connection nodes selected by az. When nodes in the set 8(20,0)

are deployed, b3 and b4 are responsible for updating the key of
node a2. Taking b3 as an example, we will explain the
calculation process of keys update.

Assuming ¢z and c; are vertical connection nodes selected by
bs, csand c; are vertical connection nodes selected by bs. Then
a, selects the first update path as follows: az<»bs<Cs. Since c3
has been selected as the node for the first path, the second path
can only be: ay—hs—c, From the formula (9), it can be
concluded that bs only require a simple hash operation to

calculate the pairwise key with a,. Meanwhile, K, . is

pre-distributd to bs. After K, . performing the following hash

processing, it will be used as the pairwise key for a; and cs:
Ko, = Hkm (1D,) (11)

Then K, . will be safely transmitted to a..  After

completing the key update, the nodes in 8(20,0) need to delete the

master key and perform the following hash processing on the
connection keys:

Kb,c = HMKC ( IDb) (12)

where beSG,» ceSg, -

Step 5. After receiving the information K, securely, a2

replaces its vertical connection node and its vertical connection

key with c3 and K, , respectively.
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3 phase

2" phase

1% phase

cell (0,0)

Fig. 4 Key update process.

IV. SCHEME ANALYSIS

There are two key indicators for evaluating a key
management mechanism [2]-[32]: local connectivity and
resilience toward node capture. The local connectivity, hamed
PL, refers to the probability of two neighboring nodes in the
network establishing a shared pairwise key [2]. Resilience
toward node capture, namely Pr, by estimating the fraction of
total network communications which are compromised by a
capture of x nodes not including the communications in which
the compromised nodes are directly involved [3]. In this section,
we also analyzed the local connectivity and the resilience of our
scheme.

In our analysis and simulations, we use the following setups:

We assume that the deployment area is flat, and that the
nodes follow two-dimensional Gaussian distributions within
the area. The wireless communication range of an SN is 40m.
The neighbor relationship between SNs is symmetrical. That is,
if A is a neighbor of B, then B is also a neighbor of A. In order to
verify the performance of this scheme, in this simulation, it is
assumed that an enemy randomly selects a cell as the capture
cell. Throughout the entire lifecycle of the network, it is
assumed that the adversary only captures nodes from the
capture cell and 50% of its neighboring cells of the capture cell,
and new nodes are needed to be added to the aforementioned
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cells only where 50% of nodes can work normally. Assuming
that the lifecycle of a node is 5 phases, i.e. Gw=5. The
performance of our scheme is calculated based on these nodes
newly deployed in the capture cell.

A. Calculate PL
PL' represents the probability that a node newly deployed at
the i-th phase can establish a shared pairwise key with its
neighboring nodes. P' can be estimated using the following
formula:
Rl =R/ +Ry (13)
where P, and P!, indicate the probabilities of pairwise key

establishment between a newly deployed node and a node
deployed earlier in the network in a direct or indirect manner in
the ith phase, respectively. They can be estimated by the
following formula:

Pdi = Psic '(Psic-l_e +(1_ PSiC—LG ) Pec - Pki-u )
i i i 2 i
+PFic “Pac-te '(PST '(1_(1_ PNC) )+(1_ Psr ) Puc )
In the above formula, P, and P}, indicate the proportion of a

node’s neighbors whose deployment cells are the same or
adjacent to that of the node deployed in the ith phase, Pl .

(14)

and P}, . represent the proportion of newly deployed nodes
in Pi.and Py, respectively, P represents the proportion of
nodes in Py . deployed simultaneously with the node, and

P, indicates the probability of a key being successfully

updated during the key update in the ith phase.
The following conclusions can be drawn from the formula

(2):

1. The value of P} + P} increases with increasing P.

2z 3\/§~Ie% 1 —r% 2
H f (x,y)dxdyzfo IO We rdrd@
Prove: P
_(3«/§‘Ien)

=l-e 2 =P
That is, the probability of a node locating in the cell and its
neighbor cells of the deployment point is about P. Obviously,
P.. + Py increases with increasing P. As shown in Fig.5, when
o =50 and P =0.9925, 0.995 and 0.9975, P + Py is about

0.93, 0.94 and 0.96 respectively.
2. When P is constant, Py, increases slowly with increasing

o .

Prove: From the equation x:¥len >R, we can find that

(x-R)’

XZ

the proportion function f(x)= is an increasing

function. In addition, from the properties of the
two-dimensional Gaussian distribution, it can be seen that Pl

33

increases with the increase of f (T . IenJ . From the formula

(2), it can be seen that when P remains constant, Len increases
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as o increases. This can be confirmed from Fig. 5.

[oP=0.9925 mP=0.995 & P=0.9975 | [oP=09925 mP=0.995 & P=0.9975 |

0.7 0.6
0.6 0.5
05 0.4
2 03
0.2 0.2
0.1 0.1
0 0
phl ph2 ph3 ph4 ph5 phé phl ph2 ph3 ph4 ph5 phé

(a) Avg=30, 6=50 (b) Avg=30, 6=50

00=40 @ 6=50 Oc=60

0.7
0.6
0.5
0.4

PSC

0.2
0.1

phl ph2 ph3 ph4 ph5 phé

(c) P=0.9975, Avg=30

Fig.5 P, and P} as a function parameters P, Avg and . In our simulations, if

not specifically stated, P=0.9975, Avg=30, 6=50, Psc=Pnc=0.4.

In our scheme, from the node capture and addition model, we
can find that P, + P, increases, Pl ., and Pi._ . decrease
after the first phase. However, after a lifecycle of nodes, the

above values remain constant basically, which can be
confirmed from the Fig. 6.

|I:l P=0.9925 @ P=0.995 O P=0.9975 | 0 P=0.9925 @ P=0.995 O P=0.9975

0.6 12
0.5 1
g 04 o 08
o 03 g 0.6
e 02 & 04
0.1 0.2
0 0

phl ph2 ph3 ph4 ph5 ph6 phl ph2 ph3 ph4 ph5 phé

Fig. 6 Py . and P, . asa function parameter P.

[orimsrmas madmas|

15

0.5

ph=1 ph=2 ph=3 ph=4 ph=5 ph=6

Fig. 7 T as a function parameter A.

From the formula (14), it can be concluded that P; is related to

R, . From the formula (10), it can be concluded that the

number of times required to select cluster heads decreases as A
increases. If the cluster head selection fails, then it needs to wait
for the normal clustering time before starting the next selection.
So, to shorten the clustering time, A cannot be too small. As
shown in Fig. 7, A should not be less than 4.
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During the clustering process, the more nodes participate in
broadcasting, the higher the energy consumption of the scheme.
From the formula (2), it can be concluded that Len increases as
P and o increase. During the clustering process, as Len
increases, the range of nodes that need to be broadcasted needs
to be expanded, which naturally leads to an increase in the
number of nodes participating in broadcasting. In addition, the
increase in Avg will obviously lead to an increase in the
number of nodes participating in broadcasting. All these can be
confirmed from the Fig. 8.

0P=0.9925 8 P=0.995 O P=0.9975 | [0 Avg=25 B Avg=30 O Avg=35 |

250

300
250
200
150
100

50

200
150
100

50

Number of nodes involved in
broadcasting during clustering

Number of nodes involved in
broadcasting during clustering

0

ph=2 ph=3 ph=4 ph=5 ph=6 ph=2 ph=3 ph=4 ph=5 ph=6

Fig. 8 The number of nodes involved in broadcasting during clusting as a
function parameters P and Avg.

During the clustering process, due to differences in
deployment environments, there are always very few nodes do
not participate in a key update. If nodes deployed in the
network do not participate in a key update, they cannot directly
establish pairwise keys with nodes deployed subsequently in
the network. If there x newly deployed nodes do not participate
in a key update, the probability of keys being updated can be
estimated by the following formula:

l X
.

||:| Avg=25 B Avg=30 O Avg=35 |

(15)

Probability that the key is updated
o
o
0
@

ph=2 ph=3 ph=4 ph=5 ph=6
Fig. 9 Probability that a key is updated as a function parameter Avg.

From the clustering process, it can be seen that increasing
Avg appropriately can help to reduce the number of nodes
which need to participate in the key update. As shown in Fig. 9,

when Avg increases from 25 to 30, P!, increases by about 1%.
From the formula (14), it is easy to find that P, increases as P,
P, and P,. increase. As shown in Fig. 10, when o =50,
P, =0.4,P, =0.4, and P increases from 0.9925 to 0.9975,
P} increases from about 0.73 to 0.77; when P=0.9975, & =50,
P. =04, and P, increases from 0.3 to 0.5, P increases
form about 0.71 to 0.83; since the parameter P,. does not work
in the first phase, when P=0.9975, o =50, P,. =0.4, and P,

increases from 0.3t0 0.5, P/ increases from about 0.58 to 0.61.
In our scheme, nodes in the same set can directly establish
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pairwise keys. The previous analysis shows that when P, and
P do not differ much, P, increases with o increasing. As
shown in Fig.10, when P=0.9975, P,. =0.4,R, =0.4, and
o increases form 40 to 50, P, increases from about 0.76 to

0.77. The previous analysis shows Pdi drops after the first

phase. However, its value remains stable basically after one
lifecycle of nodes, which can be confirmed from the Fig. 10.

O P=0.9925(A) B P=0.9925(S) @ P=0.995(A)
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Fig. 10. P} as a function parameters Pyc, Psc, o and P.
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Fig. 11. P!, as a function parameters Pyc, Psc, o and P.

From the process of establishing a pairwise key, it can be
seen that if a newly deployed node cannot directly establish
pairwise keys with its neighboring nodes, the path key
establishment process needs to be initiated. The probability that
a newly deployed node can establish a pairwise key with its
neighboring nodes through path key establishment can be
estimated by using the following formula:

Pry=(1P))-(1-(6)) "

where Avg;, represents the expected number of the
intermediate nodes involved in the process of establishing a

(16)
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path key in the ith phase, which can be estimated by using the
following formula:
2 V3

7R*+27R* —| Z7R* =12 R?
3 2 .A\/g.

2 7R?

Avg! | = (RY 7)

~1.03-Avg-(P})

In sensor networks, to ensure network connectivity, Avg
cannot be set too small. From the formulas (16) and (17), it can
be concluded that newly deployed nodes can establish path
keys with a high probability for their neighboring nodes cannot
directly establish pairwise keys by setting appropriate
parameters. This can be confirmed from the Fig.11.

In summary, if the values of parameters are set appropriately,

PLi ~1. This can be confirmed from Fig.10 and Fig.11.

B. Calculate Pr'

Pr' represents the value of Pr in the ith phase, which can be
calculated using the following formula:

Pr' =Prj+Pr (18)

where Prj and Pr', represent the probabilities of a direct key

and a path key being compromised respectively. In our scheme,
the pairwise key established between nodes within the same set
cannot be compromised; similarly, the pairwise key directly
established between two nodes within two adjacent cells cannot
be compromised too. That is, the pairwise key established
between two neighboring nodes can be compromised only
when the pairwise key is established by using the updated key.

Therefore, Pr(} can be estimated using the following formula:

0, i=1
Pry={P/~ .Pr" 19
¢ ) dape _dopre §510<i'<i (19)
R
where P, represents the probability of a pairwise key being

established between two neighboring nodes by using the

updated keys. Pry") . represents the probability of an updated

key being compromised, which can be estimated by using the

following formula:
. 1 CcCx(i-i")
Pry e :1_(1_Ej

O Avg=25(A) B Avg=25(S) O Avg=30(A)
W Avg=30(S) @ Avg=35(A) O Avg=35(S)

(20)

O CC=3(A) B CC=3(S) @ CC=4(A)
W CC=4(S) B CC=5(A) @ CC=5(9)
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Fig. 12 Probability that a updated key is compromised as a function parameters
Avg and CC.

decreases as CC
decreases. As shown in Fig.12, when P=0.9975, o =50 and

The formula (20) shows that Pr)~!

pre
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Avg=30, CC decreases from 5 to 3, Pr;° . drops from about

0.24 t0 0.15. For sensor networks, the value of CC is difficult to
set. To this end, appropriately increasing t is a feasible
approach. The previous analysis shows that t increases as P, o
and Avg increase. As shown in Fig.12, when P=0.9975,
o =50 and Avg increases from 25 to 35, Pr;° drops from
about 0.23t0 0.17.

Pry". increases as i—i’ increases. Similarly, the node
i—i

capture model and deployment model show that —2=P°

L
decreases as i—i’ increases. The formulas (19) and (20) show
that Pr} can be very small by setting appropriate parameters.

As shown in the Fig.13, Pr} is never greater than 0.01. The
formula (20) shows that Pr)~!

e IS independent of Psc.
However, the previous analysis shows that P, increases as Psc

increases. From formula (19), it is concluded that Pr;

decreases as Psc increases. As shown in Fig.13, when
P=0.9975, 0 =50, Avg=30, Pnc=0.4, Psc increases from 0.3 to

0.5, Pr{increases from about 0.005 to 0.009. However, after a
lifecycle of nodes, parameters in (19) and (20) remain stable
basically, Pr(j also remains stable basically. This can be
confirmed from the Fig.13.

||:| Avg=25 B Avg=30 O Avg=35 | ||:| PSC=0.3 BPSC=0.4 O PSC=0.5 |
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Fig. 13. Pr, as a function parameters Psc, Avg and CC.

Pr, , can be estimated using the following formula:

. _FR
I:)rind = F;:_I

. ( PC )unAvgi'nd (21)

where P. is the probability of a node’s neighbors being

compromised, unAvg! . is the expected number of trusted

intermediate nodes involved in the path keys establishment of
the ith phase and it can be estimated using the following

formula:
unAvg},, = Avgy, x(1-Pry ) (22)

The formula (21) shows that when P is fixed, Pr’, declines
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exponentially with increasing unAvg, , . From the formulas (18)
to (22), it is easy to find that P,. and Avg have a greater impact
on Pr!  as compared with CC. As shown in Fig.14, when
P=0.9975, c =50, Pnc=Psc=0.4 and Avg increases from 25 to
35, Pr;, declines from about 0.022 to 0.012. When P=0.9975,
o =50, Avg=30, Pnc=0.4 and Psc increases from 0.3 to 0.5,
Pr', declines from about 0.023 to 0.011. However, when
P=0.9975, o =50 , Avg=30, Pnc=Psc=0.4, and CC
increases from 3 to 5, Pr?, increases from about 0.015 to
0.017.

||:| Avg=25 B Avg=30 O Avg=35 | ||:| PSC=0.3 B PSC=0.4 O PSC=0.5 |
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Fig. 14. Pr!

in

4+ as a function parameters Psc, Avg and CC.

In order to comprehensively evaluate this scheme, we
introduced the parameter of resilient local connectivity [34].
Resilient local connectivity is the probability that two
neighboring nodes can establish a secure pairwise key between
them under capture attacks. This metric naturally considers
both local connectivity and resilience. This is a very important
indicator because after capture attacks, the number of nodes
that can function normally in the network will decrease. If
secure communication keys cannot be established with high
probability between normal nodes, it may lead to the entire
network being divided into multiple secure connected sets.
Although any two nodes in a secure connectivity set have a
secure path, there is no secure path between nodes in different
secure connectivity sets. The research on network security
connectivity has exceeded the scope of this article, please refer
to [35] for details. Resilient local connectivity can be estimated
using the following formula:

Pri = Py x(1=Pry )+ Poy x(1-Pry, ) (23)

From the previous analysis and Fig. 10, Fig. 11, Fig. 13, and
Fig. 14, it can be seen that when P=0.9975, ¢=50, Avg=30,
Pnc=Psc=0.4, and CC=5, Pr’ is about 0.977. From the

conclusion in [35], it can be concluded that in the above
situation, the probability of normal nodes in the network being
safely connected is about 1.

C. Comparison With the State-of-the-Art Technique
In this section, local connectivity and resilience against node
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capture attacks of our scheme, POK scheme [17], OWAKM
scheme [20] and RGM scheme [27] are compared. In our
simulation, for fairness, the POK, OWAKM and RGM schemes
also uses the same node deployment, capture, and addition
model as our scheme, and the number of nodes compromised
during the key establishment initialization phase is the same.

0O Pok(d) 0O RGM(d)
O mine(d) 0O Pok(ind)
B OWAKM(ind) O mine(ind)

ph=1 ph=2 ph=3 ph=4 ph=5 ph=6

E OWAKM(d)
O RGM(ind)

Fig. 15 Comparisons of the value of P/ of the POK, OWAKM, RGM and our
scheme.

Fig. 15 shows a comparison of local connectivity among
three schemes. At the first phase, it can be concluded from Fig.
15 that the POK scheme has the smallest PL}, , and our scheme
is almost identical to the RGM scheme, while the OWAKM
scheme is located in the middle. In the POK scheme, nodes
whose deployment points are adjacent can establish pairwise
keys only when they are pre-distributed the same keys. That is,
when P =0.4, the probability that two nodes from two

neighboring cells, which can establish a pairwise key directly is
(P ) =0.16. In our scheme, the probability that two nodes
deployed in two adjacent cells can establish a pairwise key
is 1-(1-Pc )2 =064 . Therefore, with the same parameter
settings, in the first deployment phase, the local connectivity of
our scheme is higher than that of the POK scheme. In addition,
by setting appropriate parameters, PL; of the RGM scheme is
almost identical to our scheme. After the first phase, due to the
key pool of the POK scheme are constructed by using backward
key chains, nodes deployed later can directly establish pairwise

keys with nodes deployed earlier as long as they are
pre-ditributed the same key chains. The previous analysis

shows that PL; > PL;, , but after the second phase, the value of

PL‘ul remains stable basically. This can be confirmed from Fig.

15. The key pool of OWAKM scheme is constructed using
three-dimension backward keychains. Due to the fact that the
third key of a three-dimensional reverse keychain is different at
each deployment phase. That is to say, only nodes deployed at
the same phase can use the third-dimension keys of the
keychains to establish a shared key. This leads to PL% < PL,.
But when the members of neighboring nodes remain stable, the
PL, of this scheme remains basically stable. This can be

confirmed from Fig. 15. In RGM scheme, due to independent
key pool is used at each phase, nodes deployed at the same
phase can use pre-distribution keys to establish pair-wise keys,
nodes deployed at different phases only can use partially
pre-distribution keys to establish pair-wise keys. This leads to a

decrease in PL, as i increases. This can also be confirmed
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from Fig. 15. Furthermore, from Fig. 15, it can also be
concluded that after one lifecycle, its local connection remains
stable and nodes can establish pairwise keys with neighboring
nodes with high probability. As shown in Fig. 15,
PL' = PL, +PL , of all three above schemes are greater than

0.98.

In the POK scheme, the multi-phase key pools are
constructed by using backward key chains. From the
characteristics of backward key chain technology, it can be
seen that if a key of a key chain of the ith phase is compromised,
the keys before the i-th phase of the keychain are no longer
secure. Like the POK scheme, the OWAKM scheme also uses
backward keychains to build key pools, so the resilience of this
scheme also decreases with the increase of deployment phases.
In RGM, each deployment phase uses an independent key pool,
and the nodes deployed in the i-th phase need to store keys from
the key pools of the i-th phase to the (i+Gw-1)th phase, and the
keys selected from the key pools of the (i+1)th phase to the
(i+Gw-1)th phase are hashed before stored in the nodes.
Therefore, nodes compromised in the i-th phase will only pose
a threat to the secure communication of nodes deployed in the
same phase. In our scheme, the use of the unique pairwise key
for communication between two nodes further enhances the
resilience of the RGM scheme. When more nodes are
compromised during the key establishment, the resilience of
our scheme is more prominent. When CC=8, Pr® of POK
scheme, RGM scheme, OWAKM scheme, and our scheme are
approximately 0.21, 0.15, 0.29 and 0.05, respectively.

O Pok(CC=4) O RMG(CC=4)
B OWAKM(CC=4) @ mine(CC=4)
O Pok(CC=8) O RMG(CC=8)

B OWAKM(CC=8) O mine(CC=8)

0.4
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= 02 a n Il

. bbbl

ph=1 ph=2 ph=3 ph=4 ph=5 ph=6

Fig. 16 Comparisons of Pr' of POK, OWAKM, RGM and our scheme.
Based on the previous analysis, when CC=8, Pr® of POK

scheme, RGM scheme, OWAKM scheme, and our scheme are
approximately 0.78, 0.84, 0.7 and 0.94, respectively.

V. CONCLUSIONS

In this paper, for multi-phase deployment sensor networks,
we propose a new pairwise key scheme based on deployment
knowledge. In this scheme, the key pool of each cell and the
key pool of each deployment phase are independent of each
other. These nodes with the same deployment point, deployed
in different phases, can communicate safely by updating keys
on-line. In addition, we proposed a new path key establishment
method, which can further improve the probability of
establishing a pairwise key between nodes. Theoretical analysis
and simulation show that our scheme can not only establish a
pairwise key between nodes with high probability, but also
enables the network to have a good resilience against node
capture attacks by setting appropriate parameters. For example,



This article has been accepted for publication in IEEE Internet of Things Journal. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/J10T.2024.3524409

in our simulation, even in the 6™ phase, the probability of
establishing a pairwise key between normal working nodes is
not less than 0.98, and the probability of pairwise keys being
compromised is not exceed 0.05.
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