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A new key establishment method based on
random key pre-distribution in sensor networks

Sujun Li, Boging Zhou, Decheng Miao, Yun Cheng, Jie Wu, IEEE Fellow

Sensor networks are often deployed outdoors and are more
susceptible to various attacks. In order to protect
communication between nodes, scholars have proposed key
management schemes. The most popular among them is the key
pre-distribution scheme. This scheme has the following
contradiction: in order to improve security, the number of keys
pre-distributed to nodes should be minimized as much as
possible. However, as the number of pre-distribution keys
decreases, the network may no longer be securely connected,
resulting in wastage of nodes. In this paper, we propose a new
key establishment method to address this issue. Analysis and
simulation show that the proposed scheme can reduce the
number of pre-distribution keys in the original schemes while
ensuring secure network connectivity.

Index Terms—sensor networks, key predistribution, share
key establishment.

I. INTRODUCTION

Sensor networks are often deployed outdoors or even in
hostile environments, making them vwvulnerable to various
attacks [1]-[2]. In order to achieve secure communication
between nodes, a shared key must be established between them.
So far, relevant researchers have proposed various key
pre-distribution schemes [3]-[11]. Eschenauer and Gligor
proposed the first key pre-distribution scheme, named E-G
scheme [3]. In the scheme, nodes randomly and nonrepetitively
select some keys and their IDs from the key pool. If two nodes
have common pre-distribution keys, they can use these
common keys to establish a shared key. Based on the scheme,
Chan et al. proposed a g scheme [4]. In this scheme, the
prerequisite for establishing a shared key between two nodes is
that there are no less than g shared pre-distribution keys
between them. Kittur and Pais use Combinatorial Design to
enable shared keys to be established between nodes within a
cluster [5]. Maciej and Alexander proposed a key management
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scheme based on spanning trees [6]. Zhou et al. proposed two
key management models for applications with large
deployment errors [7] - [8]. In addition, Zhou et al. proposed a
new key pre-distribution model [9]. This model can resist
replication mobile node attacks and false data injection attacks.
Msolli et al. proposed a new method for constructing a key pool
[10], in which the key pool contains keys and their hashed
values. Due to the adversary being unable to obtain the original
key after obtaining its hashed key, its security performance is
improved as compared to the E-G scheme [3]. In [11], Du et al.
proposed a scheme for constructing a key pool using t-degree
binary variable symmetric polynomials [12].

In key pre-distribution schemes, there is always a
contradiction: to improve the scheme's resilience, the key
information pre-distributed to nodes should be minimized as
much as possible. However, as the number of pre-distribution
keys decreases, some nodes in the network may become
isolated, leading to node waste. Therefore, research should be
conducted on methods for establishing shared keys to achieve
the ability to establish shared keys between nodes even with a
small number of keys distributed in advance.

In this paper, we propose a new scheme for shared keys
establishment. Our main contributions are as follows:

1) In our scheme, the pre-distribution times of a t-degree
binary variable symmetric polynomial will not exceed t,
indicating that the shared key directly established between
nodes has perfect resilience.

2) We propose a new method for establishing shared keys.
This method includes the following three steps: the first step is
to directly establish a shared key between two nodes; The
second step involves a wider range of nodes participating in the
establishment of path keys; The third step involves the
establishment of path keys by the common neighbors of two
nodes. In this method, although only a small number of keys
pre-distributed to a node before deployment, the probability of
establishing a shared key between two nodes after deployment
is high.

The letter is organized as follows. the proposed scheme will
be presented in Section Il. The theoretical and experimental
results will be described in Section Il1. At last, the conclusion
will be made in Section IV.

Il. OUR SCHEME

Here, we will introduce our scheme from the following two
aspects: one is key pre-distribution, the other is shared keys
establishment.
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A. Key pre-distribution

For the convenience of description, t-degree binary variable
symmetric polynomials are abbreviated as key spaces. A key
pool consists of n(n is a system parameter) key spaces. The i-th
key space is constructed using the following formula:

t . .
Ki(x’ y) = Z ajl,jthylz (1)
. J2=0

where ajlij = ajzyh , t1s a system parameter.

The pre-distribution key K;(x,y) for node A can be
calculated by using the following formula:
t N
Ki(ID,,y)=> by’ )
i=0
Node A selects m (m is a system parameter) key spaces from

the key pool without repetition, and the IDs of these m key
spaces can be calculated using the following formula:

KID, = (1D, xm)%n+i (0<i<m,0<ID, <N) 3)

Where N is the number of nodes in the network, which should
meet the following conditions:

N gr?”J @

B. Shared keys establishment

The establishment of shared keys between nodes includes the
following three steps, which will be described in detail by using
two adjacent nodes A and B as examples:

Step 1. After the network is deployed, node A broadcasts its
ID with radius R to discover its neighboring nodes. After
receiving the broadcast information, neighboring node B can
determine whether there is a common key space between them
according to the formula (3). If there exists the key space

K;(x,y), B only need to substitute A's ID into the formula (2)
to obtain their shared key: K,(ID,,ID;)=K;(ID;,1D,) ;
Otherwise, if 1D, <D, , B will add A to its shared key
establishment request set S;; Otherwise, A will add B to its
shared key establishment request set S, .

Step 2. Node A broadcasts the following shared key
establishment information with radius wx R (w represents the

expansion factor): Req, ={1D,,S,} . When its neighboring
node D receives Req, , if D shares common key spaces with
both Aand C (C €S, ), then D becomes a participating node for

A's path key establishment. D first generates a random number
rnd as the shared key between A and C, and then calculates the
shared key establishment information according to the
following formula:

inf, ={ID,, 1D, Eg , (Md),Eq _(md),H,,(md)} (5)
where Hk() is a one-way hash function with the key K, Ex() is
an encryption function with the key K. Finally, D sends inf, to
A. When A receives inf, it calculates the shared key SK, .
with D and decrypts it to obtain rnd” . |If
H,.o (rnd")=H 4 (rnd), it discards rnd; otherwise, A stores
rnd and sends the following message to C:

rnd

inf, ¢ ={1D;, Dy, ID,, Eg . (Md),H .,(md +1)} (6)
When C receives inf, ., it calculates the key SK._, shared
with D and decrypts inf, . obtaining rnd" . If
Hyga (rd’+1) = H, ., (rnd +1), it discards rnd; otherwise,

rnd becomes the shared key between A and C. If there are
multiple shared keys between A and C, rnd, , ..., rnd,, then the

shared key between them is SK, . =rnd, ®---®rnd, , where

@ is the XOR operation.

Step 3. After the above 2 steps, if C, the neighbor of A, still
cannot establish a shared key with A, it will be added to A's
second shared key establishment request set S, . Node A

broadcasts the second shared key establishment information
with radius R: Reqj ={ID,,S}} . When the common neighbor
E of Aand C (C eS}) receives the above message, and if E
shares keys with both A and C at the same time, E generates a

random number rnd and securely sends it to A and C,
respectively.

I1l.  SCHEME ANALYSIS

The performance of random key pre-distribution schemes is
usually measured by the following three parameter values
[3]-[11]: local connectivity, resilience against node capture
attacks and global connectivity. In our analysis and simulations,
we use the following setups: we assume that the deployment
area is flat; the neighbor relationship between SNs is
symmetrical; that is, if A is a neighbor of B, then B is also a
neighbor of A; the number of nodes in the network is 6000.

A. Computing local connectivity

The local connectivity, named PL, refers to the probability of
two neighboring nodes establishing a shared pairwise key. In
our scheme, the establishment of a shared key involves the
above three steps. In the i-th step, PL, represents the

probability of establishing a shared key between two
neighboring nodes, PL can be calculated using the following
formula:

PL=PL, +(1-PL)-PL, +(1-PL, —PL,)-PL, ©)
where PL,, PL, and PL, can be calculated using the formula
(6), (7) and (8), respectively:

(%)
PL, =1—(1—(PL1)2)AVQXW2 ©

where Avg represents the expected value of the number of
neighbors of a node in the network.
In step 3, the probability that a node can participate in

establishing a shared key is: (PL, )" +2-PL, - PL,. Therefore,
PL, can be estimated by using the following formula:

PL =1- ®)

PL, =1-(1-(PL,)’ —2-PL1-PL2)Avg' (10)
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where Avg’ represents the expected number of common

neighboring nodes between two nodes, which can be calculated
using the following formula:

7R? +§7Z'R2 —E\/§R2

Avg' =
g 27R?

x Avg ~ 0.42Avg (11)
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Fig. 1 Local connectivity as a function parameters Avg, m and w

The probability that two nodes can directly establish a shared
key when n remains constant, namely PL;, it increases with the
increase of m. From formulas (7) to (11), it can be concluded
that when Avg and w remain constant, PL increases with the
increase of m. As shown in Fig. 1, when W=3, Avg=30 and m
increases from 2 to 3, PL increases from approximately 0.42 to
0.99. When PL; remains constant, the number of nodes
participating in path key establishment, namely N, the larger,
the higher the probability that the two nodes can successfully
establish a path key. As N increases with the increase of Avg
and w. Therefore, PL increases with the increase of Avg and w.
As shown in Fig. 1, when m=3, w=3 and Avg increases from 25
to 30, PL increases from about 0.98 to 0.99. When m is small,
increasing w can improve PL (see formula (9)). As shown in
Fig. 1, when m=3, Avg=30 and w increases from 2 to 3, PL
increases from about 0.92 to 0.99.

B. Computing resilience against node capture attack

Resilience against node capture attack, namely Pr, by
estimating the fraction of total network communications which
are compromised by a capture of C nodes not including the
communications in which the compromised nodes are directly

involved. Obviously, the smaller the Pr, the better the resilience.

If Pr=0, then this scheme has perfect resilience. In the process
of calculating Pr, like other schemes [1] - [11], it is assumed
that hash functions and symmetric encryption are secure
(secure and efficient hash functions and symmetric encryption
in sensor networks have been studied by scholars [13]).
Therefore, Pr can be calculated using the following formula:
PL x P, +PL,xP. +PLxF,
PL
In this scheme, each key space is allocated no more than t times,
therefore, B, =0 . Increasing t will increase the computation

Pr (12)

overhead of nodes. In scheme [11], the value of t does not
exceed 100. From the previous analysis, it can be seen that
when t remains constant, increasing N can be achieved by
increasing n and w, and reducing m. R, and R can be

calculated using the formula (12) and (14), respectively:

3
c)"
P =|= 13
“ (N j (19
where E, can be calculated using the following formula:
E, =(PL, )" x Avg xw? (14)

P, - 2%(1—(%)}+%(1—(%)] (15)

where E, can be calculated using the following formula:
E, =0.42xPL x Avg (16)

From formulas (13) to (16), it can be concluded that the Pr
will significantly decrease with the increase of PL,, E, and

E,. And the above the values of three parameters will increase

with the increase of m, Avg and w. Therefore, Pr will decrease
with the increase of m, Avg and w. This can be confirmed from
Fig.2.
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Fig. 2 Resilience as a function parameters Avg, m and w

(b) m=3

C. Global connectivity

When the local connectivity is not 1, the network will be
divided into multiple secure subsets. In each subset, there must
be at least one secure path between any two nodes. If the
maximum security subset only has 98% of the nodes in the
network, then the remaining 2% of the nodes in the network are
wasted due to the inability to communicate securely with the
nodes in the maximum security subset. In this paper, we only
simulated the global connectivity. From Fig. 3, it can be
concluded that as long as the parameters are set properly, the
global connectivity is high. For example, when m=3, w=3,
Avg=30, and C=3600, the global connectivity is approximately
0.999.
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Fig. 3 Global connectivity as a function parameters Avg, m and w.

D. Comparisons

In this subsection, we mainly compare the performance of
our scheme with the PKPS scheme [11]. In our simulations, in
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the PKPS scheme, the size of the key pool, the number of
nodes and the storage overhead of nodes are the same as our
scheme. In PKPS, the establishment of shared keys includes
two stages: shared key establishment and path key
establishment. In the path key establishment stage, two
adjacent nodes which cannot directly establish a shared key
establish a key path through flooding. The two nodes on the key
path must be adjacent and have a shared key. In these existing
schemes, this method is used to establish shared keys [3] - [11].
These types of schemes have the following drawbacks: when
the number of keys pre-distributed to nodes is small, the
probability of establishing shared keys between nodes is very
low. As shown in Table 1, when m=3, the PL of the PKPS
scheme is only about 0.13. Although PL can be improved by
increasing m, it can be observed from Fig. 4 that the resilience
significantly decreases with the increase of m. As m increases
from 3 to 5 and C=3000, the Pr of the PKPS scheme increases
from about 0.3 to 0.999. As Pr increases, the PG of the PKPS
scheme significantly decrease. As shown in Fig. 5, when
C=3600, m=3, 4 and 5, PG is about 0.19, 0.02 and 0.004,
respectively. In our scheme, when m=3 and w=3, PL~=0.995;
when m=3, w=3 and C=3600, Pr~0.24 and PG~=0.999.

Table 1 Comparison of PL between PKPS and our scheme
PKPS (m=3) PKPS (m=4) PKPS (m=5)

PL 0. 12648 0. 317522 0. 578025

mine

0. 99498

O PKPS(m=3) O PKPS(m=4) @ PKPS(m=5) M our
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Fig. 4 Comparison of resilience between PKPS and our scheme
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Fig 5. Comparison of Global connectivity between PKPS and our scheme

IV. CONCLUSION

In existing key pre-distribution schemes, when the
pre-distribution key information of nodes is limited, the entire
network is no longer securely connected. This paper proposes a
new method for key pre-distribution and shared key
establishment to address the problem. When there are fewer
keys pre-distributed to a node before deployment, this method
can achieve perfect resilience of shared keys established
directly between nodes, high probability of establishing shared

keys between nodes and secure connectivity for the majority of
nodes in the network. For example, when n=180, t=100, m=3,
w=3 and C=3600, PL~0.995, Pr~=0.24 and PG==0.999.
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